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Xcalibur Global version 1.2 is an industry leading management software
that lowers the organization’s TCO and increases its network security by
efficiently managing multiple thin client devices and users from a central
location.

The combination of Chip PC's leading thin-clients, with their advanced
image and Plug-ins, together with the Xcalibur Global management platform
provides a complete thin client solution for a wide variety of organizations.

Xcalibur Global is capable of mapping both the organizational structure
of the enterprise as well as its physical structure. Its unique architectural
structure allows for simultaneous support of thousand of client and users
while providing fault tolerance, speed, scalability and above all ease of
management.

Since evaluating thin clients and thin client management requires having a
complete SBC (Server Based Computing) environment, Chip PC offers you a
complete evaluation environment.

With this DVD you can start evaluating Xcalibur Global management
software version 1.2 in less then 15 minutes. This is done without the need
to prepare and install a complex Server Based Computing environment by
using the latest virtual server technologies. Our team has built a complete
test environment and placed it on this DVD. Itis highly tuned and ready for
use during the specified evaluation period.

Note: During this manual it's assumed that you have an evaluation
thin client device with image 6.5.0 or higher that you can use for the
evaluation. If you don't have a device you can still use the evaluation DVD
and understand the basic concepts and advantages of Xcalibur Global.

Note: The evaluation DVD is complete with both Xcalibur Global Server
License and Domain Autenticator Server License. All operations described
in this manual are coverd by the Xcalibur Global Basic license.
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Note: In order to obtain your Device Licenses Please contact Chip PC
support on https.//www.chippc.com/support/request/

Warning: This system is intended for evaluation purpose only. It is not
intended for commercial use.

Microsoft®, WINDOWS®, NT®, EXCEL®, Word®, PowerPoint® and SQL
Server® are registered trademarks of Microsoft Corporation.

VMware is a registered trademark of VMware Inc.

Citrix is a registered trademark of Citrix Systems, Inc.

2 DVD Content

The enclosed DVD contains the following folders:

1. Xcalibur Image of Xcalibur Global 1.2 on
windows 2003 R2 SP2.
Folder Name: Xcalibur Global Evaluation Environment
. VMware Player Folder Name: VMware-player-1.0.2-29634

No

3 Installation Prerequisites

Computer, PC or Server with an Intel Pentium 4 CPU .. .or Higher.
At least 512MB of memory, 1 GB preferable.

At least 4GB of disk space.

VMware Player v1.0.0 software (can be found on the DVD).




4 Xcalibur Virtual Environment
Image Content

The Xcalibur Image supplied in the DVD contains the following:

Windows 2003 (evaluation version)

Active Directory Domain complete with predefined Users and
Organizational Units

Domain name: Xcalibur.com

Host name: chippc-dc-xg

IP:192.168.15.131

DNS

WINS

DHCP Server — The scope is disabled (to avoid network conflicts).
Terminal Services — (Application Mode)

1S

MSDE

Xcalibur Global v1.2 complete with sample Xcalibur policies and
Templates

What do you need:

Xcalibur Global Virtual Evaluation environment is designed to allow
users to fully evaluate Xcalibur Global managment software,
demonstrating Chip PC complete solution. Xcalibur Global can
support any back-end solution selected by the customer with the
same management and monitoring concepts. In order to fully simulate
a scenario it may be required to use back-end solution which is not
provided in the evaluation environment ( e.g. Citrix, VMware VDI, etc.).
Those external solutions are not part of this environment and we
recommend end users to install the full Xcalibur Global management
software in their own pilot environment to fully test and simulate
their needs.




5 How to use this manual

This manual includes Step-By-Step scenarios that allow you to easily evaluate
common thin client management scenarios. Each scenario includes server
and client side instruction that will guide you through every step.

Note:

- In general, every action that can be done locally (on the thin client)
can be done remotely from the management software.

- Itis highly recommended reading the whole scenario prior to
beginning.

5.1 Starting-Point

This section describes the initial settings needed on both client and server.

In order to successfully complete the Step-By-Step scenarios initial settings
are required on both the thin client side and the Xcalibur Global image
(server side). These settings are referred to as Starting-Points.

Setting both clientand servertotheir Starting-Pointsassures smooth scenario
completion. In case you fail to complete a Step-By-Step scenario reverting
both client and server to their Starting-Points is highly recommended.

See the Server Starting-Point and Client Starting-Point sections described
further in this document.

Note: once reverting to the Starting-Point, all previous settings will be
erased!




6 Evaluation Environment Overview

6.1 Evaluation Environment Description

In order to start evaluating all you need to do is run the VMware image on
your computer and connect an Xtreme PC thin client to it. The VMware
image holds the complete evaluation environment including Active
Directory, Terminal Services and the Xcalibur Global management software.

Evaluation environment components:

Run the VMware image on your computer.
Connect at least one Xtreme PC thin client to your computer via a
crossed cable (Figure 1) or a network Hub / Switch (Figure 2).

Cross-Over
Cable

Thin Client VMware Server

Figure 1: TC-VMware Server Communication - method 1

Ethernet Ethernet
Cable Cable
ﬁ

Thin Client VMware Server

Figure 2: TC-VMware Server Communication - method 2



7 Initial Thin Client Configuration

Note: Scenarios can be practiced in a limited way without thin-clients if
not available.

7.1 Client Starting-Point

Client-side settings described in this section are considered as the Client
Starting-Point settings. Verify the following settings are applied on the
Xtreme PC thin client prior to running any scenario.

Note: If the thin client becomes inaccessible, resetting it to factory-
defaults might be necessary. See appendix A for the “reset to factory-
default”instructions.

7.2 Initial Device Display Configuration

1. Power ON the device by pressing the ON/STBY button.
2. Click the START > Settings > Device menu.

el

E Internet Explorer
fj Remote Desktop Connections
Q Smart Card Writer

B Device...

2 Printers...

Jﬁ Plugins...
% My Connections
5 4 Citrie ICA...
& Networking » [E} Desktop..,
ﬁ Explorer...
el 53 Microsoft RDP. .,

S Srmart Card Writer...



3. Browse to the Display Tab and select the following display settings:

Colors = 65535
Screen Area = 800x600
Refresh Frequency = 60 Hz

WAT Gatup !

General | Tnput | Displsy | prinkers | USB Printers | UG Devices | Networl [ ¥
g Lise this page to change your deplay properties.

Display Properties
Colors: I&EE!S(M -
sareen frea: [T
Fusfresh Frequency: B0 He w
4. Click Apply

7.3 Device TCP/IP Configuration

1. Browse to the Network Tab.
2. Configure the exact same settings as in the following figure:

WRT, Gonfiguration F(_]

Dual screan | Printers | Use Printers | Ust Devicas | Nelwork | wireless | 41 ¥

L Lhis, puages by kit nestwwork sest s From DHCP server o

E-“.u defire tham manualky,
[ Disable Network Interfacs {For Diske users)

[ Prohibic e resobvar cache
Terminal Name : [thinchenty
Network Speed : [mm Letect -

[] Do not display Link Negotiation error messages
ain 1P rom DHCP server
Ob address fi

@u\nrlzﬁlmigwﬂum\ DHSWING

1P Acddress : J1s2.160.15.55
Subnot Mask : [z55.255 2550
Defaul Galeweay : [192.168.15.131]
[ [ e [ ey




3. Click the DNS/WINS button and configure the exact settings as in the
following figure:

DNS/WINS:Settings 3

i Use this page to define DNS/WINS addresses,
i
Enable DNS
Default Domain : |xcalibur.com
Primary Server IP Address : |192- 168.15.131

Secondary Server IP Address : |

Enable WINS

Primary Server IP Address |192- 168.15.131

Secondary Server IP Address |

C o [ ow

4. Click OK.
5. Click Apply
6. Close the WBT dialog



7. Goto Start \ Settings \ Xcalibur

o My Conmections
B Settings
&2 Metworking

%] pewice...

o 1 g

s

&

&y Shut down,.,

8. Inthe General Tab check Enable Connection to Xcalibur Farm

Xcalibur, Client Setup &

(Zeneral [DHCP I Server List ] Loscabar I SMP ] Protocal Param ’ Suﬁ:wur:li‘

E—a Lze this page Lo view eslibur Client infarmation snd active
il =] connection to server Farm,

Prioduck Mame |
OEM Software Version 6.5.0.0 Build : 02,2509
e Infn: Pra

= Connection To Yoalbur Server Farm

fidd f.-.-:n.[;& Status-Icon bo Taskbar Motification Area

Bing each Server on the Farm before conne

Defire ¥calbur Communication Failure/Disable Behavicar

Flatiy

[ Clear Polcies | | Apply Policles ]

I

user and apply cached policies




9. In the Server List tab click on New and insert the Server Address
as 192.168.15.131

¥calibur, Glient Setup E]

General] DHCP | Server List ]Locator] SNIMP ] Protacol Param] Softwar | ¥

J LUse this page to manage connection ko Xcalibur Server
_l:...“,j Farm.

= =

Available Realibur Servers:

Server [P Managed By PlainfS5L ... Weight

QK ] [ Cancel

10.Click on Setting



11. Configure as below

Xcalibur. Seryer. Advanced Settings E

:’ Use this page to define ¥calibur communication parameters.

-

Server Address: Server LB Weight:

192.168.15.131

Mormal w
_ommunication Param
Set TCP port number: 217

Query TTL:

Require secure channel (351}

Set S5L port number: 518

Enable Fallback ko non-secure conneckion

Set Default [ o4 ] l Cancel

12.Click OK, Apply
13.Click OK and Restart the device.

Settings Changed a

@ You must restart vour device before the new settings will take effect.

Do wou want o restart now?

Cancel
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8 How to boot the

Virtual Environment Xcalibur Image

. Make sure the VMware Player 1.1 software is installed on your computer.

A trial version is available on the DVD (folder name: VMware-player-
1.0.2-29634).

. Copy the Xcalibur Global Image directory (folder name: Xcalibur
Global Evaluation Environment) from the DVD to your Hard Drive
(make sure that you have at least 4 GB of free disk space).

. Right click on the copied directory and make sure that the READ
ONLY attribute is not checked (apply this setting also on subfolders if
requested).

. Open VMware Player.

. A Browser dialog will appear enabling you to browse to the copied
folder select named Xcalibur Global Evaluation Environment.

Note: Prior to booting the Xcalibur Image, make sure that your
computer (Hosting the Xcalibur Image) is connected to the network. If
it is connected to the Xtreme PC thin client via a crossed-cable the thin
client must be turned ON before you boot the Xcalibur Image.

Note: The Xcalibur Image boot time might be relatively long depending
on the host computer CPU strength and RAM memory size.




6. At the end of the boot process the windows logon window appears.

Welcome to Windows =

Copyright © 1B88-2003 Microsol Corparsiion
e Press Ctrl-Alt-Delete to begin,

Requiring this key combination at startup helps keep your

computer secure, For more infarmation, click Help, il

Press Ctrl + Alt + INSERT in order to logon.
User Name: Administrator

Password: password

Domain: xcalibur

Note: Make sure you press Ctrl+Alt+INSERT and NOT Ctrl+Alt+ Del.

9 Start Evaluating...

General:

Once completing the “Initial Thin Client Configuration”and the “How to Boot
the Xcalibur Image” sections, you are now ready to start evaluating.

Before you begin make sure that:

The Xcalibur Image is started.
The thin client is turned ON.



Note: You might encounter relatively long delays when performing
various actions from within the Xcalibur Console. These might be due
to the fact that the Xcalibur Image is running virtually on your computer
thus requiring many resources. Please be patient.

10 Scenario 1: Find a new Device

and Attach it to an OU

In this scenario you will launch the Xcalibur Console, identify your device
and map it into an Organizational Unit in the Domain.

Successfully completing this scenario indicates that the client-server
communication and initial settings are set correctly. If this scenario fails
make sure that the server and client are set to their Starting-Points and start
again.

Note: Reading the whole scenario prior to beginning it, is highly
recommended.

Note: Before starting this scenario, verify that the thin client is turned on
and connected to the network.




10.1 Logon to the Virtual Server

Client-Side Action: None

Server-Side Actions:

CETTTT—
; ¥ Windows Se

W Standard Edition

Copyright © 1885-2003 Microsol Conpa rstion
=
s Press Ctrl-Alt-Delete to begin,

Requiring this key combination at startup helps keep your
computer secure, For more information, dick Help, sl

1. Press CTRL + ALT + INSERT and type the following:
User Name: administrator
Password: password
Domain: xcalibur

Note: Make sure you press Ctrl+Alt+INSERT and NOT Ctrl+Alt+Del.




10.2 Launch the Xcalibur Console

Client-Side Action: None

Server-Side Actions:

1. Double click the Xcalibur Global ICON on the desktop of the Xcalibur
Server.

2. The Xcalibur Global MMC will appear:
T ¥ealibur - [Concola Poat]
Bl Action ew Favorker Window  He

++ BB &

3 Neme

= )} v gnn Cusctony Manauer 2 edibur Cireckory Manager
#1 &gl o Farm Manage: Wa¥edliour Farm Manager

Presentation Tips

- The Xcalibur Farm
Manager represent the
physical layout of the
enterprise and helps with

optimizing Load Balancing,
Bandwidth Control, Security
and more

You can delegate
administrative rights on a
per Farm and Site bases




10.3 Find your new Device

Once a new device connects to Xcalibur, it can be found under the Xcalibur

Farm Manager. In this exercise you will locate your device and learn about
its status.

Client-Side Action: None

Server-Side Actions:

1. Select Scope - Select Xcalibur Farm Manager \ Sites\ Default Site \ IP
Scope \ Default Thin Clients

LI r = e LA - R ES ) Ls - - e e wr T ) AR

1 Consdle Rack | Device MaC | 1P &ddress | 5w Platfo
3 deaibur Direckory Manager i 5051 &.5.0 Buik

- - 3 z
=gl #cslibur Farm Mansgsr 1‘. oo0szs0i4161  10.00.55 £.5.0 Buib

= “_i Administrative Suite
=151 Skes
=8 Default Site

=6 Tasks

Presentation Tips
« Just by looking at the
interface you can get

detailed information
about the device: IP
address, name, MAC
address and more
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Your device appears on the right MMC pane in Green, indicating it has
successfully been registered into the Xcalibur Global system.

Before moving on to the next step, please verify that the Last State column
indicates the client’s state as Alive.

A - . -

| Last State | Las

The status Alive means that the device is currently running and connected
to Xcalibur

Note: The Xcalibur Farm Manager allows you to map the physical
structure of the organization. You can create IP Scopes to represent the
IP Address ranges in the company. One or more Scopes define a Site that
represents a branch office.

10.4 Moving the Devices to a new OU

By moving a device between OUs it receives (by inheritance) all the policies
linked to the current OU, the OUs above it and the Domain.

In this scenario the Lockdown Desktop policy assigned to the Lockdown
Desktop OU, will prevent the user from accessing and changing the device
settings locally unless he is authorized to do so. This policy sets a password
to the WBT Configuration area.

Client-Side Actions:
Verify that the WBT dialog is currently not password protected

At the moment any user can access the WBT dialog and change its
settings.

Z
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1. Open the Device WBT - Go to Start \ Settings \ Device and verify that
the WBT dialog opens (indicating anyone can access this area).

& Internet Explorer
‘33 Rermote Desktop Connections
S Smart Card Writer w2 Brinters. ..
) Plugirs. .
4 Citrin ICA...
[Z Desktop...

@& Explorer,.,
%4 Microsoft RDP. .,
S Smart Card Writer,,.

% My Connections

WBT Configuration dialog will appear

WET Configuration ﬂ

General ]Innu; IDISﬂa\;’ ] Printers |USB Brinkears ] USE Desicas |NethrIJL|

]| Use this page to view system information and restore device

- Factory-defaul settings,
OEM Mame : Chip PC Inc.
‘Websibe : . chippc. com
Product Mame = Htreme PC
Product 10 : cdE2ffd7-badf-4d14-2553-000535014 161
MaC Address: 000535014161

OEM Saoftware Yersian £.5.0 Build:  FTP.140809RC0
Micrasoft Wirdows CE @ 4,20 Prafessional
Madel : S

Fress Make. .. button to create System Restore

Fress 'Reset...' bo restore Factory-default setbings




Server-Side Actions:

2. Move the Device to the Lockdown Desktop OU - From the Xcalibur
Directory Manager \ Xcalibur.com \ Branch select the “thinclient1”
device (your device) and drag it to the Xcalibur Directory Manager \
Xcalibur.com \ Branch \ Germany \ Lockdown Desktop OU

" Xcalibur - [Console Root) Xcalibur Directory Managerixcal
“F1 Bl Action  wew Favortes  Window  Help

e« =»> OmEl i ¥XFE 2 0%ER

| Cansole Root gz Ty
=24 Wealibur Directory Mansgar i Germany O
5] -.! secalbur, com (@ Tsrzel O
T Br'?j':h herlands x|
=@ SQermany -

# i O}
Lockdown Deskiop . e Th

L Rihinclient1

Presentation Tips
- Xcalibur Directory Manager represents the logical
structure of the organization.

- Xcalibur Directory Manager is derived from the
organization’s existing Active Directory tree making it
easy to deploy new devices for the first time

« Xcalibur complies with the Active Directory permission

scheme and therefore supports permission delegation
at all levels
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Note: Change of settings resulting from moving the device into the
Lockdown Desktop OU will take affect after the device obtains the latest
policy and reboots.

The process is expected to take 1 minute.

Client-Side Actions:
Verifying that the Device’s WBT dialog is locked

3. Try to open the WBT dialog - Once completing Step #2 and after the
device boots, go to Start \ Settings \ Device. The password prompt
indicates that the device settings have changed (and became more
secure) as defined by the policy linked to the Lockdown Desktop OU.

Enter Passwaord)

Access ko device settings is password-protected.
_»  Please enter your password ko conbinue.

Pazswond ¢ ]

’ o ] SN N Presentation Tips

By locking down

the WBT dialog

you can prevent
unauthorized users
from changing the
device settings
locally, making your
network safer.

More about Xcalibur Policies in the next scenario
Congratulations!

You successfully completed Scenario 1. At the end of the thin client boot
you can continue to Scenario 2.

/7
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11 Scenario 2 - Link a Policy that

installs VNC on your device

General:

In this scenario you will learn about Xcalibur policies and their use during
your daily work flow.

An Xcalibur Policy is a set of rules that can be linked to a Domain, OU, Device
and User. All thin client management aspects, from software installations to
user environment management, are controlled by Xcalibur policies.

Xcalibur Policy settings pass by inheritance from parent to child objects
anywhere in the Active Directory tree

Before you begin:

Itis assumed that you are already logged on to the Xcalibur Server, that the
Xcalibur Console is opened and that you recognize your thin client.

11.1  View Current Policies

First let us look at the current policies linked to the Lockdown Desktop
Ou.

Client-Side Actions: None

Server-Side Actions:

1. Select OU - Select Xcalibur Directory Manager \ Xcalibur.com \
Branch \ Germany \ Lockdown Desktop

25



2. Open Properties - Right click on the Lockdown Desktop OU and then

click Properties.

"',h Xcalibur - [Console Root'Xcalibur Directory Manager' xcalibur.com' Branch' Ge
“f) Ele  Action View Favoibes Window  Help

e A R 2 0REEme

|| Console Rook
= x Healibur Cirectary Manager
| El g xcalbur.com

=& Branch

[+ GErmany

[+l Tarasl
+1-1 g Metherlznds
) K
. Computers
| Domain Cantrallers
ForegnaecurityPrincipals

H-E

+-[#]

H

Iarms | Type Diescri
@M Import Devices.,..
Jsele Shows Resuking Policy...
!
" Show Policy Link Events..
i 2upp k
Find...
Help
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3. Go to the Xcalibur Policy tab

ockdown Desktop Properties TEX

General | Managed By ¥calibur Policy ]

4/ Cirrent Xealibur Policy Object Links For Lockdown Deskbon

o

wealibur Policy Object Links Mo Crverride Disablad
5k Lockdown Desktop

“calibur Pelicy ©bjects Righer in the lisk have the highest priority.

[

z &

.: n‘
T
L

Up
— .

™ Block Policy imheritance

Close | Canice | Apphy |

As you can see the Lockdown Desktop Policy (responsible of locking down
the WBT dialog) is linked to this level

/7
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11.2 Link an existing policy to the OU

In this scenario we will link the VNC Install Policy to the Lockdown
Desktop OU. This policy installs the VNC Plug-in on clients affected by it (in
this exercise it is thinclient1 - your device).

Client-Side Actions: None

Server-Side Actions:

1. Click the Add... button.
2. Select VNC Install from the policies list

3. Click OK
Add an Xcalibur Policy Link Ei
i Policies |

= 5 Sedect an Acalbur Policy o Ik o this level,

fad

Name | Description | Creation Time | Modfication = |
I:; Lockdown Deskhon 11J1f2005 4:19,..  11f2/2005 1
IS RDP Connection LEfLf2005 4:35,..  11/172005 =
UL RDP Instal LHLZ005 4:35,., 11712005 <
i3 RDP Tnstal 11/1f2005 1:55..,  11/1/2005 1
I UK Regional and Lenguane Settings L1J1f2005 5:37, ., 11/2/2005 1
':c:" Update At L2005 355, 11712005 ¢

LUf1/2005 4:08,..  11/1/2005 ¢
U5E¥NC Tnstall L1f1/2005 1:53,.,  11/1j2005 1
3 vNC Instal L1JLj2005 4:47...  11{1/2005

| |
QK I Cancel |

3

The newly added policy name is now displayed under the Xcalibur Policy
Object Links column.
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Note: Change of settings resulting from linking the VNC Install Policy to
the Lockdown Desktop OU will take affect after the device obtains the
latest policy and reboots.

The process is expected to take 1 minute.

Presentation Tips
- Xcalibur policies can control all aspects of the device configuration,

from connections to user environment and from software
installations to security policies etc.

- Xcalibur Policies are inherited from parent OU to a child OU, the
same way as Group Policies, making it easy to control and deploy

large number of devices

- Although Xcalibur never modifies the Active Directory schema
in any way, Xcalibur can be thought of as an Active Directory
extension, providing a way to create thin client policies using the
same guidelines and rules as those used to create and manage
Group Policies in the Windows environment.

11.3 Shadow a device using VNC from the
Xcalibur Farm Manger snap-in

Note: This exercise depends on the successful completion of the previous
one. Please verify that VNC is installed on your thin client by entering
the Start\Settings\Plug-ins menu on the local device and verifying that
WinVNC Server appears under the Available Plug-ins column.




The Xcalibur Global comes complete with a VNC viewer. In order to use it:

1. Shadow your device with VNC - Go to Xcalibur Farm Manager \
Sites \ Default Site \ IP Scope \ Default Thin Clients

2. Select a device to shadow - On the right pane, select thinclient1 (your
device), Right click it and select Remote Control (VNC).

T8 Yealibuw - [Conenle Rook\Yealibur Farm Manages| Sites| Defaolt Sitel 10 Scopes),
fh He Adion Wew Favgies Widow tep
= OB AFRE 2 PP
) Corsole Ract
4 %, KalOUr LAGCTOry Manege
= Kl ¥calbur Form Manager
= ] Adwnistrstive Sute
=\ Farm Front End Servers.
[ ea—
+ L Unassgred Frovy Seavers

OIS " 3R D

- i & Tadks .
s Saltwane Repostory [y

= & Frovt € Servers
+ L Prooey Seevers
£ Clente

3. Enter password - The password is: 1234

4. The remote session will appear and you are now able to shadow and
control the thin client

From this point onward throughout this manual every time you will be
referred to the client you can do that by using the VNC.
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12 Scenario 3 - Software Installation

and Distribution to Thin Client Devices
using Xcalibur policy

In this scenario we will install the RDP Plug-in, create an RDP connection on
the thin client and launch it automatically once the device restarts.

There are three parts to this scenario:

Deploying the Client software to the device

Creating the connection

Configure the connection to auto start as the device boots
Client software is any software that is destined to be installed on Thin
Client devices, such as software add-ons (e.g. Plug-ins) firmware and hotfix
files. All installable and distributable software is first loaded to the Farm
Software Repository and then it can be distributed to the Thin Clients.

The Xcalibur Global evaluation environment (on this DVD) comes with all
the software files already installed. In a real-environment one would need
to install software packages into the Xcalibur Software Repository prior to
deploying those to thin clients.

On how to load software packages to the Software Repository see
Appendix B.
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12.1 Create a New Xcalibur Policy

1. Select Object - Go to Xcalibur Directory Manager \ Xcalibur.com \
Branch \ Germany \ Lockdown Desktop

2. Select the Lockdown Desktop OU and right click

3. Click on Properties and go to Xcalibur Policy

':Fh Xcalibur - [Console Root' Xcalibur Directory Manager'xcalibur.co
‘ﬁ; File  Achion  Wew Favores  window  Help
= AEREFRE R ORLEES

| Consode Rook Mamie
= :’.:uil:u' Direckary Manager ¥ EX_00053S00FDBE
i xcalibur,com &, thindient1
—-ila Branch
=1 gl Germanny
g Marketing Impost Desices. .
g Sales Shows Resuting Policy...
Fola Suppark Shows Palicy Link Everits.
[« & Isragl Find...
=& Metherlands
& -\.ril % Mew k
b Computers View ,

[& Domain Controllers
|| FareignsecuribyPrincipals

F-[#- |

Mew WWindcw from Hare

| Program Daka Mew Taskpad View. ..

+ - Gl {[x]p]

Filay Software Installation Refresh

H ] Users 5 !

&g Lost and Found _Efp':‘t IfISt'” —

i Al thin clients

* ';:1 dealbur Farm Manasger
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4. Create new Policy - Click on New \ TC Policy and create a new policy
called RDP Connection Install and Launch

ockdown Desktop Properties B
General | Managed By  ¥calibur Policy [

3.1 o Current ¥calibur Palicy Object Links For Lockdown Desktop
Ny

Acalbur Policy Object Links | Mo Override Disabled
2 Lockdown Deskbap
E5E M Irstal

ealibur Palicy Objects higher in the lisk have the hichest priarity.

I Block Paliey inheritance
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5. Edit the Policy - Select the new RDP Connection Install and Launch
Policy from the Xcalibur Policy Object Links list and press Edit, the
Policy Editor will open

ockdown Desktop Properties 7| x ‘

General | Managed By Kealibur Policy !

,;‘.f; X Current ¥caliour Policy Object Links For Lockdown Desktop

ealbur Policy Object Links Mo Override Cisabled |
5 Lackdawn Deskbop

Aralbur Policy Chijects higher in the lisk have the highest priarity,

New | add Edt

Cphions ... | Dbt ... Properties |

[ Block Poley Inhesitance

Up |
i |

Close arse| | Sl |

6. Configure the Policy to install RDP - Go to Device Configuration \
Installable Software Module \ Connections.

/
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7. Select Installation Policy - Right click the Remote Desktop
Connection and select the Installation Policy ...option

Presentation Tips

1 Consale Rioot

pomgi
Y-

ROP Connection Create and Launch

__| Device Corfiguration

[#1-{__] Metwork and Communication:

[#{_] Operating Systems

[# [_] Peripheral Settings

F [0 Windows Components

[#-42% 05 Holfix and Upgrades

-] Printing Solution

(=] Instalzbie Software Modules
=-_1 Connections

Mew Window from Here

Export List...
Help

9 Remote Desktop

et an kem to visw its

- Device configuration

controls network

and communication
settings, operating
system behavior,
peripheral settings,
Windows components,
hotfix, upgrades and
software deployment.
These settings apply
on thin client accounts
according to their
assignment in Active
Directory tree and
initiated as the thin
client boot.

User Configuration
Controls Windows
components,

Software settings

and communication
options. These settings

only apply once users
logon to thin clients
managed by Xcalibur
Global
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8. Enable the Installation Policy -Check the Enabled radio button
9. Specify Download Options - Set the Downloading Option to -> As
Policy Received

Installation Policy Properties

Settings l EHpIain] Supported Elients]

. Thiz third-party Plug-in offers connectivity to Windows Based

( TEIVErE.
{+ Enabled
Operation Type Inztall -

File Placing

[ Prohibit Flazh Usage
Downloading options

[ Prohibit Fam-File uzage

[ Prohibit One-Line file obtainmment

Add application icon to

[ Desktop [ Start Menu

[ Settings Menu [

Startup options

B Run Oder |2 3:

QK | Cancel | Apply

10.click Apply
11.click OK
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12.2 Configure the policy to create a new RDP connection

1. Creating an RDP Connection -

Right click the RDP Connection

Create and Launch \ Device Configuration \ Installatllable Software
Modules \ Connections \ Remote Desktop Connection and select the

Add... option

| ) | B

] Console Roak
= ¥4 RDP Connection Create and Launch
1= Device Canfiguration
+-__| Metwork and Communication:
__| Cperating Systems
(] Peripheral Settings
] Windowes Componerts
Lod 05 Heefix and Upgrades
1] Printing Sakation
=] Installable Software Modules
[=1-{_] Cornections
4[] Setbings

I+

et Y B Y |

.

i
| #| PHAgent 5,33
55 E W

[+ B Customized System
[+ |_] Deployment Setting

498 Remote Desktop Co

Seldect an item to view &5 des

2 |[Remote Deskbop ©omnackinn

] Custom ICA 8.z Properties...

1@ Microscit Interr Installation Policy, .,

Wiew b
New Window From Here

[#] (] User Configuration Export sk,

Help
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2. Connection Name: Type RDP Connection as the Connection name and
click Next

Add New RDP Connection EBE

o

w'ellcame ko the ROP Connection Wizard

with the help of this Wizard vou will be able to add new rdp connection for
ChipPC thin client devices,

Enter new conneckion name

RDP Connection

To continue, press "MNext",
To quit, press "Cancel",

Fimish Cancel




3. Connect to: Type 192.168.15.131 as the target server and click Next

Add New RDP Connection

JI.III

Tvpe the name of the computer, or choose a computer using browser,

Connectiofto | 192,165,15,131 ﬁ‘;l

To continue, press "hext",
To go back to previous step, press "Back". To quit, press "Cancel".

x|

< B4 I Mexk = I Fimish Cancel
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4. Logon Information - Uncheck the Automatic Log On and press Next

Add New RDP Connection [ x|

User narme I

Domain I

Password I

To continue, press "Mext",
To go back to previous step, press "Back”. To quit, press "Cancel”,

< Bal I Mext = I Finish Cancel




12.3 Enable the Auto Start Option (causes the thin client
to launch the RDP connection on start up)

1. Go to the Advanced connection settings - Press Next twice and then
click Advanced.

Add New RDP Connection | x|

Connection name  RDP Conneckion

Conneckion 192,168,15.131

Press ‘Advanced’ button to open advanced plug-in settings dialog wil
various sets of parameters available For this connection,

To create rdp connection, press "Finish”,
To go back to previous step, press "Back”, To quit, press "Cancel”

< Back [dexk = Finish Cancel
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. Set the connection to start-up automatically - From the scroll down
menu, in the Options Tab, select the Create Auto Start Connection
shortcut on the Desktop option

. Click Apply and OK to close all property windows.

RDP Connection Properties E

Logon ] Display ] Local Resources ] Programs ] Experience  Options }
o Define options

On policy recieve

Create autostart connection shorkcut on deskkop ﬂ

Don't create connection shortcut on deskkop
Create connection shortcut on deskkop

{04 | Cancel | Apply
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Note: Change of settings resulting from linking the RDP Policy to the
Lockdown Desktop OU will take affect once the device obtains the latest
policy and reboots.

This process is expected to take about 1 minute.

Client-Side Actions:
Do nothing... until the device reboots.

After rebooting the RDP Connection pointing to 192.168.15.131 starts
automatically.

4. Close the auto-started RDP Connection - In the Server Logon
Window, press Cancel to close the RDP Connection.

Log On to Windows

' ¥ Wir

F & ‘Standard Ecition

‘Copyrighl © 1885:2003 Miomnsall Corpamiion.

User name: l defaultuser
Passwiord: [ [
Log on bo: ExanJBLR ﬂ

'
DE
ok I Cancel SEL oW . | Dptions <<
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5. View the Connection Icon on Desktop - The RDP appears on the
desktop. Note that the letter A on the connection icon indicates this
connection is set to start-up automatical

oF

ROP
Connection

13 Thin Client Device Authentication

The Xcalibur Global has a built-in Device and User authentication
mechanisms. This ensures that only authorized (registered) thin clients and
users can connect to the system.

A device is considered authenticated once its MAC address is registered in
the Xcalibur Data Base and it is assigned to an OU. Authentication settings
are specified from the Xcalibur Farm Manager snap-in and can be set at the
Farm, Site or Scope levels. Child level authentication settings are inherited
from the parent levels, therefore settings defined under the Farm will affect
all Sites or Scopes below it.

In this scenario we will set the thin client device authentication settings to
block unrecognized thin clients until approved by the administrator.
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13.1 Configure the site authentication to block new devices

Client-Side Actions: None

Server-Side Actions:

. Select Site - Go to Xcalibur Farm Manger \ Sites \ Default Site
2 Select Properties - Right click on Default Site \ Properties

T‘n Xcalibur - [Console Root) Xcalibur Farm Manager'Sites

fy Ele  Acion  Wiew Favorkes  Window  Help

e~ @ FRAE| 2|8 @

1 Consols Roat Mame
+1-p Wealiour Directory Manager &1 Tasks
= ‘l‘i wcaliour Farm Manager =2 P Sropes

: [ :fministrative Suiks @ Frork End Server
= 1 Sites =
i L Pr Servers
=i it

545 Tasks Permissions. ..
i U Inherk from Parent...
+ Rer

e 3
@ ol vt W e
-::1 Aul Mewe 'Window From Here
APl ey Taskpad View,.,
=-=3 IP Stog
& Del Refresh

-1 Front € Export List...

Prosey ¢
£a Users Help
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3. Go to the Authentication Tab- Select the Authentication Properties
tab

4. Clear inheritance- Uncheck the Inherit Settings from Parent
checkbox

5. Enter the Device Authentication Provider Properties - Click on
Properties in the Device Authentication Provider section

Default Site il 2
Hotfix Service | Discoveryservice | PlognsService |
Protocal Settings | Communicakion Paramsters

General  Authentization Properties ]Rxxn\.-er'y service | Upgrade Service |

- Define thin ciiert Device and User authentication settings

Irherit sstbings fronfiparent

[T Requre secure channel {550)

Drewice Behavior
Determine the thin clisnt’s behavior in case of authentication success |
Failure.
Eailre.., | Success. ..
—Dewvice Authentication Provider
fickive: Diefault Device futhenticabon Proy

User Authentication Provider

Ackive: |DcFau|t User Authenticstion Pn:wid:ll Properties...

Ok | Cancal ] Apply |
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6. Change the Device Authentication Provider Properties - Check the
Do not accept Unauthenticated Devices radio button.

Default Device Authentication Provider Properties

t]!l Define authentication behaviar

(* Dofhot accept unauthersicated devices.

™ sukomaticaly accept and register new desvices into the
Falowing QLI

Erowse

Presentation Tips

- By authenticating new
devices before use, the
administrator can control all
devices connected to the
network hence increasing
security and preventing
devices from being

deployed without proper
authorization

- Administrators can define a
default OU that will enable
the device to be connected
with lower security
permissions




7. Click OK to close all dialogs.

By completing this step you have set the authentication configuration of
the Default Site to automatically block new devices that connect to the
Xcalibur from within the IP Address ranges that belong to this Site (e.g.
10.0.0.0 /24). Once an un-authenticated (new) device is recognized it will be
blocked until manually approved by an Administrator.

13.2 Delete your device from the Xcalibur Database

In order to view the changes made by the previous exercise you have to
delete thinclient1 (your device) from the Default Thin Clients scope. This will
simulate a new device being connected for the first time.

1. Select the scope - Select Xcalibur Farm Manger \ Sites \ Default Site
\ IP Scopes \ Default thin cliens

2. Delete the device - from the right view pane select thinclient1 (your
device), Right click it and select the Delete option.

“Ta Xcalibur - [Console Root'Xcalibur Farm ManagerSites',Default Site',JP Scopes'Default Thin

) Ele  Action Wiew Favorites  Window  Help

= | HHEXEEHARB I FEP|(&FHWO%" IR D

| Console Rtook Deevice MAC | 1P fiddress | 5w Platfarm [IE
Bl %, Kealibur Directary Manager & 00053500F0EE  10,0.0.51 85,0 Buld 141... 1
=1 &l Healibur Farm Manager
] Administrative Suite Remote Contral {¥NC)
=) Sites Wiew Current Desice Settings, .,
|- [ Defaul Ste attach Client to Domain....
=0 Tasks - e Tl R B
& Uporsds Al Tasks >
s
& Hot Fix
1 avithenticakion Ref.rssh
L Pugins Properties
== 1P Scopes
ik Defadk Thin Clients Help

! Front End Servers

o Pravw Sereers

==
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3. Confirm Deletion - Press YES at the Delete Confirmation pop-up.

Delete Confirmation

?_') Are wou sure you want bo delete the selected device ¢
-~

4. Notify user about the upcoming reboot - In the dialog asking
whether to inform the user prior to rebooting, check the “Notify User for
15 Seconds”checkbox and press OK.

Advanced Command Interface E

You are about ko cause the client bo REBOOT remobely.
Please be notified that as a result any bask currently
executed on the dient-side might b= berminated, current
zethings maght be deleted and the device will reboot.

User Motification Optiors
¥ fictify Remote User for! [15 ™) sec

[T allow User ba cancel this command

| oK I Cancel |

Expected Behavior:

The device will be deleted from the scope and restarted.

The user will receive a 15 seconds notice before shut down.
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13.3 Verifying the Device is blocked by Xcalibur

After restarting, the device connects to Xcalibur and is automatically blocked
since it is not registered into the Xcalibur Database.

Client Side Actions: None

1. See that the Device Interface is blocked - As you can see the device is
unusable, thus no user can work on it until you unlock it from Xcalibur.

Device Authentication Railure

This device is nok rel:ug'nzsd by the Hcalbur Global System, T wil
remain blocked®ntil registersd into the system by an authorized user.

Server Side Action:

2. View the device status from Xcalibur - Go to Xcalibur Farm Manger
\ Sites \ Default Site \ Tasks \ Authentication folder, there you'll see
the device's status as Blocked.
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13.4 Manually register the thin client into the Xcalibur

1. Attach Client to Domain... - In the Authentication Folder, right click
your device and select the Attach Client to Domain... Option

o | AR (YNGR e g 4" B AB
) Coinarie: Fiook

Lask Stabe Last Beport Time | ©

#- 2 dealbr Dieectory Manager Devics Blot o erticabion [z G ..
= 3 ncalbur Fam Manager
&1 .| Rdmristrative Sube

2. Specify the destination OU - Expand the domain tree and select
xcalibur \ Branch \ Germany \ Lockdown Desktop, then click OK

3. Refresh the Screen -
Press F5 to refresh MMC
Interface and verify the
device no longer appears

fittach ko domain K E

Plezsa, select the OU or domain to attach client o

Cove

= 2 =calbur under the Authentication
I=1-sd] Branch
P folfjer. ) )
AL ockdlovin Desktop, Client Side Actions:
B ﬂ ;‘ﬂl"’*s‘""ﬂ Once the Xcalibur registers
JLIRF ales .
@] Suppot the device, the Block-
-4 lstael Message disappears from
48] Methadands .
@l UK the client desktop and
£ (4] Domain Controlers it becomes accessible.
(1081, Sofueste Iz ahelicy Device settings will be

changed according to the
Xcalibur Policies that apply
on it based on its location

in the Active Directory tree.

Note: The device may boot several times as result of the policies being
applied on it.
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14 Appendix A - Reset to Factory Defaults

If in any time during the evaluation you receive results which are different
from those described in this manual you need to reset the device to its
factory defaults and start again.

Note: The reset to factory defaults means that all licenses, Plug-ins,
connection and settings will be erased returning to the OS initial state.

14.1 Reset using Xcalibur Global

1. Open default thin clients - Go to Xcalibur Farm Manger \ Sites \
Default Site \ IP Scopes \ Default Thin Clients

2. Click Reset - Right click and select All Tasks \ Reset to Factory
Defaults

“tn %calibur - [Console Root',Xcalibur Farm Manager'Sites'Default
'ﬁ] Fie Action Wiew Favorites  Window  Help
e | BHE|XHEHE 2 edE P &I

] Corsole Root Device MAC | 1P Address
24 ¥ealibur Directory Manager & 0005350050BE  10.0.0.51

= &gt Nealibur Farm Manager & 000535014161 10.0,0.55
ol Administratees Sute

=43 Sites
[ [# Default Site

=6 Tasks

i g Upgrade
=+ Recovery
&' Hot Fix

-~ dukhertication

# Plugrs

== IP Scopes

e

) FrontEnds  Inherlt from Parent..,

s

¥ Proxy Serw  Disable Scops

el Chents Start Discovery

L8 Users Attach Clients to Domain...
Logaff Us
Reboak ©

CTTHo, .

/7
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3. Checkall the checkboxes on the lower part of the dialog as in the
picture below and click OK

Advanced Cormmand Interface X

You are about o cause the client to RESET TO FACTORY
SETTIMNGS remobely.

Plezse be notified that as a result any task currenthy

exacubed on the client-side might be terminated, current
settings might be deleted and the device wil reboot.

User Matification Cotions

[ oty Remake User Far !i «| sec

|_F|'-|l.l'-':"l el this |

[v Clear Registry [v Clear Desktop

[ Clear Flash v Clear Bolcy

[

K Cancel

The device will be reset to the factory defaults and you will be able to start
again.
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14.2 Reset from the device software

Software reset can be initiated via the WBT \ General Tab once pressing
the Reset button.

'WHT Configuration ﬂ

General lInpu: I Display ] Priniters |USB Brinkars ] LI5E Desices | Netwurl_lLl

=1\ Use this page to view system information and restare device

= Factory-defaul settings,
OEM Name = Chip PC Inc,
Website : i, CHIppE.com
Product Mame = Htrame PC
Product 1D @ S Fd7-be0f-4d14-2553-00053501 4161
MAC Address: 00035014161

OEM Software Yersion £.5.0 Build : FTP.140809RC0
Microsoft Yindows CE : .20 Professional
Mads] : Sebuc

Press 'Maka., . butkon bo creake Syskem Restors

Fress 'Reset...' ko restore Factory-default settings

= I ew I ]

y "-_ Restoring Factory-default s=things requires Restart, Check
= below to dear device settings and removs installzd plag-ins.

Restart now?

[#] Clear Device "ScttirQ
mﬁam\:wa Plageir




14.3 Hardware Reset & Safe Mode Operation

A hardware reset can be initiated by running a certain action sequence by
pressing the ON/STBY button. As result of this procedure, the device boots
into a safe-mode state.

14.4 Whatis safe mode?

Safe mode is an intermediate state into which the device boots as a result to
a hardware reset. This mode was designed to allow the device to complete
its boot in any scenario. While in safe-mode only basic OS components are
loaded therefore device settings are unchangeable. Administrators can only
perform firmware or hotfix installation during this mode. To exit the safe
mode, reboot the device.

As in software reset, all manually (and remotely) applied device settings
and connections are cleared due to this operation. Additionally, ALL Plug-in
settings are cleared.

14.5 Complete the following in order
to perform hardware reset:

1. Take out (disconnect) the power cord connector from the device socket
for one minute.

2. Plugin the power cord back into its device socket.

3. Once the ON/STBY lid turn red, press the ON/STBY button for one (1)
second and than release it.

4. Once the ON/STBY lid turns green, press the ON/STBY constantly until
the progress bar in the system-splash screen is filled, than release it.
Please note that this procedure (deliberately) requires timing and
accuracy in order to prevent user activation by mistake. Therefore
several retries might be necessary before successfully entering the safe-
mode.

/7
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14.6 When to use hardware reset (examples)?

A hardware reset should be used whenever software reset isn't possible.

Miss configured display: Miss-configured display settings (e.g. too
high screen refresh frequency rate) may result in a clutter of colorful
lines or a black screen display. This problem might appear when the
monitor does not support the Xtreme PC's screen refresh rate / screen
area size defined under the Display Tab. In this scenario, initiating a
software reset becomes impossible therefore you can either connect
the device to a different monitor or perform a hardware reset.
Password Locked WBT: Incase the WBT Setup environment is
inaccessible due to password protection, and the password set is
forgotten. A hardware reset clears the password protection making
device settings accessible again.
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15 Appendix B - Loading the
Software Package to the Repository
1. Select the Install package wizard - Go to Xcalibur Farm Server \
Software Repository right click Install Package

= A0 RAE| 2| .

] Consale Root Package Mame
[#] 4 dealbur Dreckary Manager q [CA 2.02 (build 141002
=1 fad ¥icalbur Farm Manager RO 5.2 (build 141008

-1 Admirestrative Suite
[ &) Farm Fronk End Servers
| Site Assigned Servers
[+ & Unassigned Proxy Servers
[ Certificates

B Internet Explorer 5.5 01
WBUHIC (WinWC Server) [
[ EIFrmware 6,5, (10250
[ Frimmare 6,5.0 (14100
j_-'_ Device and User Domai

[+ Licensing Install Package... Syskem Sor
o BackedupSit , [ackane for
o i > ackage for
iy UI‘I-\.]SSIgnEdC Hew Window from Here u
1 Urlicensed Ol
- Find Mew Taskpad Wisw, .,
+-1 Skes
Refresh
Export Lisk. ..
Help




2. Press Next

Package Installation Wizard E

LF.T | Welcome Eo the Package Installation Wizard

This wizard helps you install software packages nito the Xcalibur
Database.

Packages may contain server sids software destined to be
irstalled on Hcalbur servers, such as updakes, MMCs, Polcy
enhancemerks...eke, or, client side sofbware destined to be
installed om clienk devices, such as, plageins, firmware

files, ete, or both,

To continue, dick Mext,

Finist | Cancel I

3. You can now browse to the software package or file you need to load
into the repository. Xcalibur Global evaluation comes with a complete
set of upgrades and Add-ons already in the repository.

Package Installation Wizard [x]

Package to Instal

Specify the package that you wank to instal, dick Browse

Press Cancel b sbark the wizard,

Eile name:

ack [ext = Firiist Cancel
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