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Chapter 1

Preface

Xcalibur Global 1.2 Manual is intended on providing Administrators with the
knowledge and understanding of Xcalibur Global.

After reading this article users should be able to navigate and configure
Xcalibur Global to best suit their company’s needs.

This manual covers the main subjects needed in order to configure the system:
B Xcalibur Directory Manager

B Xcalibur farm

B Software deployment

On completion users should be able to perform management tasks such as:

Add/Remove Thin-Clients, create device and user level policies and monitor
them, manage software deployment etc’.

Intended Audience

Scope

Objectives

Prerequisites

Chapter 1 - Preface

This article is intended for Administrative users who are looking to improve
their knowledge and understanding of Xcalibur Global.

System Administrators, Thin-Client experts and IT managers who have
adequate knowledge of Microsoft Active Directory architecture as well as
students in Chip PC technical course, may use this guide to advance their
understanding and skills within the Xcalibur Global Software.

Xcalibur Global Version 1.2.

Provide knowledge and understanding of Xcalibur Global. After completing
this article Users should be able to navigate and use the “Xcalibur Directory
Manager” as well as the “Xcalibur Farm Manager”, and be able to perform
management tasks such as: Add/Remove Thin-Clients into the system, create
device and user level policies, monitor all policies, manage software
deployment etc’.

Good level of knowledge and understanding of Microsoft Active Directory.

Xcalibur Global - Administrator's Guide
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Document Features

Conventions

Bold formatting is used to indicate a product name, required selection or
screen text entries.

Notes

Caution  Text marked Caution contains warnings about possible loss of
data.

Important  Text marked Important contains information that is essential to
completing a task.

Note Text marked Note contains supplemental information.

Chapter 1 - Preface

8 Xcalibur Global - Administrator's Guide
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Chapter 2 Introduction

Objectives

Understand the general structure of Xcalibur Global 1.2 .

Xcalibur Concepts

Chip PC Xcalibur Global 1.2 is a policy based enterprise management
software, designed for Thin-Client management in large scale environments.

Xcalibur Global 1.2 is based on the structure of the Microsoft Windows
2003/2008 Active Directory infrastructure.

Xcalibur has the following features:
B Standard MMC snhap-in administration tool

B A combination of logical (Active Directory based) and physical (Xcalibur
Farm based) management models

B Active Directory Based structure for management tasks.
= Assign management policies to devices in any Active Directory level.

m  Uses existing Active Directory permission delegation and inheritance
model to assign management permissions.

B Centralized remote deployment of software to devices

Centralized configuration, upgrade and troubleshooting of devices

B Optimized for enterprise network-infrastructure by using Xcalibur Sites for
bandwidth optimization

B Scalable by adding Xcalibur Front End-Servers to the Xcalibur Farm as
needed.

B Fault tolerant through Redundancy & Load Balancing

B Uses an Independent Management Protocol that has built-in support for:
SSL Encryption, Compression, Port Number Control, Bandwidth Control
and more.

Working Environment

General:

Xcalibur Global 1.2 is designed to operate in a Windows 2003/2008 Active
Directory environment. This section covers Xcalibur system components and
explains what environment prerequisites must be fulfilled for Xcalibur Global
1.2 operations.

Chapter 2 - Introduction

Xcalibur Global - Administrator's Guide



-=Chip PC

Technologies

www.chippc.com
Making IT a Complete Solution Ref: DG018U-3.1

e 4

Windows Domain

Active Directory structure is used as the groundwork of the Xcalibur logical
structure. By mapping the Active Directory Tree, the management structure of
Xcalibur is identical to the already existing Active Directory. This prevents
building different management structures and allows applying management

settings based on the same logical structure used for managing the Windows
environment.

Network Infrastructure

B TCP/IP Protocol: used as the communication protocol for client-to-server,
server-to-server and management-to-server components.

B DHCP: in addition to its role in any TCP/IP network, DHCP can be used for
Standard / Vendor-Class option assignment to client devices. These
options may include the Xcalibur Front End Server addresses and more.

B DNS: in addition to its role in any TCP/IP network, DNS can be used for
mapping Xcalibur Front End Server IPs-to-Name in the network.

B SNMP: used by Xcalibur Front End Servers to discover thin clients
(optional).

Chapter 2 - Introduction

10
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Xcalibur Architectural Structure

Xcalibur Global 1.2 architectural structure is designed to simultaneously
support thousands of clients and users while providing fault tolerance, speed,
scalability and ease of management.

The following system components are comprised in the Xcalibur solution.

_

Xcalibur Database

* Xcalibur Database Server
* Xcalibur Front-End Server
* Management Station

Database Server

i

Front-End Front-End Front-End
Server1 Server2 Server3

_ U
Management Station @

Xcalibur Policy

Xcalibur Farm Database Server

This is an SQL Server database instance, hosting all Xcalibur data including
Front End server settings, software modules, MMC snap-ins, Xcalibur Policies
and client configuration information. An Xcalibur Farm will always work with a
single Xcalibur Farm Database Server.

Front End Servers

Each Front End Server (FES) holds a locally cached copy of the information
held in the Xcalibur database it is linked to, and is responsible for
communicating with client devices and applying the configuration and policies
to them. In addition to this, Front End Servers are responsible for forwarding
client management information to the database. An Xcalibur Farm can support
several Front End Servers.

Chapter 2 - Introduction
Xcalibur Global - Administrator's Guide 11
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Management Stations

A Management station is any desktop or server computer installed with
Xcalibur Directory Manager, Xcalibur Farm Manager, Xcalibur Log Viewer and
Xcalibur Policy Editor MMC snap-ins.

A user who has been granted the necessary permissions can use a
Management Station to control the Xcalibur management environment.

Permissions for the Management Station should be allocated as required for
each of the company’s branches. This way each of the company’s branches or
Organizational Units can be managed by a dedicated person rather than have
a single manager for an entire system which could be distributed around the
world.

Management Model

Xcalibur Global 1.2 is capable of mapping both the logical organizational
structure represented by the Active Directory, as well as the physical company
infrastructure layout represented by the Xcalibur Farm.

This combination allows for applying company wide management rules while
considering network infrastructure limitations.

The Logical Management Model

Xcalibur Global management is based on a policy model. An Xcalibur policy
is a set of rules defining User and/or Client device settings based on the
device's location in the Active Directory tree and the location of the account of
the user who is logged on at the device.

Although Xcalibur Global never modifies the Active Directory schema in any
way, Xcalibur can be thought of as an Active Directory extension, providing a
way to create Thin-Client policies using the same guidelines and rules as
those used to create and manage Group Policies in the Windows environment.

Anyone who is familiar with Active Directory, Group Policy and the Microsoft
applications that manage it, will very quickly become familiar with the Xcalibur
management snap-ins. Xcalibur Policies for Thin-Client management can be
linked to any Active Directory level.

The Physical Management Model

Through the Xcalibur Farm Manager snap-in, administrators can control the
physical aspects of Thin-Client management in the organization.

The Xcalibur Farm enables a mapping of the organization's physical network
layout by creating Sites that stand for branches and IP Scopes that stand for
the IP Address ranges that is used in each branch. Based on the farm
structure administrators can configure software deployment rules while
considering network limitations, such as bandwidth.

Chapter 2 - Introduction
12 Xcalibur Global - Administrator's Guide
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Chapter 3 Directory Manager

Objectives

This chapter will review the Active Directory permissions required in order to
start working with the Xcalibur Administration Station.

It also aims to provide users with better understanding of the Xcalibur Policy
concepts, tools and administration options.

Xcalibur Directory Manager and Active Directory Rig hts

General

The Xcalibur Directory Manager snap-in is an enhanced Active Directory Users
& Computers view, capable of displaying both Xcalibur oriented objects and
original Active Directory objects under the same interface.

In addition to standard Active Directory objects, Xcalibur oriented objects such
as Thin-Client device accounts and Xcalibur policies (which are held in the
Xcalibur database) are presented to administrators within the Xcalibur
Directory Manager MMC Snap-in.

F{ﬁ Xcalibur - [Console Root' Xcalibur Directory Manager,main.support.com®, TC]

% File Action Yiew  Favorites | Window  Help

= Bam e FRBE 2 0%k s Ens

I:l Console ook [Jarne | Twpe / | Description
E|)>§, wealibur Directory Manager B Pe-Account Computer
L:.la main. support. com B0 server Compuker
[ Computers &3 Sroupacoount Sraup
#l-{a Domain Contrallers & Restrictions Organizational ..,

- [ ForeignSecurityPrindpals | e —nee e 7aza Thin Client
L % KR_000S35014E1%  Thin Client
Thin-Client % KR 000535014243 Thin Client
Accounts % KR_000S3501E304  Thin Client
m
i serfccount ser

""" P L e TR SR Tl RS T TR )

Active Directory Integration

Although the Xcalibur Directory Manager Snap-in integrates Xcalibur and
Active Directory objects together under the same view, Xcalibur objects are not
part of the Active Directory schema.

In fact Xcalibur installation does not modify the Active Directory schema in any
way.

The Xcalibur database is set to constantly synchronize with the domain
controllers hosting the Active Directory database. Directory service updates
sent out during the standard Active Directory synchronization process are

intercepted by the Xcalibur service allowing constant real-time synchronization
between the Xcalibur database and the Active Directory database.

Chapter 3 - Directory Manager
Xcalibur Global - Administrator's Guide 13
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Database and Active Directory Synchronization:

B Xcalibur links to the Active Directory using LDAP.

B Active Directory objects are viewable using the Xcalibur Directory Manager

MMC snhap-in.

B Thin-Client objects and policies are added to the Xcalibur database
through the Xcalibur Directory Manager MMC shap-in.

B Xcalibur complies with the Active Directory permission scheme and
therefore supports permission delegation at all levels.

Active Directory Permissions

Xcalibur Global 1.2 takes advantage of the Active Directory in such a way
that rights and delegation settings specified within the Active Directory are also
used by Xcalibur. The following table describes the minimum permissions
required for performing administrative tasks within the Xcalibur Directory

Manager snap-in.

Task Description Required Active Directory Permissions

B View Active Directory and
Xcalibur Objects

B Read

B Resulting Policy Generation

Generate Resultant Set of Policy
(Planning)

B View current device Settings

Generate Resultant Set of Policy
(Logging)

B Create Thin-Client device
account

Create Computer account

B Delete Thin-Client device
account

Delete Computer account

B Move Thin-Client account
between Organizational
Units

Full Control on source and target
Organizational Unit

B Create Xcalibur Policy

Have Read + Write gPLink
permission on the target object

Have Read + Write gPOptions
permission on the target object

Chapter 3 - Directory Manager

14
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Task Description Required Active Directory Permissions

m Edit Xcalibur Policy B Have Read + Write gPLink
permission on the target object

B Have Read + Write gPOptions
permission on the target object

B Have Write permissions on the policy
object

B Disable Device / User Policy | B Have Read + Write gPLink
Sections permission on the target object

B Have Read + Write gPOptions
permission on the target object

B Have Write permissions on the policy
object

B Link/ Unlink Xcalibur Policy | m Have Read + Write gPLink
B Block Inheritance permission on the target object
B No Override [ | Have' Re;ad + Write gPOptions
_ o permissions on the target object
B Disable Policy Link
B Sort Policy Order (Up/Down)
B Show Per Date Policy Links
B Delete an Xcalibur Policy B Have Read + Write gPLink
Object permissions on the target object

B Have Read + Write gPOptions
permissions on the Target object

B Have Full Control permissions on the
policy object

Chapter 3 - Directory Manager
Xcalibur Global - Administrator's Guide 15
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Xcalibur Folders

Xcalibur Folders are Thin-Client management related folders that are created
in the Xcalibur database during the Xcalibur installation. These are displayed
in the Xcalibur Directory Manager snap-in in addition to the Active Directory
Tree.

All Thin-Clients Folder

The All Thin-Clients folder groups all the Thin-Client accounts residing in the
Xcalibur Database into a centralized view. This folder, which is viewable only
to the members of the Administrators group, allows searching the database for
a specific client as well as taking administrative actions on per device bases.

Tm ¥calibur - [Console Root' Xcalibur Directory Manager All thin clients]

“%] File  Action Miew Faworites  Window  Help
&= | BHE HE 2 0
I:l Console Rook Marme | Tyvpe | Drescription
= ;)i wcalibur Direckory Manager L UK_00053501E3AC  Thin Client
& '3 main, sUpport, com 2 KR_00053501A243  Thin Client
ICDmPUtEfS kR 000535012969 Thin Client
uﬁl Domain Contrallers % KR_OODS35014E13  Thin Client
B ForeignSecurityPrindpals | @ o nnos3sniesos Thin Client
"'¢,-| Program Data
- TC
- Users
) ¥ | lsers
"] iy P
|-t Y8 =rits

Chapter 3 - Directory Manager
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System Container

The System container provides a centralized view of the Xcalibur Policy and
policy templates list for members of the Administrators group.

The system container also allows to perform several management tasks such
as: save as template, delete policy, import policy etc’.

':m ¥calibur - [Console Root" Xcalibur Directory Manager'main.support.com'System]

Bﬁn File  Action \Miew Fawaorites Window  Help
e~ amxRBE |20

I:I Console Root [ame | Tvpe | Drescripkion
=124 mealibur Directory Manager ] xcalibur Policies xepolicies Centrally view

= 0 i, sUpport, com Eﬂx::alibur Paolicy Templates xcpolicytemplates  Centrally view
[Lj Computers

- Domain Controllers
[Lj ForeignsecurityPrincipals

n‘__:| Pronrarn [aka

FEEE

EI @ Xl:alll:uur Policies

- t' TC Policy

El'E_:] scalibur Policy Templates
e t' TC Policy Templates

&=l 0.«
(E kg Ca
-
L
o
g
LN

- ¥GUsers
----- wa Al thin clients

In order to add the System Container to the Xcalibur Directory Manager
display, select the Advanced View option from the MMC View Menu.

':m Xcalibur - [Console Root' Xcalibur Directory Manager]

kﬁn File  Action | Wew Faworites  Window  Help
P | | addremove Columns...

I:I Console Root Large Icons | Tvpe | C
=g )}Q pa= . Small Icons hinLsupport. .. Domain
= 0 main.s List thin clients  Container £
[Lj Co w Detail

|_,g, Do
[L:l Fo| Advanced Yiew
[Lj Prc Cuskomize. ..

|_,g, TC
[Lj Users

|_,g, Xz Users
All thin clients

e -

Chapter 3 - Directory Manager
Xcalibur Global - Administrator's Guide 17
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Xcalibur Policies

Xcalibur Global 1.2 management software is based on a policy allocation
module. An Xcalibur policy is a set of rules defining user and/or client device
settings, based on the device's location in the Active Directory tree and the
location of the account of the user who is logged on at the device. By using
Xcalibur Policies you can define client and user settings once and then rely on
Xcalibur to continually enforce your policy settings throughout the network.

Xcalibur Policy is used to fully administer Thin-Client devices in the
organization. All Thin-Client management aspects, from software installation to
user environment management are dealt with by Xcalibur Policies. The extent
of policy usage is determined by the level of service required by different areas
of the organization. Some areas might require strict and comprehensive
settings while others might content with minimal settings.

Although Xcalibur never modifies the Active Directory schema in any way,
Xcalibur can be thought of as an Active Directory extension providing a way to
create Thin-Client policies using the same guidelines and rules as those used
to create and manage Group Policies in the Windows environment. Anyone
who is familiar with Active Directory, Group Policy and the Microsoft
applications that manage it will very quickly become familiar with the Xcalibur
management snap-ins.

Policy Application Levels

Xcalibur Policies for Thin-Client management can be linked to the following
levels:

B Domain

B Organizational Unit
B Device

B User

Applying Xcalibur Policies at any of these levels has advantages and
disadvantages. How an organization will use Xcalibur Policies depends on the
level of Thin-Client and Thin-Client users management desired.

What to consider when applying Xcalibur Policies at the domain
level:

Xcalibur Policies that are assigned to the domain are applied to all Thin-Clients
and Thin-Client users within the domain. If you consider creating only domain
level policies, you can prevent policy conflicts from occurring, this can occur
when (conflicting) polices exist at multiple levels. However, applying Xcalibur
Policies at the domain level only prevents benefiting from control delegation
options, meaning that all policies will need to be administered at the domain
level.
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What to consider when applying Xcalibur Policies at the
Organizational Unit level:

Applying Xcalibur Policies at the Organizational Unit level allows you to tightly
control the application of Xcalibur Policy to specific users and Thin-Clients.
Creating Xcalibur Polices for Organizational Units gives you precise control
over applying Xcalibur Policies because it eliminates the need to filter policy
settings. However, it also means that there are more policies to manage.
Additionally, conflicts between policies can occur because Organizational Units
can be nested and because Xcalibur Policy is inherited from parent
Organizational Unit to child Organizational Unit. Careful planning of
Organizational Units and Xcalibur Policies can reduce conflicts caused by
inheritance.

What to consider when applying Xcalibur Policies at the Device
and User levels:

Linking an Xcalibur Policy directly to a Thin-Client or user object allows
enforcing policy settings on that object. This should be mainly done for
troubleshooting or help desk scenarios where a specific device or user
requires specific settings.

Xcalibur Policy Application Rules

Understanding the Xcalibur Policy application rules will help you plan your
policy strategy. Xcalibur Policy application rules ultimately determine which
settings will affect users and Thin-Clients.

The order in which Xcalibur applies Xcalibur Policies is based on the object to
which the Xcalibur Policies are linked. Xcalibur Policies are applied first to the
Domain, which is the furthest away from the User or Thin-Client, and then
applied to Organizational Units and then to Thin-Clients and then to users.

Within a domain, Xcalibur Policies are inherited from one Active Directory
object to another, so that in the Active Directory structure, any Xcalibur Policy
applied to a parent object will also be applied to child objects.

Any policy created at the domain level will be passed down through inheritance
to all objects within the domain. Any policy applied to a parent Organizational
Unit will be applied to all of it child Organizational Units.

Policy Conflicts:

Xcalibur Policies are cumulative, that is, all Xcalibur Policy settings from all
policies affect target users and / or Thin-Clients, unless two or more settings
conflict. The rules for determining which Xcalibur Policy settings apply when
they conflict are as follows:

B Parent object policy settings conflict with child object policy settings: when
settings from a parent object policy conflict with settings from a child object
policy, policies of parent objects are processed before child object's own
policies. Therefore, by default, policies which are closest to the object
apply last and take effect.

B Settings from different policies linked to the same object, conflict: when
multiple policies are linked to the same object, the settings of the policy
placed at the top of the policy list are applied last and take effect.
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Policy Settings
The following can be set by an Xcalibur Policy:

B Network and Communication: configure the client-management
communication settings. These settings include communication protocol
settings, server discovery methods, monitoring events behavior, network
authentication and PXE recovery parameters.

B Operating System: Add / Remove optional registry based settings.

B Peripheral Settings: Configure input / output device settings such as
Keyboard, Mouse, Display, USB, COM and LPT ports, Printer setup etc’.

B Windows Components: Settings for configuring Start Menu, Desktop,
Control Panel and Internet Explorer appearance and security. These
settings include controlling the access rights to specific operating system
parts and menus. For example you can hide specific Internet Explorer
menus and prevent access to the Control Panel.

B OS Hotfix and Upgrades: Specify an upgrade and hotfix installation policy.

B |Installable Software Modules: Settings for centralizing the management of
software deployment, updates and removals. You can set applications to
be automatically installed, upgraded or removed from the target Thin-
Clients.

B Connection Configuration: Configure client connections including RDP, ICA
and Internet Explorer. Connection settings include load balancing and
published applications settings.

Policy Sections

Policies have two sections, Device and User. Therefore a policy assigned to
the Domain or Organizational Unit can affect both users and devices.

‘i PolicyEditor - [Console RootNew Xcalibur

[% File  Action  Wiew | Window  Help
o | am B 2%

[ Console Root
Eli"..r e Xealibur Policy Object
EI{_‘| Dievice Configurakion
[#-{1]) Metwaork and Communications
l:| Operaking Systems
[#-{{]) Peripheral Settings :
l:| Windows Caormponents DeVI(_:e .
#5530 Haotfix and Upgrades Configuration
[#-{_]) Printing Solution
--D Installable Software Modules
=] User Configuration
[#-{1]) Metwaork and Communications
[#-{{]) Peripheral Settings User_ :
-] Windows Components Configuration
-] Installable Software Modules
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Device Configuration:

Xcalibur Policy settings for Devices specify network and communication
settings, operating system behavior, peripheral settings, Windows
components, hotfix, upgrades and software deployment.

These settings apply on Thin-Client accounts according to their assignment in
the Active Directory tree. Device Configuration settings initially apply during the
Thin-Client boot and then refreshed according to specified refresh interval.

Computer accounts residing in the Active Directory are not affected by Xcalibur
Policies.

User Configuration:

Xcalibur Policy settings for Users specify Windows components, Terminal
Server Connections and Xcalibur communication options. These settings apply
only once users logon to Thin-Clients managed by the Xcalibur. User
Configuration settings initially apply during user's logon to the Thin-Client.
Users logging on to computers or servers that reside in the Active Directory
are not affected by Xcalibur Policies.

Policy Settings

Policy Settings definition is where you determine whether a policy item is sent
to the target object (Domain, Organizational Unit, Device or User) to which the
policy is linked to.

The status of the policy will determine whether it will be applied on the target
object or not.

™ Mot Configured
" Enabled

Select Eios

Settings Mext |

&+ Other Policies
" Other Policies & Clear Local Settings

Policy settings can be set to the following status:

B Not Configured: This is the default status of all policy settings. Not
Configured means that no changes will be made by this policy to target
Domain, Organizational Unit, Device or User object settings. Therefore, the
local client settings are not altered by this policy.

B Enabled: A policy which is set as Enabled will be applied on target objects.
Enabled policy parameters are sent to target objects during policy
application. Since policy settings override local settings, Enabled policy
settings modify the local device settings.

B Disabled / Other Policies: A policy which is set to Disable-Other-Policies
prevents other policies from applying on target objects. This means that in
case there is another policy(s) which “Enables” the same settings that are
disabled by this policy, no settings are sent to the target objects. Therefore
the local settings of the client device are not altered by any policy.
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B Disabled / Other Policies & Clear Local Settings: A policy which is set to
Disable-Other-Policies-&-Clear-Local-Settings prevents other policies from
applying on target objects while also clearing the target device settings
accordingly. This means that this policy not only prevents other policies
from applying, but also sends the target devices a command to disable
(clear) the local parameters for this policy.

Associating Policies

An Xcalibur Policy is saved in the Xcalibur Database as an object. A single
policy object can be linked to one or many objects (Domain, Organizational
Unit, Device or User). A policy link associates a policy item to a target object,
thus making the policy item settings apply on the target object.

The linking of a policy to the Domain or Organizational Unit causes the policy
settings to affect user and Thin-Client accounts in that Domain or
Organizational Unit.

Policies can be linked in the following ways:

B One to Many: Link one Xcalibur Policy to multiple objects (Domain,
Organizational Units, Devices and Users). This allows applying the same
policy settings onto different targets (e.g. Domain, Organizational Units,
Devices and users). For example, you can create an Xcalibur Policy that
prevents users from accessing the Control Panel, and then link it to the
Organizational Units where you have users from whom you want to prevent
the access.

B Many to One: Link multiple Xcalibur Policies to one Domain, Organizational
Unit, Device or User. Instead of having one policy with multiple settings in
it, you can create several policies, each policy for specific purpose and
then link them to the appropriate Domain, Organizational Units, Devices or
Users. For example, you can link a policy that sets Display Resolution, and
another policy that specifies software deployment settings to the same
Organizational Unit.

Note Xcalibur Policies can be created, managed and linked only from the
Xcalibur Directory Manager snap-in.

Xcalibur Policies, like other Xcalibur objects, are stored in the Xcalibur
Database and not in the Active Directory or Schema.

Device Level Policies settings affect only Thin-Client devices. Computer
objects stored in the Active Directory are not affected by Xcalibur TC Policies.

User Level Policies settings affect Users only when they logon to a Thin-Client.

Chapter 3 - Directory Manager

22

Xcalibur Global - Administrator's Guide



www.chippc.com
Making IT a Complete Solution Ref: DG018U-3.1

7EhipPC | 5 Q@

Administering Xcalibur Thin-Client Policies

Creating New Xcalibur Policies

Xcalibur Policies are stored in the Xcalibur Database. You can create a new
empty Xcalibur Policy or a new template-based Xcalibur Policy and link it to
the object that you wish to manage.

Paris Properties

General | Managed By #calibur Palicy |

Current mealibur Policy Object Links for Paris

T

wcalibur Policy Ohject Links |_M0 Owerride | Lisabled _|

E:'.& Paris Time Zone ; Show Svskem Tr...
¥ Input Local = French

Yealibur Palicy Objects higher in the list have the highest priority.

= Create a ]
Create from template, .. New Policy

™ Elock Policy inheritance

oK | Cancel | Appl I

Creating New Xcalibur Policy
B Open the Xcalibur Directory Manager.

B Right click the Domain / Organizational Unit / Device or User for which you
want to create an Xcalibur Policy, and then click Properties.

B On the Xcalibur Policy Tab click New, select the TC Policy option, type a
name for the new Xcalibur Policy, and then press Enter. The Xcalibur
Policy that you created appears in the list of Xcalibur Policies associated
with the Domain / Organizational Unit / Device or User you selected.

Creating new Template-Based Xcalibur Policy
B Open the Xcalibur Directory Manager.

B Right click the Domain / Organizational Unit / Device or User for which you
want to create an Xcalibur Policy, and then click Properties.

B On the Xcalibur Policy Tab click “New”, select the “Create from template...”
option.
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B From the TC Policy Templates list select your preferred template and press
OK.

Create Policy from Template

Palicy bypes;

o % Display Settings (Calars 256) (Screen Area S00x600
i %% Hide Mebwork ican From Desktop
e 8 Windowe Components - Hide Metworking Ikem Fram

Select Policy
Template

] i
]l I Canicel |

B Type a name for the new Template-Based Xcalibur Policy, and then press
Enter. The Xcalibur Policy that you created appears in the list of Xcalibur
Policies associated with the Domain, Organizational Unit, Device or User
you selected.

Linking an Existing Xcalibur Policy

You can apply existing Xcalibur Policy settings to additional target objects
(Organizational Units, Devices and Users) by linking the Xcalibur Policy that
contains the requested settings to those objects. To link an Xcalibur Policy,
you must have read and write permissions on the gPLink and gPOptions
attributes of the target object.

Linking an Existing Xcalibur Policy:

B To link an existing Xcalibur Policy to a Domain, Organizational Unit, Device
or User, open the Xcalibur Directory Manager.

B Right click the Domain / Organizational Unit / Device or User that you want
an existing policy to be linked to, and then click Properties.

B On the Xcalibur Policy Tab click Add.
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B Inthe All Xcalibur Policy Objects list, click the Xcalibur Policy you wish to
link to, and then click OK.

O 21|
General I Managed By #calibur Policy I SECU"t}'! Add an Xcallhur Policy Link 2%

-3/“" Cument ®ealibur Policy Object Links for - TS Policies |

?. Select an ¥ealibur Policy to link bo Ehis level,

| Healbur Policy Objest Links | NaOven
B3 Mew Healibur Palicy Object

Marne I Diescripl . cation
¥ Admin - Full permissions “ralibur SEIECt POIICy 06 51
2 DHCP i v . 2006 1
P to Link
o L - 2006 1
B2 Limar - best Healbr P, oo i mymmen eimes L 2/2006 €
ﬁé Lockdawn Deskkop ¥ealibur Policy ... 6,1'20,1'2006 12:2... 762006 5:
b Folicy Bieats higharin the list have the ig f:} Mew Xealibur Policy Object ¥calibur Policy ... 7/6/2006 5:35:, Fl6j2006 5:
g Mew Xcalibur Policy Object wcalibur Policy ... 5162006 10:4... &/16/2006
23 lib | b libs | 16/ 16/
i U5E New ¥ealibur Palicy Chiect scalbur Policy ... 8/17/2006 10:3..,  8/17/2006 1
Hew | Add | Tl 2 e v ‘Policy ... Bf20/2006 5:30,., 8(20/2006 ¢
. . . ; -
Optiers . | Delete | Fropertiss | | :I L|nk EXlSUng Bolices BIRTING Re 1% ‘{Q wm‘:
Xcalibur Policy
[~ Black Palicy inkeritance oK I Canicel |
ak. | Cancel | Appl I

Block Policy Inheritance

Block Policy Inheritance prevents a child object from inheriting all Xcalibur
Policy settings from all parent objects. This is useful when an object requires
unique policy settings and you want to ensure that settings are not inherited.

blew _ Do Not Inherit Policies

Air]
gp'r_p:-r,-_'. I from Parents ObjeCtS [lg:;lr, |

[ Block Policy inheritance

O, I Cancel | Gl |

To Block Policy Inheritance from effecting an objec t:

B Open its Properties dialog box.
B On the Xcalibur Policy Tab, select the Block Policy Inheritance checkbox.

Block Policy Inheritance Limitations:
B Once enabled, all parent level policies are blocked.

B Block Inheritance cannot prevent parent level policies that are configured
as No Override from applying.
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No Override

No Override allows enforcing a policy onto all child objects with no exception.
Setting a policy link with the No Override option, ensures that even if this policy
conflicts with other policies, or if Block Inheritance is enabled lower in the

policy's route, policy settings

London Properties

Gensral I Managed By Xcalibur Poli

Current scalibur Palicy

Fil

sralibur Policy Ohijeck Links

Windows Companents - Hide he

wealibur Policy Objects higher in the list have the highest pricrity.

will be applied.

Windows Components - Hide Networking Item from 5.. B |

= Link Optiohs:

Mo Overide: prevents other #ealibur Policy Objects from
wiarmiding policy 2et in thiz one

Dizabled: the #calibu . -

I Enforce this

Policy Setting

o]

Canicel

Mew | Add | Edit | T
options ., | Deleke .. I Properties I (P)?)Igi((:)ynl_sink
™ EBlock Policy inheritance
Close I Cancel Bpply

Only critical, corporate-wide,

rules should be applied with No Override policies.

Remember that No Override policy links take effect regardless of how other

policies are set up.

To enable the No Override Option:
B Open the Properties dialog box for the object to which the policy is linked.

B On the Xcalibur Policy Tab, select the policy you wish to set as No
Override and then click the Options button.

B In the Options dialog box, select the No Override checkbox and click OK.
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Disable Policy Links

Disabling a policy link prevents the selected policy settings from applying on
target objects (Domain, Organizational Unit, Device and User). Disabled policy
links are displayed under the object's Xcalibur Policy tab but do not take effect.
Disabling a policy link prior to editing it is highly recommended. This ensures
that target objects will not obtain partial policy settings due to the edit
operation.

wWindows Components - Hide Networking Item from s... 5 |

— Link Optiofz: Don’t Apply this Policy
on this Object

B Mo Oweride: prevents other #calibre ™
overnding policy zet in this -

— =L

Dizapied: the Xecalibur Policy Object iz not applied bo thiz
container

F. I Canicel

Disable Policy Link:

B Open the Properties dialog box for the object to which the policy is linked.

B On the Xcalibur Policy Tab, select the policy link you wish to disable and
then click the Options button.

B In the Options dialog box, select the Disabled check box, click OK and
confirm the Disable prompt.
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Disable Policy Objects

Disabling an Xcalibur Policy Object prevents this policy from affecting all target
objects it is linked to. Therefore in case you disable an Xcalibur Policy Object
which is linked to multiple target objects (Domain, Organizational Units,
Devices, Users) these will no longer apply the disabled policy settings. For
performance improvement, disabling unused policy sections is suggested.

Windows Components - Hide Metworking Item from Start Men...

General | Links I

G
R.@s Windows Components - Hide Mebworking Item from Start |,

—aUmmary
Created: 12/20/2004 713215 PM
Modified: 12/20/2004 7:149:55 PM

Unigue name: {0E63D157-57B0-4696-85A3-02 3687 A36E69
Description: ncalibur Palicy Ohject
Created by c2userl

—Disable

To improve perfarmance, use these options to disable unused
parts of this Xcalibur Policy Object,

[ oisable Computer Configuration settings Dlsa_ble POIICy
O pisable User Configuration settings Section

(a]:8 i Cancel appl l

Disable Policy Object:

B Open the Properties dialog box for one of the objects to which the policy is
linked.

B On the Xcalibur Policy Tab, select the policy you wish to disable and then
click the Properties button.

B In the General Tab, select the Disable Device Configuration and/or User
Configuration, click OK and confirm the Disable prompt.

Note Disabling a policy object prevents it from applying wherever linked.
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Delete Policy Links

Deleting a policy link from the object it is linked to (Domain, Organizational
Unit, Device and User) stops the policy settings from affecting that object.
When you no longer want a policy to affect the Domain, Organizational Unit,
Device or User, remove the policy link from the Xcalibur Policy Object Links list
under that object's properties.

London Properties E

General I Managed By  %calibur Policy |

Current ¥calibur Palicy Ohiact Links for Londan

E

Kealbur Poicy Object Lir s Sss  Unlink this Policy
D from this Object

wihat would pou like to doowith % e Componerts - Hide
[ etwarking [tem from Start Menr | dide Settingz & Printers from

=
=

= Femove the link from the lizt

Remoyve the link and delete the =calibur Policy
Dbject permanently

Healibur Palicy Objects hic ok I Cancel ‘

e j Add Edt | L |

. e
Options .. | Delte... | Press to Delete a J
Policy Link or
™ Block Palicy inheritance Object

Close I Cancel I Apply I

Delete Policy Links:
B Open the Properties dialog box for the object to which the policy is linked.

B On the Xcalibur Policy Tab, select the policy link that you want to delete
and then click the Delete button.

B In the Delete dialog box select the Remove the link from the list option and
then click OK.

Note Deleting a policy link does not delete the Policy Object from the
Xcalibur Database.
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Delete Policy Objects

Deleting a policy object removes it from the Xcalibur Database. Once deleted,
a policy is moved to the Deleted Policies container which is only viewable to
members of the Administrators group. All policy links associated with this
policy are removed from the Domain, Organizational Unit, Device or User
objects it was linked to.

Delete

‘What would vou like to do with "#indows Componerits - Hide . .
Metwarking ltem from Start Meru : Hide Settings & Printers fron - Delete this Policy

" Remove the link fram the list Object

o Remowve the ink and delete the =calibur Policy
Ohject permarently

] I Cancel

il

Delete Policy Objects:

B Open the Properties dialog box for the object to which the policy is linked.

B On the Xcalibur Policy Tab, select the policy that you want to delete and
then click the Delete button.

B In the Delete dialog box select the Remove the link and delete the Xcalibur
Policy Object permanently option and then click OK.

Note Deleted policy objects are kept in the database for a limited time period
until fully purged.

Only members of the Administrators group can administer deleted
policy objects.

Advanced Policy Administration

Xcalibur Global provides a number of advanced administration options for
optimizing policy administration tasks.

Manage Deleted Policies

Deleted Policies

Deleted policy objects are kept in the Xcalibur Database for a default 60 days
threshold. During this period members of the Administrators group can view
each policy properties and history including the deletion date, time and the
deleted user information.

Once the threshold limit is reached, the policy object is permanently deleted
from the Xcalibur Database.
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To Change the default Auto-purge Threshold:

B Right click the System \ Xcalibur Policies \ TC Policies container and then

click View Deleted Policies.

B Press the Auto-purge Threshold button, select your desired threshold
period and press OK.
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Restore Policy Object

As long as a deleted policy object remains in the Database, it can be restored
and then re-linked to any desirable Active Directory level. After completing the
Restore operation, the policy object can be linked by following the ‘Linking an
Existing Xcalibur Policy' guidelines (see page 26).

To restore a policy object:

B Right click the System \ Xcalibur Policies \ TC Policy container and then
click View Deleted Policies.

B Select the Xcalibur Policy that you want to restore and then click the
Restore button.

Create a Policy Template

Policy Templates allow you to save an existing Xcalibur Policy as a starting
point for future policies. You can instruct your delegates to use policy
templates as their initial framework when creating new policies.

Policy Templates are based on existing policies therefore you need to have at
least one Xcalibur Policy in order to create a policy template. Saving an
existing policy as a template can be carried out from multiple interfaces
including the Policy Editor and the Thin-Client Policy container.

Chapter 3 - Directory Manager
32 Xcalibur Global - Administrator's Guide




?‘C ig@ N www.chippc.com
Technolog|e5 fé, 7 Making IT a Complete Solution Ref: DG018U-3.1

fm ¥calibur - [Console Root' Xcalibur Directory Manager'main.support.com’,System’ Xcalib

Bﬁ] File  Action  Wew Favorites  wWindow  Help
« = | BE XEFE 2 ORM& %
I:l Console Rook Policy Mame | Policy Type | Paolicy ID
=, Kealibur Directary Manager ¥ admin - Full p... TC Policy 000001 7E
S8 Q mnain, support, comm i DHCP TC Palicy 00000100
| Computers .
,_g! Domain onkeollare B Lm  J9veas Template. .. D0DDOLAE
{__| Fot Selen A PoIicy ‘3& Loc Show Policy Histary, .. 000000CF
- Pre e, HEW Deleted Policies. .. 00000177
i"' | S t n " i
L 35 = 3 fig ey EXPOrE Policy... 00000164
[=l-i#] wealibur Policies .
P EENer  pelete 000001CF
P e fal TC Policy P =
-8 xealibur Policy Templates fNEb Renarie fooaon1Fs
@ TC _.g« TEM Pronertins 00000052
-] Users rf&- =L 00000124
-3 %G Users RETEN  Help 00000174
----- wig Al thin clients

To Create a Policy Template:
B Browse to the System \ Xcalibur Policies \ TC Policy container.
B Select a policy, right click it, and then select the Save as template option.

B On the Save as template dialog box, type a template name and description
and press OK.

Export a Policy

Xcalibur Policies can be exported to a PLS file (*.pls). In this way policy
backups can be created. The export option may be useful when wanting to
copy existing Xcalibur Policies between two separated Xcalibur environments.
Thus, for example, you can export Xcalibur Polices from your test-environment
to your production-environment.

The Export Policy option can be carried out from multiple interfaces including
the Policy Editor and the Thin-Client Policy container.

Export a Policy:

B Browse to the System \ Xcalibur Policies \ TC Policy container.

B Select a policy, right click it, and then select the Export policy option.
B On the “Save as: dialog box, type A for the policy file and press OK.

Import Policy

Imported policies are saved into the Xcalibur Database. A new policy object is
created for each newly imported policy. Policy links are not importable;
therefore an imported policy needs to be linked to destination objects in order
to take effect.
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:m ¥calibur - [Console Root' Xcalibur Directory Manager!

[% File Action Yiew Favorites  indow  Help
& -P|I|l'l|@|9itﬁa
(1 Console Root | | Palicy Mame
= -4 Healibur Directory Manager 52 Admin - Full p..
1@ main.support.cam ¥ Device - Com..
-] Computers i pHCp
..:i! Domain Cantrollers iz DHCP
i__: ForeignSecurityPrincipals {2 Installation P..
m*-| :rafram Data iﬁéLimDr - best
T ¥z em. - ﬁ&ankdn:nwn De..
EI--- ./’ #ralibur Palicies r )
PoT T =) U New Yealibur ..
. 25 | wealt  Miew Deleted Paolicies. .. plibur ..
-2 TC | Import Palicy. . | alibr ..
-] Users _ alibr ..
s Wi P e -
- wiG Users dow f
----- o Al Ehin clienks = M ety e TE- ...
EIQ; Healibur Farm Mal mew Taskpad Yiew. .. TE- ...
=] Adminiistrativ
..... 9 Database  Refresh
L) FarmFro  Export List...
- F | Site Assic erav i
------ lﬂ Certificat Lol
Import a Policy:

B Browse to the System \ Xcalibur Policies container.

B Right click it and then select the Import policy option.

B In the Open dialog box, browse to the folder where you place the *.pls
file/s, and press Open.

Policy Monitoring Tools

When implementing Xcalibur Policy, in either small or enterprise scale
environments, policy monitoring tools are essential for maintenance,
troubleshooting and logging.

Proper use of these tools can save time and help you accurately plan your
Xcalibur Policy strategy.
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Resulting Policy Viewer

Import devices, ..
Properties. ..

Show resulting polics:, .,

Shiowe per date palicy link stakus. ..
Eind. ..

Right Click any
Manageable Level to
view Policy Results

The Resulting Policy Viewer tool assists planning and testing Xcalibur Policies.

By running it on the Domain, Organizational Unit, Device or User, you can
query the Xcalibur Database and find out how Xcalibur Policy settings will
apply on an object. It calculates all policy settings while considering policy
inheritance and order rules, thus anticipating the final policy results that will
affect the target object. The query results are displayed in a filtered Policy
Editor interface, so that, only Enabled or Disabled policy settings are displayed
within the Policy Tree.

Since resulting policy queries are calculated based on policy settings, you can
plan and test how Xcalibur Policy affects the Domain, Organizational Unit,
Device or User, prior to deploying users and devices in a production
environment.

Note In order to run the Show resulting policy viewer tool specific
permissions must be in place (to the Active Directory Permissions
table).

Resulting Policy Viewer - Domain / Organizational U nit
Level

Running the Resulting Policy Viewer at the Domain or Organizational Unit level
provides a complete picture of how Xcalibur Policy settings apply to this object,

allowing you to troubleshoot problems, or plan ahead before applying a new
policy on the object, thus avoiding conflicts.
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:m PolicyEditor - [Console Root' Result policy for TC {({2374BC30-AEOB-45AC-9393-D5F9

[%] File Action  Yew window  Help
P B2

(1 Console Rroot Mame
E‘*-‘ Result palicy For TC ({2374BC30-AEL | [C7) Metwark and Communications
El{:| Device Configuration |:| Windows Components
[=1{_] Metwork and Communication
=1+ Protacals
: I I__' locator service
[+-%% snmp protocol
- - Custom Protocol
=127 Client Behavior
ﬁ Client behavior
=1-{_] Events
-5, sealiburClients Even Query Results are
-7 Windmws Companents displayed in a

=] Shel Filtered Policy Tree
a Skart menu and task,

Run resulting Policy Viewer on Domain / Organizatio nal Unit:

B Right click the Domain or Organizational Unit and select the Show
Resulting Policy option

B The Policy Editor displays the policy settings that are applied on the Active
Directory level where Resulting Policy was run.
Resulting Policy Viewer - Devices

Running the Resulting Policy Viewer at the device level displays both Device
and User policy settings that affect the selected device.

:m Xcalibur - [Console Root' Xcalibur Directory Manager', All thin clients]
[% File Action “Yiew Favorites  indow  Help
&= | A0 FE 2 0%t aeng

[ Console Root
=- }}Q wealibur Directory Manager

= 0 main, support. com _:, = : :
IL'_'] Camputers %;KR_DEI' ihcuw Resulking F'I?I|II:':.-'... .
-Lﬁ Darmain Controllers Wiew Current Device Settings., ..
-] ForeignSecurityPrincipals Show Palicy Link Events...
|]_:] Pragram Data Time Lirmited Owverriding Palicy, ..
@ TC
-] Users Right Click Device and =
#-{& %G Users  choose the Show

e Allthin clients — Resulting Policy Option
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Resulting Policy Dialog

When run at the device level, a Resulting Policy Dialog prompts you to specify
a user name. This way you can simulate how User Level policies (associated
with the selected user) affect the target device in addition to Device Level

policies.
Resulting Policy Dialog ﬂ
. Wiew simulated ¥calibur Policy settings For the selected object.
— Click the
Browse
Lser name: Button to

select a User

I defaultuser Browse, . |

¥ Chedk permissions [T

2%

Select thiz objgct type:

Maote: Browse For Lse

User Configuration se IUSE[ Object Types... |
Check permissions wh . -
policy application (per Bl s laigeiars Select a User

when Domain Authent Imain.suppurt.cnm Locations...

Enter the object name to select [examples):
Adrinigtratar Check Mames

L

Advanced... | (1] I Cancel |

P

View Current Device Settings

The Current Device Settings Viewer, helps troubleshooting and simulating how
Xcalibur Policy setting merges with local Thin-Client settings.

View Current Device Settings displays local device information, obtained from
the Thin-Client and resultant policy information, obtained from the database,
under the same interface thus providing administrators a complete picture of
the Thin-Client status in a single view. Knowing the local Thin-Client settings
before and after Xcalibur Policy application helps better understanding and
troubleshooting Thin-Client management and Xcalibur Policy.

The query results are displayed in a Policy Editor interface showing all Policy
Tree sections. Local device status is displayed under the Local Settings
column while under the Resulting Status column, resultant settings are
displayed. This way you can see whether local settings were affected by an
Xcalibur Policy
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'ifi PolicyEditor - [Console Root' Current settings for KR_000535012969 {({CD82FFD7-BEIF-4D14-A563

Bﬁn File  Action Wiew ‘Window Help

= BB @

[:l Console Rook Mame | Local Skatus | Resulting Skatus
Eli‘-'-.; Current settings For KR_D00S35012 | == kevboard Properties Mot Configured Mot Configured
EH:l Device Configuration 23 Input Local Mot Configured Mot Configured
[#-{1] Metwork and Comrnunicatior &} Audio Input Properties EP—— -
-] Operating Systems P audio Output Properties

(] Peripheral Settings &k £d Tcon ‘ock to Taskd Local and Resultant

[ Input/output Device Se & GNJSTEY Butbon Fropert Status are put Side
é" ;‘ZZE';TLHI Port Settings kh Prohibit device clock svn by Side

.; Wireless Mebwark '-1_3 SMTP Service Properties e e eiiiged
- Windows Companents i Dual-Monitor options [ ured Mokt Configured
[-45 OF Haotfix and Upgrades =17 Mouse Buttons Properties ho ured Mot Configured
[#-{Z]] Printing Solution ¥ Mouse Motion Properties Tk & jured Mot Configured
&[] Installable Software Moduls | = Mouse wheel Properties Mot Co qured Mot Configured
F-{23) User Configuration ! Display Properties Mokt Cor qured Mot Configured
|iL Power Management Mok Confiqured Mot Configured
22 Time: Zone & Clock Mot Configured Mot Configured

To View Current Device Settings

B Right click the Thin-Client that you want to query, choose Current Device
Settings.

B When the Policy Editor appears, right click the Policy Settings you wish to
display.

Enable Current Device Settings View

By default, Current Device Settings information is sent from the client device to
Xcalibur. Once connected to Xcalibur, every device reports its local settings by
sending a “Device Settings Event” to Xcalibur. This information, stored in the
Xcalibur database, is used to enumerate the “Local Policy” when running the
View Current Device Settings utility.

In order for the Current Device Settings to be viewed make sure that the
Disable Device Setting Event policy option is not Enabled.
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Find which policy takes affect

Knowing which policy takes affect helps planning future policies and
troubleshooting.

Ignore DHCFP Locator Opkions ilﬂ

Settingsl Explain  Supported Clients |

E lgnore DHCP Locatar Options

Clazz 0003, Subclazs 0002 Prew

Mest

i

= Chippc
o Whreme EX Sooo0 B EX 6000

Policy Name
— Puolicy Info
WET= 0 e vice - Communication Policy
Guid:  {21B85CEE-CADD-4793-880F-FASE1FI1DEEE} Click
Properties. .. I E)rro rﬁ),]%rflees
information
(] | Cancel | Spply |

When running the View Resulting Policy /or/ View Current Device Settings tool,
you can find the policy name that changed a specific setting.

B In the Policy Editor on the right-hand panel choose a policy item to review,
right click it and select the Settings option.

B Go to the Supported Clients tab, in the policy Info rubric view the name of
the policy.

Once finding the policy name you can find where it is linked to by entering the
policy properties.
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View Policy Links

Knowing to which objects a policy is linked to allow understanding from where
a device / user get their settings.

TEMPLATE - Device - Communication Polic 2=l

General Links |Seu:urit_l,l|

#zalibur Paolicy Object. Click the Find Maow button to start the

@ Search for Domaing, OU's, Uzers and Devices that uze thiz
zearch. This might take zeveral minutes o complete.

Domair; Imain.suppurt.cum Find Mow I

Daomainz, Organizational Unitz, Users and Devices found;

Emain.suppurt.cumﬁE
mair. support. com.

View the Objects
the Policy is
linked to

(] Cancel Apply

B From the policy item’s Settings choose the Supported Clients tab and click
on Properties.

B Choose the Link tab to view the objects his policy is connected to.
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Policy History Viewer

The Policy History Viewer allows monitoring, auditing and managing Xcalibur
Policy Objects.

Once creating an Xcalibur Policy Object, all operations that are related to that
policy are logged into the Xcalibur Database. Each operation's date & time,
type, and originating user information is displayed by the main interface.

Additionally you can view the policy settings before and after every change, as
well as, undo the changes.

Policy History EI
@ Audit and manage ¥calibur Policy changes. show Changes. .. |
Yiew State, ., |

—History Depth

Undo Changes. ..
Wiew lask ID records ¥ Wiew &l — |

{16/2005 : _ AT Admin, . Updated N
B/16/2006 10:51:19 M Mew scal,,  MAIM@Admn., Updated — {ACSFATFS-9AET-4..,
B/16/2006 10:50:38 AM  Mew ¥cal,.. MAIMAdmin., Updated {ACOFATFS-9AE7-4..,
B/16/2006 10:49:32 &AM Mew ¥cali... MAIMAdmin.., Disable... {ACIFATFS-9AE7-4..,
B/16/2006 10:49:24 &AM Mew Wcali,, MAIMAdmin,., Disable.., {ACSFATFS-9AE7-4..,
B/16/2006 10:49:14 AM  Mew ¥cal,.. MAIMAdmin., Created  {ACIFATFS-9AE7-4..,

Policy Properties... |

1| | _rl Close |

Initializing the Policy History Viewer can be carried out from multiple interfaces
including the Policy Link properties-menu and the TC Policy container.

Policy History Viewer:

B Browse to the System \ Xcalibur Policies \ TC Policy container.

B Select the Xcalibur Policy that you want to monitor, right click it and then
select the Show policy history option.
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Show Changes

Changes to the Policy Object are displayed in a filtered Policy Editor interface.
This means that only changed policy settings are displayed within the Policy
Tree. An Update operation for example, can contain multiple actions therefore
sorting the search by date & time is the (default) preferred sort option.

iii PolicyEditor - [Console Root', TEMPLATE - Device - Communication Policy for LAN Evaluation Environments

Bﬁ File  Action  Wiew  Window  Help
e~ | Om B @

I:l Console Rook Skatus Before Skatus After
=1-#4% TEMPLATE - Device - Communication | g B e e e e e
[=+{_] Device Configuration
B3 Windows Components
=7 shel
a Start menu and bask Before and After
Status are put

Side by Side

Track Policy Changes:
B Open the Policy History Viewer.

B Sort the display according to your desired search criteria (Date & Time /
action type / originating user).

B Select the operation from the list and then press the Show Changes button.

Undo Changes

Changes made to a policy can be reversed, if needed a policy can be either
changed back to “original” settings prior to the new changes made to it, or
have only specific changes “undone”

x|

."'-Ib
.\1@{! What would waou like ko do;

Policy Changes can
" Undo only selected change be Undone

* {ndo selected change and all newer changes:

Ok, I Cancel
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Undo Changes to a Policy:

B Select the operation that you want to undo from the list and then press the
Undo Changes button.

B Undo selected change and all newer changes: Reverts the policy to its
state before the selected change. All changes done after this operation will
be undone.

B Undo only selected change: Clears only the selected change while not
modifying newer changes.

Policy Link Status Viewer

The Policy Link Status Viewer shows which policies were linked to an object
on per date bases. By running it on the Domain, Organizational Unit, Device
or User you can query the Xcalibur Database and find out which Xcalibur
Policies were linked to an object at specific dates. This auditing tool can help
resolve and understand policy conflicts. It also indicates which user linked
each policy to the selected object.

Policy Link Events x|
':ﬁ) Wiew which policies were linked ko this object on per date bases
Sty
Event Drate:
COperation Date/Time Dakabase User Elock Inheritance -
Bi21)2006 11:29:50 AM  MAIM! Adminiskrator

BI21/2006 11:11:45 AM MAINAdministr atar
8J21J2006 11:11:47 &AM MAIN|Adminiskrator

S17/2006 10:37:59 M MAIN|Administrator
AU TIZONA 1M 37 58 A MATRY Adrminickeakor

wealibur Policy Links;

Policy Mame
I"J.-E Mew Xcalibur Policy Object
I").-& TEMPLATE - Device - Communication Policy For LAR Evaluation Environments {iZhange the server details under the C

4| | i
Clear Event History | Show Policy Histary, ., | Close |
B View Policy Links
B All Policies & Templates (Advanced view\System)
B Monitoring Policy History, Changes etc'.
B Resulting Policy
B Real Time Policy
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Open Policy Link Status Viewer:
B Right click the Domain / Organizational Unit / Device or User object.
B Select the Show per date policy link status option from the menu.

B Once selecting a date from the upper window frame, all policy links that
were linked to the selected object at that date are displayed in the lower

window frame.

View Current Policy Links

In order to know to which Domain, Organizational Unit, Device or User a Policy
is currently linked to, use the Links Tab. A single Xcalibur Policy can be linked
to multiple objects. Therefore prior to modifying a policy, you should check
where it is linked to. The Links Tab can be found under each Policy Properties.
The policy Properties can be accessed from multiple interfaces including the
TC Policy container and the Xcalibur Policy Tab.

TEMPLATE - Device - Communication Polic 7| x|

General Links |Seu:urity|

#eoalibur Policy Object. Click the Find Maow button to start the
gearch. Thiz might take several minutes bo complete.

@ Search for Domaing, OU's, Uzers and Devices that uze thiz

Domnair: Imain.suppurt.cnm Firnd Mo I

Domainz, Organizational Units, Users and Devices found:

main. zupport. comdTC

Domain, Organizational
Units, Devices and Users
this policy is linked to

k. Cancel Spply

View Current Policy Links for Policy:
B Open the Properties dialog box for that Policy.

B Select the Links Tab.
B Press the Find Now button to refresh the links display.
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Policy Application

Policy Updater

Through the Farm / Site / IP Scope properties -> Policy Updater Tab, you can
control when Device and User Policies apply on client devices.

When set to Always (this is the default option) Device and User policies apply
according to the rules below. Changing the default Policy Updater options lets
you specify on which time and day policies should apply. This is useful when
you do not what policy changes (which in most cases trigger a device reboot)
to interfere with users work.

Device Policy:

Xcalibur Policy settings for Devices apply on Thin-Client accounts according to
their assignment in the Active Directory tree. Device Configuration settings
initially apply during the Thin-Client boot and then refreshed according to a
specified refresh interval (Alive Event Period).

User Policy:

Xcalibur Policy settings for Users apply once users logon to Thin-Clients
managed by the Xcalibur. User Configuration settings are applied during the
user's logon.

Monitoring Policy Application

On the Xcalibur Farm manager from within each client's properties, you can
monitor application of policies for device and user through the Send Policy

Tab.

KR_000535012969 2x|
Authentication I Recovery Task I Plugin installation
General I Real Time Info | Licenses
Upgrade/System Restare I HoktFis Send Paolicy | System

I | Date and Time | Extended Task Status

B/22/2006 2:07:03 AM  Emphy policy was sent
/2212006 2:02:59 AM  Emphy policy was sent
B/2212006 2:01:45 AM  Emphy policy was sent
B/Z212006 2:01:43 AM  Emphy policy was sent
/2212006 2:01:06 AM  Device policy was sent . .
B/21/2006 10:12:47 PM Can't send policy b unauthenticated devid View Policy
8{21J2006 4:48:22 PM  Can't send policy to unauthenticated devig Applica‘[ion

Status

e R U ) B T S

Client Side Policy Caching

To reduce bandwidth taken by policy application, the last policies applied on
the Xtreme PC device are automatically cached. At specific intervals, the
device queries Front End servers for policy updates. When policies have
changed or when new policies have been created, the changed policy settings
are sent to the device. If there has been no change to the policy since the last
check, no additional traffic is generated since no policy changes are sent to the
client. Policy caching also assures that administrative restrictions take effect
even when a device temporarily loses communication with the Front End
Server.
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Chapter 4 Farm Manager

Objectives

Get familiar with the Xcalibur Farm Manager MMC snap-in. Understand the
Farm, Site and Scope Structure and permissions. Understand Thin-Client
deployment and shadowing.

Physical Management Module

General:

Through the Xcalibur Farm Manager snap-in administrators can control the
physical aspects of Thin-Client management in the organization.

One of the Farm's main roles is to allow settings defined under the logical
Xcalibur Directory Manager interface apply on target devices and users while
considering network limitations, such as bandwidth.

Second level Xcalibur Sites can be created under the Farm to represent
company branches. Sites allow grouping together Front End servers according
to their physical location and/or the physical location of their clients, in order to
reflect the physical layout of the company's infrastructure.

This allows the group to share common configuration and settings that can be
administered centrally.

IP Scopes define the site boundaries. Thin-Clients are dynamically assigned to
a site once their IP Address falls within an IP Scope.

IP Scopes allow further customizing sites by specifying unique settings at an
IP Scope level. This allows different settings to be applied to groups of devices
based on which scope their IP address belongs to.

@ Xcalibur Global Farm
|E| """" London Site

EI*IP Scopes

E{%@%%] -----

192.168.4.0

----- -+ (DDOD)

169.25.4.5.0

|E| ------- @% Manchester Site

E*IP Scopes

m{%%%%] -----

----- + (ODOD)

117.200.9.0
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The Xcalibur Farm Features

The Xcalibur Farm allows:

B Mapping the organization's physical network layout by creating Sites that
stand for branches and IP Scopes that stand for the IP Address ranges,
used in every branch.

B Delegating administrative rights on per Farm and Site bases.
B Manage Front End Servers, Thin-Clients and Users.
B Control device maintenance and security services.

Xcalibur Farm Management Permissions

In order to view the Xcalibur Farm contents and perform administrative tasks
you must have adequate permissions. As default, members of the
Authenticated Users group are assigned with Read permission while Domain
Admin members have Full Control.

The following table describes the minimum permissions required for
performing administrative tasks within the Xcalibur Farm Manager snap-in.

Farm Task Description Required Permission

B View Xcalibur Farm Objects B Read All Farm Data
and Settings

B Add/ Remove Software B Read All Farm Data

B Add/Remove Sites B Write all Farm Data

B Update Farm Information

B Site Task Description B Required Permission

B View Site Objects and B Read Site Data
Settings

B Add/Remove IP Scope B Write Site Data

B Add/ Remove Server

B Advanced Force Deletion B Delete Devices when Parent OU is
missing

Inheritance Options

The Farm, Site and IP Scope are the three main management levels of the
Xcalibur Farm. As default, top level settings are inherited by lower levels.
Therefore, settings specified under the Farm automatically apply on the Site
and IP Scope. Inheritance options can be disabled under the child object
properties.
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Xcalibur Farm Manager Snap-in Description

General:

This section shortly describes each container's role under the Xcalibur Farm

Manager MMC snap-in.

Xcalibur Farm Manager

iti Xcalibur - [Console Root' Xcalibur Farm

[% File Action Yiew Favoribes  indov
Rl el =R R

I:_I Cansole Roak Refresh |

] ¥ealibur Direckary Manager

=i Administrative Suite
----- 4 Database
[+ .&.J. Farm Fraont End Servers T0p Level
----- F...-l Sike Assigned Servers Folder

----- [ Certificates
----- 'y Software Repositary
[#-ig] Licensing
----- i Backed up Sites
----- wa Unassigned Clients
----- I Unlicensed Clients
-8 Find
=10 Sites

- Default Site

Farm Properties

Ilpgrade Service I Hotfix Service I Discovery service
Plugins Setrvice I Proktocol Setkings I Cormmunicakion Parameters
Mokes | Site Svnch I RTI Interwval

IP Scopes Authentication Properties Recovery service

Palicy Updater I

21

The Xcalibur Farm object is the root of the Xcalibur Farm structure.

Under its properties you can manage the following:

B Installation, maintenance, discovery and authentication services.

B Set client communication parameters such as the maximum number of

clients that can connect to the farm.
B Set farm administration permissions.
B |Initiate the Network Topology Import utility.
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Administrative Suite

':m Xcalibur - [Console Root' Xcalibur Farn

[%] File  Action Miew Favorites  Window
= | BmEERE @8

|:| Console Rook
[+ Hcalibur Directory Manager

Elf.;a walibur Farm Manager
—|-i[:_Adrinistrative Suite
----- 34 Database

[+ Q Fatm Front End Servers
----- & site Assigned Servers
----- B Certificates

W Software Repositary
-8 Licensing Groups Common
..... (3 Backed up Sites Management Interfaces
----- w4 Unassigned Clients
----- I Unlicensed Clients
-8, Find
=47 Sites

-8 Default Site

lary

The Administrative Suite group’s common management interfaces. It is used
as a central point of administration for the following:

Database:

The Database container provides information regarding the database, such as
Type, Size, connections etc’.

Farm Front End Servers:

This container holds all Front End servers that belong to the farm.

Site Assigned Servers:

This container displays all Front End Servers allocated to a specific site.

Certificates:

Centrally view and manage certificates for Xcalibur use.

Software Repository:

Centrally view and manage software packages

Licensing:

Centrally view and manage Client, Server and software licenses

Backed up sites:

Collects sites where front end servers fail to service clients
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Unassigned Clients:

Collects thin clients who does not fall into any IP Scope address range.

Unlicensed Clients:

Collects thin clients that does not have Xcalibur client license

Find:

The Find container displays a Central view of defined search results.

Sites

This container provides a centralized view of all the sites belonging to the
organization. A site is a logical object representing a branch office or a remote
location. Under each site you will find the following containers:

‘i ¥calibur - [Console Root' Xcalibur Farm Man

[% File Action  Wiew Favorites  Window  He
€= | aEFRB |28 | =

[ Consale Roak
}}Q‘ ¥ralibur Direckary Manager
Elfr‘; wcalibur Farm Manager
W' Adrninistrative Suike
HEE J Sites |
hE Default Site
-6 Tasks

Create Sites to Map

..... +) Recovery Company Branches

- Hok Fix

----- F authentication

P e L_’;i Plugins

=- -L‘: IF Scopes

L _}; 172.16.0.51 - 172.16.0.199

B Tasks:
Allows site administrators to monitor different activities such as, Firmware
Upgrade, Plug-in Installation, Client Recovery and more.

B |P Scopes:
Specify rang of IP addresses to create a scope within the Site.

B Front End Servers:
This container groups Front End Servers belonging to this site.

B Clients:
This is a centralized view of all clients from all scopes belonging to this site.

B Users:
Displays the list of users who are logged on to Thin-Clients in this site.
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Chapter 5 Thin-Client Deployment and Discovery

Objectives
Understand how to Deploy and Manage Thin-Clients through Xcalibur Global.

Thin-Client Deployment

Deploying Thin-Clients involves planning of the following elements:
B Thin-Client Discovery

B Xcalibur Independent Management Protocol (XIMP) settings

B Thin-Client Device Authentication

B Policy Application

Thin-Client Discovery

Thin-Client Discovery is the process of establishing an initial connection
between the Thin-Client and the management server.

In any communication scenario, client devices must be configured with
communication parameters in order to successfully connect to their destined
management servers. These parameters can be obtained in various ways
including DHCP and SNMP. Initially these include the management server's
IP Address, Plain port number, SSL Port Number and SNMP Community
name.

Locator Service and Xcalibur Server List

Once configured with the initial communication parameters, the client attempts
to connect to a management server as defined by its Locator Service settings.
The Locator Service is a client side interface that consolidates and combines
the communication parameter information obtained from all available sources,
such as SNMP, DHCP, DNS and Xcalibur Policy, into a single list called the
Xcalibur Server List.

The client device follows the list order from top to bottom in other words, it tries
to connect to the first server in the list and if that fails it tries the second server,
and so on until connection is established.

As a starting point, the Xcalibur Server List should reflect the link costs and
connection priorities by placing the lowest cost connection at the top of the list.
In most cases the Site Front End Server will be approached first then the Farm
Front End Server address.

Note Although client devices can obtain the Xcalibur Server List from
multiple sources (e.g. DHCP / SNMP / Xcalibur Policy / DNS) you do
not have to use them all. Having more than a single source for the
Xcalibur Server List provides redundancy while increases the
management overhead
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Ways to Discover Client Devices

Clients can obtain the Xcalibur Server List in the following ways:

B DHCP: During boot (if configured to use DHCP) the device is capable of
obtaining the Xcalibur Server List from a DHCP Server that is set with the
corresponding Standard / Vendor class options.

B DNS: During boot the device queries the DNS server (specified under its
TCP/IP Properties) for the following name: XCGLOBAL11

B SNMP: Initiate a network scan using SNMP protocol from Xcalibur Front
End Server.

B Manual: Locally configure the Xcalibur Agent on the client device with one
or more Xcalibur Server addresses.

B Xcalibur Policy: once initially discovered, by the methods mentioned above,
a device can be configured with a list of servers using Xcalibur Policy

DHCP Configuration for Vendor Class Options

| Scope Opkions
Dption Marne | Wendor  / | Walue

& 163 ¥ealibur Server Lisk ChipPiZw 70 192.168.7.20, 192,1658.7.30

ﬁ%lﬁt’r SMMP Carmmunity ChipPCy70 waliburg

q’?’ 166 Plain Port Mumber ChipPCw70 917

e 167 55L Part NUmber ChipPCv 71D 918 Settings for
ChipPCv70 Vendor
Class

What to configure under the DHCP

Configure the following under your DHCP to provide Thin-Clients with the
communication parameters:

B Create a new Vendor Class named: ChipPCv70
B Set the following predefined options under the 'ChipPCv70' Vendor Class:

= Option ID 163: Xcalibur Server List (IP Address Array)(Type the IP
Addresses of your Front End Servers)

= Option ID 164: SNMP Community Name (String)(The default value is:
xcalibur4)

= QOption ID 166: Plain Port Number (String)(The default value is: 917)
= Option ID 167: SSL Port Number (String) (The default value is: 918)
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Map Xcalibur Server Name to DNS

Use a CNAME (Alias) record to map your Front End Server to the name
XCGLOBAL11.

(.71 Forward Lookup Zones Alias (CNAME] |
i _msdcs.xcaliburd, chippe

F:S_:j.i s Update Server DataF | wcgloball 1

#-0 sit Reload

B b Hew Hosk (AL Fully qualified domain name (FODM):
E:f}"'f:-\ i Mew flias (CHMAMED. .. I xcgloball 1t xcalibur4. chippe.

F"} O e Mail Exchanger (]

Right click your
DNS Domain and
Select “New Alias”

MNew Resource Record

alias name (uses parent domain if left blank):

Fully qualified domain narme (FQDM) For barget host:

Mew Dorhain. ..

Lo hlew Defegation. . | original xcaliburé. chippc Brawise. ., |
6

Other New Records. .,

Map the Alias name
(xcgloballl) to the
FQDN name of your
Front End Server

What to configure under the DNS*
On a Windows Server 2003/8 DNS Server complete the following:

Open the DNS Management Console

Right click your Forward Lookup DNS Domain Name (in the example:
xcalibur4.chippc).

Select the New Alias (CNAME)...option from the context menu.
In the New Resource Record window \ Alias name box, type: xcgloballl

In the Fully qualified domain name (FQDN) box, type (or Browse) the
server name that is running the Xcalibur Global Front End Server
component. (in the example: original.xcalibur4.chippc).

Repeat this process, if necessary, to map all your Front End servers to this
name.

= |n case multiple servers are mapped to the same name, the DNS (as
default) will perform round robin to balance between them.

Note For a non-Microsoft DNS configuration refer to your DNS vendor

specifications.
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Discovery Service Settings (SNMP)

The Discovery Service scans the IP Address ranges defined by IP Scopes,
discovers Thin-Clients and configures them with an IP Address List of
management servers (Xcalibur Server List).

This service configurable under the Farm and Site levels can simultaneously
run only on one Front End server at a certain time to prevent setting mismatch.

Farm Properties ied P
Plugins Service I Protocol Settings I Communicakion Parameters
Mokes I Policy Updater I Site Swnch I RTI Interwval
IP Scopes I Authentication Properties | Recovery service
Upgrade Service I Hotfiz Service Discovery service

% Discovery service setkings
—Server setkings I~ | Inberit From Parent
Discovery server: SUPPORT %G, main. suppark, cam @ |
. =~
working on : | Ay S iJ

Set Conditions for
the Discovery
Service at the Farm
SUPPORTE, main, suppart, com / Site Level

| (] 4 I Zancel | Apply |
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Advanced settings |

% Advanced discovery service settings

SMMP Comrnunity narme:

Scan every (sec): I 3600

[ Enable ¥calibur Agent on discovered devices

(04 I Cancel

Discovery Service Configuration:

B From the Xcalibur Farm Manager, right click the Farm / Site and then click
Properties.

B From the Discovery Service Tab specify the following:

B Server Running the Service: From the dropdown menu select the Front
End server that will be running the Discovery Service.

= Working on: specify whether the service is constantly active or set to
work during specific schedules.

¢ Working Hours: Specify when the service becomes operational (e.g.
Off-Work hours / Midnight...etc)

e Always: The service constantly scans the network.
¢ Manual Permission: The service runs only once manually triggered.
B Advanced Settings: Press the Advanced button to set:

B Community Name: Specify SNMP community name, the default is:
xcalibur4 (Lower case - case sensitive).

B Timeout between Discovery Cycles: Specify the delay between one
scan to another, the default is: 3600 seconds (1 Hour).

B Enable Xcalibur Agent on discovered Devices: Sends a command that
enables the service responsible for Xcalibur communication on the
scanned devices.

B Server Table to send to Clients: Press the Add Server button to create a
list of servers that will be sent to the scanned clients. Set server priority by
using the Up / Down arrows. High priority servers should be placed at the
top of the list.

Chapter 5 - Thin-Client Deployment and Discovery
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Manually Trigger a Discovery:

Right click the IP Scope that covers the IP Address range that you want to

scan.

Click the Start Discovery option.

Tﬂl Xcalibur - [Console Root' Xcalibur Farm Manager]

[%] File  Action  Wew  Favorites

Help

¢~ | amFRBE| 2 8 sa &

(L1 console Roat
)}i wealibur Directory Manager
Elir} iwcalibur Farm Manager |
L_,,' Administrative Suite
=90 Sites
E|§_,'_|H Default Site
EIi:| Tasks
----- 5,;:,5 Upgrade
----- + Recovery
Lo Hot Fix

- Authentication

- o Plugins

[—:I-E IP Scopes

Marne
’.]_:-J Adrnir
i Sites

Inherit from Parent. ..
Disable Scope

..... B3 Users | Start Discovery ... |

Attach Clients to Domain...
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Viewing Discovery Results:

B From the Xcalibur Farm Manager, expand the Sites container, right click an
IP Scope and then click Properties.

B Select the Client Discovery tab to view a list of all the clients that
responded to the Discovery process.

Default Site ', 172.16.0.51 - 172.16.0.199 Il

Protocal Setkings I Maokes I Palicy Updater
General I Authentication Properties I Recovery service I Upgrade Service
Haokfix Service I Flugins Service Client Discavery

| Date and Time | Extended Task Status |
/212006 12:51:59 PM  Discowery procedure completed.
ai21/2006 12:51:59 PM | Discovery procedure started,
312102006 11:51:59 AM | Discovery procedure completed,
312112006 11:51:59 AM | Discovery procedure starked,
g121/2006 10:51:59 AM | Discovery procedure completed,
di21/2006 10:51:59 AM | Discovery procedure started,
3/21/2006 9:51:59 AM | Discovery procedure completed,
812112006 9:51:59 AM | Discovery procedure started,

a 8/21/2006 §:51:59 AM | Discovery procedure completed,

10 &f21)2006 5:51:59 &AM Discovery procedure skarted,

11 §f21)2006 7:51:59 AM  Discovery procedure completed.

12 8f21)2006 7:51:59 &AM Discovery procedure skarted,

13 &/21/2006 6:51;59 AM  Discovery procedure completed,

14 &/21/2006 6:51;59 AM  Discovery procedure skarted,

15 8/21/2006 5:51:59 AM  Discovery procedure completed,

16 &/21/2006 5:51:59 AM  Discovery procedure skarted,

17 &f21/2006 4:51:59 AM  Discovery procedure completed,

13 &/21/2006 4;51;59 AM  Discovery procedure skarted,

19 &21)2006 3:51:59 AM  Discovery procedure completed,

20 8J21/2006 3:51:59 AM | Discovery procedure started,

Lt I ) I AR TR S R )

Shu:uw:l 20 TI events from: 1395 I LT @ | @ "-'J
| (o] 4 I Zancel | Apply |

Chapter 5 - Thin-Client Deployment and Discovery

Xcalibur Global - Administrator's Guide 59



= Chip

Te

chnologles

www.chippc.com

20

Making IT a Complete Solution

Ref: DG018U-3.1

Using Xcalibur Policy to Configure the Locator Serv

ice

An Xcalibur Policy can be created in order to filter the Xcalibur Server List

sources which affect Thin-Clients.

Additionally sources can be prioritized according to “weight” through the

Locator Service Provider Order settings.

:m PaolicyEditor - [Console Root, TEMPLATE - Device - Communication Policy for LAM E

£ File

fction  Miew  Window  Help

- | B B @2

[ Consale oot

Marne

=¥ TEMPLATE - Device - Communication
=-{{]) Device Configuration

= {1 Metwork and Communication
=- D F‘ru:utu:u:u:uls

[& locator service

fi= DHCP protocol

%5 snmp prokocol

{2 dns protacal

-5 Custom Protocol
-] Client Behavior

35

Specify Locator Service provider order

Settings | E:-:plainl Supported Elientsl
GA Specify Locatar Service provider arder
Z
™ Mot Configured

{* Enabled
" Dizabled

pecify Locator Service provider order

* Ignore DHCP Locator Options

* Ignore Local ¥oalibur Server Lisk

ﬂ Ignore Lacator infarmation obtained by SWMP
ﬁ Do nok query DMS For Xealibur SRY records
ﬂ Ignore remoke Xcalibur server Lisk

ﬁ Prahibit Local round robin Parameters

* Ping before connecting to Xcalibur Server Farm
ﬂ Ignore cached recalibur Server information

2%

MHest |

Praoveder Mame | D eszcription

Hialibur Farameters obtained via *calibur Palicy

DHCF Farameters obtained wia DHCP

SHMP FParameters et az result of Healibur Discoven
DHS Farameters obtained wia DHS query

Marually Azzig...  Parameters entered locally

Cache Apply the lazt connection parameters an the n...

u| 3

Ok

Cancel |

Apply |

Chapter 5 -

Thin-Client Deployment and Discovery

60

Xcalibur Global - Administrator's Guide



= Chip PC

Technologies

www.chippc.com
Making IT a Complete Solution Ref: DG018U-3.1

How to configure the Locator Service through Xcalib ur Policy:

From the Xcalibur Directory Manager, Create a new Xcalibur Policy

In the Policy Tree expand the Device Configuration \ Network and
Communications \ Protocols \ Locator Service container.

In the right view pane, select the option that you want to configure and then
double click it to enter its properties.

Enable this policy to apply the selected settings.
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Chapter 6 Device and User Authentication

Front-End

Un - Authorized!

The Xcalibur management system has built-in device and user authentication
mechanisms. This ensures that only authorized (registered) Thin-Clients and
users can be connected to the system.

Various rules and settings can be applied on both unauthenticated and
authenticated devices and users, allowing administrators to strictly distinguish
between them while managing both.

A device is considered to be authenticated once its MAC Address is registered
in the Xcalibur database and it is assigned to one of the Active Directory
Organizational Units.

Once authenticated, device settings are changed as defined by the Xcalibur
Policies that are linked to its location in the Active Directory tree.

A user is considered to be authenticated once his/her credentials are validated
in front of the domain. Once authenticated, User Level policies which are
linked to the user's account location in the Active Directory tree, affect the
logged on device.

Authentication settings are specified from the Xcalibur Farm Manager snap-in
and can be set at the Farm, Site and IP Scope levels. As default, child object
settings are inherited from parent levels. Therefore settings defined under the
Farm affect all Sites and settings defined under the Site affect all IP Scopes
that belong to that Site.

Once inheritance is disabled, settings from the level which is closer to the
device override higher levels.

Chapter 6 - Device and User Authentication

Xcalibur Global - Administrator's Guide 63



www.chippc.com
Making IT a Complete Solution Ref: DG018U-3.1

echnolog|es —

Device Authentication Advantages

T{ﬁ Farm Manager - [Console Root’ Xcalibur Farm Manager Sites'\Default Site’ Tasks'/

% File &ction  iew Favorites  Window  Help

¢ |AEPRE2RE |2 PO 2" aR

1 Console Root Last Skate | Dievice MAC
-G8l ¥ealibur Farm Manager @) Device Registration protibited, ., 000535014504
-] Administrative Suite @) Device Registration prohibited.,, 000535014444
Bl ke _ & Device Registration prohibited,,,  00053501456C
=i Delfa""t e & Device Registration prohibited, ., 000535014544
Bt i Tasks & Device Registration profibited. .. 000535014417
: "1..6' IJpgrade
& Recovery
g Hot Fix
=B uthentication

View Unauthenticated
Device Queue

Deryice Blocked Remotely
Unauthenticated

Thin-Clients are
blocked until
Authenticated

This device is blocked by the Kcalibur Global Swstem, It will remain
blocked until unblocked by an authorized user, (FE Server: 172.16.0,2)

Block new devices until authorized:

As default, Xcalibur is set to block unauthenticated devices. Once an unknown
(unauthenticated) device has been recognized, the Xcalibur management
system will lock it. It will remain locked until it has been unlocked by an
authorized user. Unauthenticated devices are queued under the Farm \ Site \
IP Scope \ Tasks \ Authentication container.

Increased Security:

Device authentication allows you to have full control over your Thin-Client
devices making sure that only authorized devices are used and preventing
unrecognized / foreign device usage.

Asset Management:

B Device Mapping: Device authentication maps all the Thin-Clients in the
Xcalibur system. You can know exactly which devices are being used and
what is their physical whereabouts.

B Control spare device usage: By isolating and blocking spare-devices from
other devices, you get better control over you assets assuring that spare
merchandise is not used without permission.

Chapter 6 - Device and User Authentication
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Thin-Clients Authentication

There is a variety of authentication mechanisms that can be used for Thin-
Client device authentication. This section covers the Pending Device
Accounts, Preconfigured Device Accounts, Default Device Authentication
Provider and the Domain Based Device Authentication mechanisms.

Pending Device Accounts

In this method, new unauthenticated devices which are grouped under the
Farm \ Site \ Tasks \ Authentication container can be manually authenticated
by an authorized user.

Once an Xcalibur Administrator adds a device to the domain, it is
authenticated and therefore becomes ready for use.

Last State | Device mac | Last Repart Time | 1P Address /
@) Device Registration prohibited. .. 000535014504 3/9/2005 11:33...  192.168.7.130
@) Device Registration probibited. .. 000535014444 3/9/2005 11:33... 192.168.7.146
&) Device Registration prohibited. ..  000S3501456C  3/9/2005 11:33.., 192.168.7.147
) Device Registration probibited. .. 000535014544 3/9/2005 11:33... 192.168.7.148
@) Device Registration probibited. .. 000S35014417  3/9/2005 11:33...  192.168.7.149

Remote Conkral (YHC)
| atkach Client ko Domain, .. |
Block Devices

All Tasks k

Refresh

Properties

Help

Attach to domain

Fleaze, zelect the OU or domain to attach client to

= main
+]- Darmain Controllers
(@
141 Restrictions Manually Attach Thin-
{88 X6 Users Client to the Domain

o |

Cancel
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Manually attach pending devices to the domain:

B From the list of unauthenticated devices viewable under the Farm \ %Site
name% \ Tasks \ Authentication container, select the Thin-Clients that you
want to authenticate.

B Right click the selected clients and then press the Attach Client to
Domain...option.

B In the Attach to domain...window, browse for the Organizational Unit where
you want the client accounts to reside, and then press OK.

B Once authenticated, the selected devices reboot and are then ready for
use.

Preconfigured Device Accounts

In this method Thin-Client MAC Addresses are entered into the Xcalibur
database manually. This is usually done before connecting the Thin-Clients to
the network. You can enter one address at a time, or import a list of Thin-
Client MAC Addresses. When buying new devices, a MAC Address list can
be obtained from Chip PC. After importing it into the Xcalibur Database, you
can allocate the devices into their destined Organizational Units according to
their shipping destinations. Once these devices connect to the network, they
will be recognized as authorized and therefore will become ready for use. No
local user intervention is needed when using this method of authentication.

':m ¥calibur - [Console Root' Xcalibur Directory Managerhmain.s

Bﬁn File  Action \Miew Fawaorites Window  Help
& -»|I|l§.|l'l|@|a¢]: @i g
I:I Zonsole Rook A~ | Mame | Type
=k )}Q wealibur Directory Manager S KR _0005350... Thind
= '3 i, sUpport, com % KR_000S350... Thind
- | Computers % kR _0005350... Thin©
- ..:E! Domain Controllers ¥ vr 000S350... ThinC
: = - e
{__| ForeignsecurityPrincipals ¥ kp 0onsIso Thin ©
: e B e
*"I Program Lata Sk Grouphccount Groun
F ICES... eskriction- . .
---.l Iﬁri:—purtFtDevl'Ees i | Ciccons ¢ Import alist of Thin-
- 1 20N RESHIENG FOICK. . Clients MAC addresses
B~ ..:E! y Show Palicy Link Events... ErvEr
..... o Al Find. .. serfccount User
=48 x':?"':"-'r Thin Cliert:... |
- Adm
E|---u:1 Sites  Wiew >
Elh,_ﬂ [ MewwWindow From Here
Mew Taskpad Wiew, .
Refresh Ty_pe ? Thin-
. Client's MAC
: Expork Lisk...
address manually
Properties
=
Help
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Manually add Preconfigured devices into the databas  e:

B From the Xcalibur Directory Manager snap-in right click the Organizational
Unit where you want to create new device accounts.

B To add a single device, select the New - Device...option and type it's
MAC Address in the Add Device dialog box, then press OK.

B To add multiple devices, select the Import Devices...option and browse for
the MAC Address list that you want to import, then press OK.

B Import Device.txt - Notepad =] B3
File Edit Format Wiew Help
HCDBZFFD7-BESF-4D014-A563-000535012420}; EX_000535012420 :J

T CDR2FFD7-BEOF-4D14 -4563-000535012421: Ex_Liar

{CDB2FFD7-BESF-4D14-A563-000335012422 }; EX_000535012422

{CDB2FFD7-BESF-4D14-A563 000535012423} EX_000535012423
{CDE2FFD7-BESF-4D14 -A563 0005735012424 +; EX_Marketing_72
{CDEZFFD7-BESF-4014-A563-000 012425}; Ex_000535012425
{CDRZFFD7-BESF-4D14 -A563-00 24261 EX_ Q00535012426
{CDB2FFO7-BEYF 4014 -A5 . 2427

List Structure Example
{CD82FFD7-BES9F-4D14-45

{CDB2FFO7-BESF-4D14-A563-000535012429}; EX_000535012425

|4 M 2

Default Device Authentication Provider

In this method, when Xcalibur recognizes a new device it automatically creates
a new device account for it and assigns it to a predefined Organizational Unit.
The predefined Organizational Unit can be a temporary location for grouping
newly detected devices together until an Xcalibur administrator manually
moves them to an operational Organizational Unit, or it can be the operational
Organizational Unit where the client's account will eventually reside. In either
case, no local user intervention is needed.
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Define authentication behavior

" Do nok accept unauthenticated devices,

£+ jautomatically accepk and register new devices inko the
following O

main, suppork,com) TC

Browse, .. |

Pleaze, zelect the destination folder for default device
authentication

main

[#-{&3] Domain Controllers
[ @i TC !
#-l] #G Users Automatically Accept
New Devices and Map
them into the Active
Directory

(] % I Cancel

Configuring the Farm / Site / IP Scope Default Devi ce
Authentication Provider:

From the Xcalibur Farm Manger snap-in right click the Farm / Site or IP
Scope.

Under the Authentication Tab \ Device Authentication Provider, select the
Default Device Authentication Provider option and press the
“Configuration” button.

In the Device Authentication Provider Configuration window select the
automatically accept devices...option.

To specify the Organization Unit where client accounts should be created
press the Browser...button.

Press OK to close all property windows.
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Xcalibur Secure Authenticator

The Xcalibur Secure Authenticator is an advanced authentication service that
is used as a mediator between the Thin-Client and the authentication service,
such as, Active Directory. Front End servers running this service relay logon
information (e.g. user credentials) between the client and the authentication
service. This allows Thin-Clients to become part of a security realm regardless
of their O.S limits.

Client User Logon

Xcalibur
Secure Authenticator

Domain

How does it work?

User information used for device or user authentication is passed in a secured
manner from the client to the Secure Authenticator service running on the
Front End server, the server then connects to the authentication service via
standard APIs (e.g. Kerberos / LDAP) on behalf of the client and authenticates
the user.
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Benefits

B Secure Communication: Providing security over standard SSL
communication.

B Leverage the Server's O.S Power: By relying on the Front End server to
authenticate the user on behalf of the client, customers are no longer
limited by the client's O.S for performing authentication related tasks. For
example, Windows CE based clients that do not support changing a user's
password in the Active Directory domain can rely on the server for doing it
in a transparent way.

B Third Party Authentication Support: The Secure Authenticator can support
multiple authentication services. Customers can install the Secure
Authentication package that fits their needs.

B Minimum Client Configuration: Client side support can be set to install
automatically on Thin-Clients requiring little effort from the IT staff.

Domain Based Device Authentication

This authentication method is similar to the process of joining a new computer
to the domain. Valid domain credentials are required whenever connecting a
new Thin-Client device to the network. The user connecting the device must
be granted permissions to create computer accounts within the Active
Directory level he wishes the device to be assigned to.

When connecting a brand new device to the network, during its initial
communication with Xcalibur it is recognized by Xcalibur as unauthorized. As
a result, Xcalibur triggers a pop-up prompt that appears on the client's screen
requiring the user to provide valid domain credentials that have the appropriate
permissions. Once these have been provided, the new Thin-Client can be
either assigned into a predefined target Organizational Unit, which was set by
the Xcalibur Administrator beforehand, or the local user is allowed to browse
(subject to AD permissions) for the Organizational Unit into which the Thin-
Client should be registered.
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Domain Device Authentication Options

—Targek infarmation

Prohibit to change [ Domain [ ol [~ MetBIOS name

Diomain: Ixcalil:uur4.-:hi|:n|:u:

Ol | wealiburd, chippe/RollUT

Configure Domain
Based Device
Prohibit to change [ Username | Password [ Userdomain Authentication
Behavior under the
Farm/Site/Scope

~ser credentials

User narme: |
Passward; I
Cramain; Ixcalil:uur4.n:hi|:||:u: ll
v Maxirum attempks count: 3 ﬁ
k. | Zancel |

“—Chip o £ A6 Client’'s Pop-Up
{ Terr-mnb;neq W chippedsn™ =~ 74 for Domain
: ek b w = - Based Device
o Authentication

This dewvice is not recognized by the ¥calibur Global System. It will
remain blocked until registered inko the swstem by an authorized user,
(FE Server: 172.16.0.2)

Configuring the Farm / Site / IP Scope with Domain Device
Authentication Provider:

B From the Xcalibur Farm Manger snap-in right click the Farm / Site or IP
Scope.

B Under the Authentication Tab \ Device Authentication Provider, select the
Domain Device Authentication Provider option and press the “Config...”
button.
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B Under the Target Information section set the following:
®  Domain: Choose the domain that will be used for authentication.

= Organizational Unit: Browse to the Organizational Unit where new client
accounts should be created.

= Prohibit to Change: Specify whether local users can change the
authentication settings.

B Under the User Credentials section set the following:

B User Name: Type a user name that will be used to authenticate new
client accounts.

®  Password: Type the password for the User account. This allows
automatically registering new devices.

= Domain: Choose the domain that will be used for authentication.

= Prohibit to Change: Specify whether local users can change the
authentication settings.

= Maximum Attempts Count: Set a number of logon failures that will lock
the device.

B Press OK to close all property windows.

Thin-Client User Level Authentication

While Thin-Client device authentication is mandatory, user authentication at
the Thin-Client level is optional. Assuming that Thin-Clients are network
access devices used for connecting to terminal service environments which
are secured anyway, customers might not want to enforce user authentication
at the Thin-Client level. Therefore, as default, once the Thin-Client device is
authorized for use (authenticated) by Xcalibur it does not require user's to
logon to it and can be used by any one.

For organizations where high security is an issue of importance, and where
you want to benefit from user level authentication advantages, such as, single
sign-on and User Level Xcalibur Policies, there is a variety of authentication
mechanisms that can be used for user authentication at the Thin-Client level.

This section covers the Domain Based User Authentication and the Default
User Authentication Provider.

Domain Based User Authentication

This authentication method extends the domain user logon process to operate
on Thin-Clients. Once implemented, valid domain credentials are required
whenever logging on to a Thin-Client device. User credentials are sent from
the client to the Xcalibur Secure Authenticator service that validates the user in
front of the Domain.
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iﬁ Press Ckrl-Alk-Delete to begin,

Ctrl-al-Delete secures access to your device,

¥calibur, User. Domain Authentication

-a;la wecalibur request to authenticate you, Please provide the kcalibur
o

with a Following information ...

User name: Iadministratur

Password; |******

Domain: I rnain. suppork, com

Er | (0] 4 | | Cancel

Domain Based User Authentication Advantages:

B Secure device access is achieved once prompting users for credentials or
smart cards. This way, device access is limited only to users who can be
successfully validated in front of Microsoft Active Directory.

B Dynamic, user-based, settings deployment: Connections and other User
Level policy settings are applied on the device based on the user who's
logging on at it. Different device settings and access rights can be set on a
single device according to its logged on user.

B Single sign-on: Credentials used during the logon process can be cached
for pass through authentication. The single sign on support, maps user
credentials into any process that requires authentication thus requiring
users to provide credentials only once, during device logon.

B Restrict users to logon only to specific Organizational Unit s or Devices:
Device and network security can be tightened further by restricting user's
logon privilege to devices that belong to a certain Organizational Unit or to
a specific device.

Note While device authentication is mandatory thus preventing unauthorized
device usage, User Authentication is optional.
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Configure Domain Based User Authentication

Domain User Authentication Provider Pruper_;f

9 Define authentication behaviar

—~User Credentials

Logan with the credentials below:

Praohibit users From changing:

=er name: I administrator Erowse, ..

| User name | Passwiord ¥ Domain nanme

Passwiord: I

[ Auto logon Restrickions. ..

Domain: Imain.suppnrt.cnm j

v Mazirmum atbempks count: I 4 :II

Ik |

Configuring the Farm / Site / IP Scope with Domain
Authentication Provider:

User

B From the Xcalibur Farm Manger snap-in right click the Farm / Site or IP

Scope.

B Under the Authentication Tab \ User Authentication Provider select the
Domain User Authentication Provider option and press the Config... button.

B Under the User Credentials section set the following:

®m  User Name: Type a user name that will be set as default user name for
user authentication. Blank field requires the user to type his user name.

= Password: Type the password for the User account. This allows
automatically logging on the default user. Blank field requires the user

to type his password.

= Domain: Choose the domain that will be used for authentication.

= Prohibit to Change: Specify whether local users can change the

authentication settings.

= Maximum Attempts Count: Set a number of logon failures that will lock

the device.
B Press OK to close all property windows.
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Restrictions on Users Logon

During logon to the thin client, users may have a list of domains to which they
can login to; Through the Domain Authentication Restrictions window, as
illustrated, you can choose whether to allow users to logon to any domain or
you can limit them to specific domain name lists. In the UPN Restriction
section, you can choose whether to allow any UPN suffix or restrict the allowed
UPNSs to a specific list.

Domain Authentication Restrictions X|

= Lse this page to specify authentication settings For Windows users during
i 5 log in

Dornain list
" allow any domain in the Domain field
=" only allow the Following domains

Domain | Restrict authentication
omain lisk

__________________________________ to Domain/s
pork . main
Add. .. | Edit... I Remove
LIFM restrickion
= allow any UPM suffixes
™ Cnly allow the Following UPH suffixes
LUPM suffixes
Restrict
Authentication to UPN
Suffixes
Add. .. Edit... Remove |
Ik | Cancel

Restrict User Authentication

B From the Xcalibur Farm Manger snap-in right click the Farm / Site or IP
Scope.

Under the Authentication Tab click the Restrictions button.
In the Domain rubric define domain restrictions.

In the UPN rubric define UPN suffixes restrictions.

Click the OK button to finish.
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Restrict Users to Logon only to Specific Devices
Through Xcalibur, user’s logon can be restricted to specific devices.

You can restrict a user to logon to a specific device, or, to devices that reside

in specific Organizational Unit (OU).

B By selecting a specific device, the user will be allowed to logon to that
device only.

B By selecting an Organizational Unit (OU), the user will be allowed to logon
to any device that is mapped to the selected OU.

This option provides a way to restrict users to logon only to devices that belong
to their working area / department / building etc.

Logon Restrictions x|
%  Specify to which devices this user can log on
&t
This user can log an kot

i~ ol devices
— % The following SlUs/Devices

Marme | Tvpe |
main, support, com TCKR_00053,,,  Thin Client
main. support . comy T Organizational Unit

Define devices and
Organizational Units to
which the user will be
restricted to

Add ol | add Qevin:el Remove | ‘

Close | Zancel |

Restrict Users to Logon only to Specific Organizati onal Units or
Devices:

B From the Xcalibur Directory Manger snap-in right click the user whose
logon you want to restrict, and then click Properties.

B In the Account tab press the “Logon“To...” button.

B As default users are allowed to logon to all Thin-Client devices, to change
this, select The following Organizational Units/Devices radio button.

B Press the Add OU button and select the Organizational Units this user is
allowed to logon to from the Active Directory tree. This allows the user to
logon to all the Thin-Client devices that belong to the selected
Organizational Unit.
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B Press the Add Device button and select the devices that this user is
allowed to logon to from the device list.

B Press Close and OK to close all property windows.

Default User Authentication Provider

In this method, you can set a default user account that will be used by all Thin-
Client devices for user level authentication purposes. This allows applying user
level policy settings on multiple devices by assigning them to the same

2 x|

account.
Default Site %, 172.16.0.51 - 172.16.0.199
Huotfix Serwvice I Flugins Setvice I Client Discovery

Protocal Settings |

General  Authentication Properties | Recovery service I Upgrade Service

Mokes I Policy Updater

@ﬁ Define thin client Device and User authentication settings

[~ Reguire secure channel {55L)

[ Inherit settings Ffrom parent -

— Device Behavior

Failure,

Determing the thin client's behawvior in case of authentication success |

Eailure. .. | Success, .. |

— Device Authentication Provider

Active: Default Device Authentication F'r-:u'-.-'iuj Froperties. .. |

—User duthentication Provider

Ackive: Default User duthentication F'ru:w'iu:lej

:Propertie

84

| Cancel |

Apply
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Users working on the Thin-Clients are not prompt for identification while user
level policies, assigned to the default user, affect their devices in a transparent
way.

Default User Authentication Provider Pro x|

?j Cefine authentication behawvior

Autoratically use this account as the default user:

defaultuser

Browse. .. |

When you want to have user-level management in a somewhat stealth way,
use the Default User Authentication Provider. Once selected, the user name
predefined under the Default User Authentication Provider is used for
authentication during device boot. In this mode, the device operates in user-
level without prompting for user credentials or the user being aware of that.

Configuring the Farm / Site / IP Scope Default User  Authentication
Provider:

B From the Xcalibur Farm Manger snap-in right click the Farm / Site or IP
Scope.

B Under the Authentication Tab \ User Authentication Provider, select the
Default Device Authentication Provider option and press the Config...
button.

B In the Default Device Authentication Provider Configuration window select
the automatically accept devices...option.

B To specify the Organizational Unit where client accounts should be created
press the Browser...button.

B Press OK to close all property windows.
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Monitoring Authentication

From within the Xcalibur Farm Manager you can monitor both device and user
authentication process.

KR_000535012969 2l x|
Ilpgrade)3ystem Restore I Hukfi: I Send Policy I Syskem .
; : View User
General | Real Time Info I Licenses ..
o = : Authentication
Authentication I Fecovery Task I Flugin installation (i
P, I iabe and Time I Extended Task Skakyus
1 8/22/2006 9:07:05 AM | User successfully logged on ——I'
Z gl2z)2006 9:03:00 AM | Waiting For user logon
3 glzziz006 9:02:53 AM | Device has been found in the database |
4 g/22/2006 9:02:53 AM  Looking For device in the database
5 8/22/2006 9:01:44 AM  Default user is being used . .
6 Bf22/2006 9:01:43 AM | Device has been found in the database View De_wc_e
7 glzziz006 9:01:43 AM | Looking For device in the database Authentication
3 g/2z/2006 9:01:05 AM  Device has been successfully reqgistered in tl Info
q 8/22/2006 9:01:05 AM | Trving bo register a device

Viewing Authentication Service Queue:

Under the Farm \ Site \ Tasks \ Authentication container you can view the
Authentication service queue and manually authenticate client devices.
Monitoring Authentication in Real Time:

Real time information including policy application, software deployment and
Authentication progress can be viewed under the client's properties \ Real
Time Info tab.
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Chapter 7 Software Deployment

Objectives

Understand Software Deployment Guidelines, concepts and services.

Software Installation and Distribution to Thin-Clie nt Device

Software installation needs to be considered for both client and server
software.

B Client software is any software that is destined to be installed on Thin-
Client devices, such as software add-ons (plug-ins) and firmware files.

B Server software is any software that is destined to be installed on the
Xcalibur servers, such as Xcalibur software updates, MMC snap-ins and
Xcalibur Policy enhancements.

All installable and distributable software is first loaded into the Xcalibur
database using the Farm Software Repository interface and then distributed
from there to the Front End Servers from where it becomes available for Thin-
Client Devices.

Software deployment files can be obtained from any Xcalibur Front End but
ideally, clients will connect to servers residing on their own local area network
rather than connecting to remote servers. This is accomplished by placing the
local servers at the top of the Xcalibur Server List sent to clients via DHCP
SNMP or DNS during the discovery phase.

The software deployment files are transferred using the Independent
Management Protocol used for client-server communication. This allows the
distribution to benefit from built-in protocol features such as compression and
bandwidth control.

Software Deployment Concepts
Software Deployment refers to the deployment of:
B Plug-ins

Hotfixes

|
B Firmware files
B Recovery files

Trigger Software Deployment process

Software deployment is performed by using a three step mechanism that can
be initiated as a result of logical or physical management requirements.
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Policy based Software Deployment:

Software deployment is initiated based on logical management requirements.
Xcalibur Administrators can initiate software deployment based on the logical
structure of the organization as represented by the Active Directory, by
creating an Xcalibur Policy. The policy specifies what software to install and it
can be assigned to any Active Directory level from the Xcalibur Directory
Manager MMC snap-in. All target devices affected by this policy will connect
to their local Installation Service providers to retrieve the software files.

Task based Software Deployment:

Software deployment is initiated based on management requirements using
physical location of the Thin-Client Device. Xcalibur Administrators can initiate
software installation based on the physical structure of the organization as
represented by the Xcalibur Farm, by creating a Management Task. This task
specifies what software to install and is assigned to devices residing under the
Farm, Site or IP Scope levels from the Xcalibur Farm Manager MMC snap-in.
All target devices affected by this task will connect to their local Installation
Service providers and retrieve the software files.

Note Defining a software standard which specifies what firmware and plug-in
file versions will be used is highly recommended. This standard should
be applied to all client devices throughout the organization. When a
change to this standard is required for a particular reason, a new
standard should be developed and applied in addition to the original
one.
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Software Deployment Flowchart

=)

Policy based Task based
Software Deployment Software Deployment

-»w

: Xealibur Site 1P Scopes

300

"""" Xcalibur Site IP Scopes

Farm Installation Servic%%
Site Installation Service %}

IP Scope Installation Service

Software Deployment Mechanism

The following explains the steps taken during software deployment whenever
plug-in; hotfix, upgrade or recovery files are deployed:

B [nstallation Request Generation: In order to initiate software deployment an
installation request must be sent from the Thin-Client to the server running
the Installation Services. The client will send such a request when
triggered to do so by either an Xcalibur Policy or by a Management Task.
An installation request includes the name of the software to be installed
and additional installation options.

B [nstallation Request Initiation: When a client is triggered to initiate an
installation request, it first verifies that the requested software is not
already installed and then initiates the request to the server running the
Installation Services.

B [nstallation Services: The Installation Services are responsible for plug-in,
hotfix, upgrade and recovery installations on Thin-Client devices. See the
next section for further details.
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Installation Service Providers

Installation service providers are Front End Servers running the following
services:

B Plug-in Installation Service

B Hotfix Installation Service

B Upgrade Installation Service
B Recovery Installation Service

All Installation Services share common options. Therefore the descriptions
specified here are suitable for all services.

An Installation Service is responsible for the installation of software on client
devices. This service is available on all Front End Servers and is configured
through the Farm, Site and IP Scope levels. The service has configurable
properties including service operation hours (schedule), bandwidth limits and
maximum simultaneous connections. Once a Software Installation Request is
received by the Installation Service it is added to the service queue for
processing.

Note Installation Request Generation for firmware recovery is automatically
initialized by the client in case of a firmware crash.

Software Deployment Guidelines

Network Topology Perfection:

In either policy or task based software deployment scenarios the actual
installation process is always applied according to the Installation Service
settings defined under the Farm, Site and IP Scope levels. This gives high
level administrators the freedom to manage software deployment from any
logical or physical level while knowing that the actual process will consider the
network utilization settings as uniquely defined for every branch or physical
site.

Software standard:

A software standard should be based on the aim of achieving the fewest client-
side software updates to generate the lowest bandwidth while still achieving
low software maintenance overhead.
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Update policy:

All software is liable to become outdated. Version updates should be carefully
considered as in many events updates might not be worthwhile. An update
policy including plug-in, hotfix and firmware subchapters should be
established. This policy should determine a minimum target period of at least
8 months for a software version to be live before it needs to be updated.
During this period, with the exception of emergencies, no software updates
should be allowed. This will provide system stability and reduce the software
maintenance overhead as much as possible. Whenever a new software
version is to be released a careful study must be made prior to replacing the
current version. This study should provide a benefit / cost table summarizing
the advantages of the newer version and the relevance / impacts to the project.
Please note that in some cases, server side software updates including Citrix
and Windows, might be required in order to support new client side features.

Plug-in Updates:

Plug-ins are compact client-side applications that can be installed on Chip PC
Thin-Client devices. The Plug-in technology makes keeping client-side
software up to date possible without the need to fully upgrade the client's
firmware. This way, for example, the ICA client application can be updated
once a newer version is released, tested and found essential for the project
needs. Due to the small file size factor, the plug-in installation process is fast,
less bandwidth consuming and considered highly reliable in terms of the
client's operating system stability. In some cases, plug-in updates require the
latest hotfix installation.

Hotfix Updates:

A hotfix is a small software package usually containing operating system
update files. The Hotfix technology makes keeping the client's operating
system up to date possible without the need to fully upgrade its firmware each
time. This way, for example, driver updates or bug fixes can be applied to
clients in a low bandwidth consuming, highly reliable way. In general, hotfixes
relating to system stability should be given higher priority than others. New
hotfix releases should be checked for compatibility and thoroughly tested with
earlier plug-in versions as necessary before deployment.

Firmware Updates:

The client's Windows CE based firmware should be infrequently updated. New
firmware releases mainly occur when a new Windows CE operating system is
released by Microsoft.
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Software Deployment Procedure

The following settings are needed to setup the software deployment
mechanism:

B Add software packages into the Software Repository.

B Configure the Installation Services under the Farm / Site / IP Scope.
B Use Xcalibur Policy for Software Deployment.

And / or

B Create a Task for Software Deployment.

B Monitoring Software Deployment

Adding Packages into the Software Repository

:m Xcalibur - [Console Root' Xcalibur Farm Manager' Administrative 5uite"-.,50ftwarf.-;§z

% File  Action Miew Fawvorites  Window  Help

2 | AR RPRE 2| .

E&; wcalibur Farm Manager ;I Package Mame | version 1nf
=i Adriniskrative Suite Citrix ICA 9,04 9.0402
""" 9 Database Bl Customized System Screen 4,2006
B é&i Farm Front End Servers &R Chip PC Domain Authentication Provider 1.0000
""" L Ste :ﬁ.l55|gneu:| Servers & Microsoft Inkernet Explon 5.0 for windows CE 6.0004
""" l‘f? Certificates “Microsaft RDP 5,20 5.2001
..... id
— Install Package. .. rovery Jack PC/E : .
E?:'&_I ;'EEL : overy Extos.s  ViEW the Properties of
UE'E Wi * .. = connection INStalled Packages
..... & Una '
_____ : Uniic New Window from Here — Lyop o wve prnne, L N
E]---@; Find  Mew Taskpad ‘Wiew. .. shem Resto T ko 6.5.3 1.0000
B4 Sikes ctemn Restore Jac T k06,53 1.0000
. . Refresh icomm Terri 3
=-Ell Defe _ icorn Terrnir
o7 I PEEEE Vi Run the Package 13
R mware Upg  Installation Wizard 10
e rl r\_cl_uvcl T I I T ware Upgrac. - ~ead00

The Package Installation Wizard guides you through the process of adding
software packages into the Software Repository.

Run the Package Installing Wizard:

B Expand the Administrative Suite container located under the Xcalibur Farm
Manager snap-in.

B Right click the Software Repository container and select the Install
Package...option.

B Press Next at the Welcome screen and then browse to the folder where the
package files reside.

B Select the package that you wish to install, for example: vncinstallpack.xcp
for the VNC Package, press Open and then Next.

B Make sure that the package name, version and description match your
desire and press the Install button to begin the installation.

B Press Finish to complete the installation wizard.
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Package Properties

Properties _ ' d |
Farm Components | Deployment Components |
Genetal A0 & PE Components

@ IlEr & M

Modules:
Module Mame | Size | Yersion |
vnc_subclass, dll 200704 4,374.1.1
deployinforvnc, dll 25038 4,324.1.1

Reqistry files:

File Mame | Size |
WM _Install_Reg. xml 13767

Config files:
Guid | size |

(0] 4 I Cancel apply

Typically a software package contains 3 content categories:

B Policy Editor Components: These files enhance the Xcalibur Policy Tree to
support the configuration of the installed software.

B Server Farm Components: These files enhance the Farm Manager snap-in
to support the configuration of the installed software.

B Software Deployment Components: These files are installed on client
devices during the software deployment process.

Viewing package properties:

B Expand the Administrative Suite container located under the Xcalibur Farm
Manager snap-in and select the Software Repository container.

B In the right view pane select a package, right click it and then click
Properties.
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Set Conditions for the
Installation service at the
Farm/Site/IP Scope Level

| Ik I Zancel apply

The Plug-ins, Upgrade and Hotfix Installation Services share common options.
Therefore the descriptions specified here are suitable for all services (for

recovery, see the Recovery Service Configuration section described further in
this document).

Installation Service settings are specified from the Xcalibur Farm Manager
shap-in and can be set at the Farm, Site and IP Scope levels. As default, child
object settings are inherited from parent levels. Therefore settings defined
under the Farm affect all Sites and settings defined under the Site affect all IP
Scopes that belong to that Site.

Once inheritance is disabled, settings from the level which is closer to the
device override higher levels.
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Tﬂ] Farm Manager - [Conscle Rooth Xcalibur Farm Manager' Sites', Default Siteh Tasks' Plug

Installation Service Configuration:

B From the Xcalibur Farm Manager snap-in right click the Farm / Site or IP

Scope, and then click Properties.

B Select the Installation Service Tab for the service that you want to
configure (e.g. Plug-ins Service / Upgrade Service / Hotfix Service).

B Clear the Inherit from Parent checkbox to disable inheritance.

B Maximum Connections: Set the maximum number of simultaneous client

connections that can be connected to this service at the same time.

% File  Action iew Favorites ‘Window  Help
¢+ AmRB|R2PL| 2 POHE YY" SR
;_i Console Rook Last State i Levice MAC I Last Report Time i
Q #ealibur Farm Manager & alive 000535014446 3/7/2005 2:201...
b | Administrative Suite & alive 000535014419 3/7/2005 2:20:,..
B- 11,1 Sites B alive 000535014546 3/7/2005 2:20:...
E Delfa""t Al & slive 000535014444  3/7/2005 2:20:,.,
B- q‘ : _TiSkuspgra i & alive 000535014421 3/7/2005 2:20:...
- B alive _ , 3/7/2005 2:20:...
e EEET:EW & aive Plug-ins Service 317/2005 2:20:...
“;é AD - B Queue 3/7/2005 2:20:...
‘ thentication
L:ﬂ | ._E_, Alive LUUsSa0 L 2 3IFIZ005 21201,

B Bandwidth, Kbps: Set the maximum bandwidth to be utilized by each client

connection during the installation process.
B Working on: The installation service constantly listens for client requests.

Once a request arrives, it is added to the service queue and will be
handled during the service Working Hours.

= Working Hours: Specify when the service becomes operational (e.g.
Off-Work hours / Midnight...

etc)

= Always: The service immediately answers client requests.

= Manual Permission: Client requests are queued until an administrator
manually approves them from the Tasks container.

B Press OK to close the Properties window.

Note Client requests pooled by the Installation Services can be viewed under
the Farm \ Site \ IP Scope \ Tasks \ %lInstallation Service Name%

container.
Note
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To manually approve a client's request, right click the client name and
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Use Xcalibur Policy for Software Deployment

Xcalibur Policy can be used for software deployment. Once creating a policy
that contains software installation settings and linking it to an Active Directory
object, Xcalibur will install this software on all the Thin-Clients that are affected
by this policy.

Domain

Xcalibur Policy

For example, linking a policy which is configured to install the RDP 5.2 plug-in
to OUL will result in this plug-in being installed on all the Thin-Client devices
that are assigned to this Organizational Unit and to all child Organizational
Units.  Any device that is moved into this Organizational Unit will
automatically retrieve the installation settings during Xcalibur Policy
application. The device then triggers an installation request and is added to the
installation service queue. The software will be installed on the device
according to the installation service Working Hours settings.

By using Xcalibur Policy for software deployment, you can make sure that all
the Thin-Clients that belong to a specific Domain or Organizational Unit will
have the same software installed.
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Plug-in Installation Policy Properties

i PolicyEditor - [Console Root Installa

k,%] File  Action Yew Window  Help
& = | B2

[ Console Root
=¥ Installation Palicy
=1+ Device Configuration
{:| Metwork and Cornrmunication
l:] Operaking Systems
[#-{_] Peripheral Settings
-] Windows Components
45 OF Hotfix and Upgrades
{2 Prinking Solution
El D Installable Software Module
#-{Z7] Connectians
- [ wmic
Bl Customized System Scre
{:| Deployment Settings
[#-{Z7] User Configuration

Installation Policy Properties ed |

Settings | E:-:plainl Supported Clients

WM iz remote contral software that allows pou b view and
interact with zerver using a  viewer on another computer
arywhere an the Intermet.

™ Mot Configured Erey |
% Enabled
" Dizabled LI
Operation Type ||nsta|| j
File Placing
[” Prohibit Flash Usage

Dawnloading options s Policy HemeJ

[ Prohibit Bam-File uzage
™ Prohibit On-Line file obtainment

Add application icon to

[T Deskiop [T Start Menu
[ Settings Menu [T System Tray

Startup optionz

¥ Fun plugin on startup Fiun Order |1 3:

k. I Cancel | Apply |
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Configure Xcalibur Policy for Plug-in Software Depl oyment:

Create a new Xcalibur Policy

In the Policy Tree expand the Device Configuration \ Installable Software
Modules container.

Right click the name of the software that you want to install and then click
Installation Policy...

Enable this policy to install the selected software.

File Placing: as default, plug-ins are installed into the device flash (Disk on
chip). File placing settings allow specifying alternate locations.

B Prohibit Flash Usage: Prevents plug-in files from being installed on the
flash. Once selected plug-ins will be installed into a RAM-File. A RAM-
File specifies that the RAM Memory can be used for Plug-in files
storage. Plug-ins installed into RAM-File are retrieved once (during
installation) from the network and then run from the RAM-File until the
next device boot. Use the RAM-File option when you run out of flash
storage space.

B Prohibit RAM-File usage: Prevents plug-in files from being installed into
the RAM.

Downloading Options: as default plug-in installation is triggered during
Xcalibur Policy application. The Downloading Options allows further
customizing the installation options.

= As Policy Received: this is the default settings. Once the Xcalibur
Policy is applied, the Thin-Client triggers an installation request and
waits for the Plug-ins Installation Service Working Hours.

= On-Demand: Installs plug-ins in a dynamic way. Plug-ins are only
installed if required. The installation process is initialized once the plug-
in is required.

Add Application Icons To: Specify whether to place an icon on the Desktop
/ Start Menu / Settings Menu / System Tray.

Allow Local Operator To: Specify the access rights local users will have on
this Plug-in.

= Uninstall: Allows the local user to uninstall the Plug-in.
m  Configure: Allows the local user to configure the Plug-in.

Start-up Options: Specify whether the Plug-in will be activated during the
boot process.

Press OK to close the Installation Policy Properties window and then close
the Policy window.
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Initiate an 0.5 Hotfix Installation Reques!.;';i e |

Hotfizs | E:-:plainl Supported Clients
Initiate an 0.5 Hotfix Inztallation Bequest
Tl
¢ Nat Configured Fres |
¥ Enabled
" Digabled Ll
Platform : I

Software Yersion: Select package ...

Hutfis: I

(] 4 Cancel Apply
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Select Package l
seleck package From the Lisk:
Mare ' Version i PlatFarm l

okfiz 2.0 Package for ., 2 S000

Package! | Huotfix 2,0 Package for xtreme PC

Ok Cancel

Configure Xcalibur Policy for Hotfix Software Deplo yment:

Create a new Xcalibur Policy

In the Policy Tree expand the Device Configuration \ OS Hotfix and
Upgrades container.

In the right view pane, double click the Initiate an O.S Hotfix Installation
Request item.

Enable this Policy to install the selected software.

Installation Options: Select the Hotfix version to install. Once the Xcalibur
Policy is applied, the Thin-Client triggers an installation request and waits
for the Hotfix Installation Service Working Hours.

= Try to install the latest software hotfix: This will automatically install the
Hotfix with the highest version number.

= Select the Hotfix version from the list: Press the Select Package button
to browse through the Hotfix package list (obtained from the Software
Repository) and manually select which Hotfix version to install.

Press OK to close all property windows and then close the Policy window.
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Firmware Upgrade Installation Policy Properties

Initiate Firmware Upgrade Request ied |

Upgrade I E:-:plainl Supparted Clisnts

|nitiate Firmware Lpgrade A eguest
15

™ Mot Configured Brew

{ Digabled Heat

0
g
=
&
&

Platform : I

Select package ...

S oftware Yersion; I

[” Force upgrade to this version

Select Package
Select package from the List:
Marne Version Platforr
Firmware Upgrade EFT ... 1.0000 wkreme Ex G000
Firmware Upgrade Ex .., 1,0000 wkreme Ex 2000
Package: I Firrmware lpgrade EFL 6.5.3
(] Cancel

Chapter 7 - Software Deployment

Xcalibur Global - Administrator's Guide 95



www.chippc.com
Making IT a Complete Solution Ref: DG018U-3.1

Technolog|es =4

Configure Xcalibur Policy for Firmware Upgrade Depl oyment:
B Create a new Xcalibur Policy

B In the Policy Tree expand the Device Configuration \ OS Hotfix and
Upgrades container.

B In the right view pane, double click the Initiate Firmware Upgrade Request
item.

B Enable this Policy to install the selected software.

B Press the Select Package button to browse through the Firmware Upgrade
package list (obtained from the Software Repository) and manually select
which Firmware version to install.

B Press OK to close all property windows and then close the Policy window.

Once the Xcalibur Policy is applied, the Thin-Client triggers an installation
request and waits for the Upgrade Installation Service Working Hours.

Create a Task for Software Deployment

'Fﬁ ¥calibur - [Console Root' Xcalibur Farm Manager' Sites’Default Site’IP Scopes 1

% File  Action Yiew Favorites Window  Help

¢ A@EXFRB 2o PD NEowE" SR

I:I Console Rook Device MAC | IP Address | S Platform | Server IP
[#-2¢_ #calibur Directory Manager & el 172.16.0.55 6.5.3Buld 120... 172,160,
EI--Q; *calibur Farm Manager & it ired 172.16.0.54 6.5.1Build 132... 172,160,

.,.,J Administr ative Suite B innnsasn1415F 172.16.0.51  6.5.1 Build 162..,  172.16.0,

= JS'tEEF - B 00053501456 | 172.16.0.52 6.5.3Buld 120, 172.16.0,
E'"';E i:EI aT'-' ks'e B ooosasorgter 172160055 6.5.3Buld 122.. 172,160,
as

El 'ﬁ IP Scopes

I —}S 172,16.0,51 - 172.1
ol | Front End Servers

----- wa Clients

...... L83 Lsers

Select Thin-Clients from
the Farm Manager shap-in

Task Allocation Wizard:

The Task Allocation Wizard allows you to trigger the software deployment
process from the Xcalibur Farm Manager snap-in. This way, you can install
software on target devices regardless of the Xcalibur Policy based Software
Deployment method. The Task Allocation Wizard is especially useful for
troubleshooting and testing scenarios where you want settings to apply
immediately on target devices.
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g ‘Welcome ta the Task Allacation Wizard
LT

This wizard helps wou create a software deployment task,
Tasks allocated by this wizard Follow the deployment rules
defined under the Installation Service setkings for scopes,
Thetefore, For example, a Plug-in installation task will be applied
according to the Plug-ins Service settings specified under the
properties of the IP Scope that the client belongs o,

Click “Next” to
access Wizard

To conkinue, click "Rext",
Press Cancel to abork the wizard.

< Eack

SqF:I:I_Nare Twpe Selection

Specify the bype of software that you wankt b inskall:

I.ﬁ.uthenticatinn Provider j

sauthentication Provider

Plug-in jponent -
Plug-in Data le. Marious
Gys Restore w of

Upgrade E and Llser

Domain Authentication Provia. "aws securely

=]

To conkinue, click "Mext",

Press Cancel ko abart the Wiz Select the type of
Software to install

< Back I Mexk = I Firish | Cancel
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Software ko Install

Specify the softiware Ehat you wank koinstall.

sofbware name:

b_hip PiC Damain F'.Itherltil:-fltil:lrl Provider

—Installation Options

Install only if the ta =t wersion is newer than the
version already inst

Install automaticall wrdless of the software
wersion already ins

" Unnstal
Select Software

To continue, click s Packaae tO Install
Togo back ko previoa. -~ =~ :

Press Cancel ko abort the m.uzaru:l

Task allocation Wizard i x|
Targek Platform Filker
Specify which hardware and software models should be affected
by this wizard,
Hardware platform:
T
Software platform:
Jai |
Specify Target
Client Hardware
To continue, click "MNext", and Software
Ta go back bo previous step, dlick "Ba
Press Cancel to abork the wizard,
% Back I Mexk = I Firist | Cancel |
Task Allocation Wizard x|

< Back I Mext = I Finish Cancel
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Task allocation Wizard x|

Ready to allocate:

Mote: Devices affecked by this task might reboot, As

£1 consequence; user work will be interrupted.

Software name; Chip PiC Domain futhentication Prowvid
Sofbware bype: Buthentication Prosvider

Targek HW Flatform; HErenme B X

Target W Platform: f,5.0

Ceployment. Options: or-Demand :j

‘On-Demand
The wizard is ready to allodas policy Redeve
Click Firish to-allocate the E35E:
If wou wank to review or change the tas' -ettings, click Back.
Press Cancel to abort the wizard,

: View Summary and
< Back I HExt = Set Deployment

Option

How to run the Task Allocation Wizard:

From the Xcalibur Farm Manager snap-in expand the Farm \ Site \ IP
Scope view and select the Thin-Clients on which you want to install
software.

Right click the selected devices and click the All Tasks \ Task Allocation
Wizard...option.

At the Welcome screen press Next.

From the Select Task scroll down menu, choose the type of action to
perform (Hotfix / Upgrade Plug-in installation) and then press Next to
continue.

To apply this task on clients running a specific hardware and/or firmware
versions use the scroll down menus. Choose the All option to affect all the
clients that where selected in step 1 and press Next to continue.

From the scroll down menu select the package version that you want to
install.

Installation Options:

= |nstall only if target version is newer: Install the software if the client is
running an older software version. The software will be installed on
clients that do not have this software at all and on clients that run older
versions of this software. Clients that already have this software version
installed will not be affected by this task.

= |nstall automatically regardless of the software version: Force the
installation on all selected clients even if this software is already
installed.

= Uninstall: Uninstall this software.
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Recovery

B Press Next to continue.

B View a summary of the task settings. When installing Firmware Upgrades
and Hotfixes the Task Allocation Wizard immediately triggers clients
address the installation service. However when plug-ins are installed you
can choose between two downloading options:

B As Policy Received: Once the Task settings are sent to the client it
triggers an installation request and waits for the Plug-ins Installation
Service Working Hours.

B On-Demand: Installs plug-ins in a dynamic way. Plug-ins are only
installed if required. The installation process is initialized once the plug-
in is required.

B To complete the Task and apply its setting press Finish.

Recovery is the process of restoring the client's firmware. During this process,
a recovery image is installed on clients that suffer from a fatal firmware crash.

Devices that fail to boot due to a firmware crash automatically enter a recovery
state. In this state the client sends a request for recovery to the Recovery
Installation Service. This request is first sent by using the Xcalibur Independent
Management Protocol. If the initial request fails, the client initiates a second
request using PXE protocol. As response the Recovery Installation Service
uploads a small-sized firmware version taking less bandwidth therefore
shortening the recovery process duration as well as making it more reliable.
Once recovery completes a full firmware upgrade can be initialized through the
standard upgrade procedures.

Initial settings for Recovery:

As default, no client side settings are required to support recovery. The client's
firmware has a built-in mechanism that enters the recovery state in case of a
failure.

For increased security, it is possible to set a recovery password (also known
as shared secret) that will be used during the recovery process initiation. Once
set, both the client and the Recovery Installation Service must be configured
with the same shared secret for mutual authentication. In case of a mismatch
between the client's and service's password the recovery process is aborted.
This allows preventing an unrecognized service from uploading recovery
images on client devices.
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Using Xcalibur Policy to set Recovery Shared Secret on client
devices:

Xcalibur PXE Settings 7] x|

Settings | E:-:plainl Supported Clients

L‘}] Set Client-Side =calibur F=E Settingz

" MNat Configured Prew

Hest

i

Specify shared zecret:

Shared zecret: I

Canfirm shared secret; |

Specify a Password for
recovery Authentication

k., Cancel Apply

B Create a new Xcalibur Policy

B In the Policy Tree expand the Device Configuration \ Network and
Communications \ Recovery \ PXE container.

B Enable this policy to apply its settings.
B Specify a shared secret, press OK and then close all property windows.

Note Xcalibur Policies do not apply on clients that are in Recovery state.
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Recovery Installation Service Configuration

Default Site , 172.16.0.51 - 172.16.0.199 2| x|
HotFix Service I Plugins Service I Client Discowvery
Praotocol Settings I Mokes | Palicy Updater
izereral | Authentication Properties  RECOvery service | pgrade Service
. . .
+* ¥/ Recovery service settings for scopes
I Inherit Fram Parent —
Mairurn conneckions: I 100 j
Shared secret: I
Bandwidth, kbps IUSE protocol settings vJ
Working on: IF'.Iways j L I '

Set Conditions
for the Recovery
Service

PlatForm | Package version |
Ly 0f6.53)

B0 0{653) 1'

Recovery Installation Service Configuration:

B From the Xcalibur Farm Manager snap-in right click the Farm / Site or IP
Scope, and then click Properties.

B Select the Recovery Service Tab.
Clear the Inherit from Parent checkbox to disable inheritance.

B Maximum Connections: Set the maximum number of simultaneous client
connections that can be connected to this service at the same time.

B Shared Secret: Set a password for the Recovery Service.

B Bandwidth, Kbps: Set the maximum bandwidth to be utilized by each client
connection during the recovery process.

B Working on: The Recovery Service constantly listens for client requests.
Once a request arrives, it is added to the service queue and will be
handled during the service Working Hours.
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System Restore

= Working Hours: Specify when the service becomes operational (e.g.
Off-Work hours / Midnight...etc)

= Always: The service immediately answers client requests.

= Manual Permission: Client requests are queued until an administrator
manually approves them from the Tasks container.

B Press the Select Package button to browse through the Recovery package
list (obtained from the Software Repository) and manually select which
Recovery package version to install.

B Press OK to close all property windows.

System restore is the process of restoring the client's firmware. During this
process, a recovery image is installed on clients that suffer from a fatal
firmware crash.

System restore can also be used to create an image once then installing it on
multiple Thin-Clients that need to share the same settings.

The system restore image is created by a Thin-Client (see User Guide: Image
6.5.x on www.chippc.com) and stored in the repository container on Xcalibur.
Install Package to Repository

Once a system restore image has been created by the Thin-Client it needs to
be uploaded to Xcalibur in order to be available for future recovery.

':m Xcalibur - [Console Root' Xcalibur Farm Manager' Administrative Suite' Software Repository]

‘) File

Action  Wiew  Fawvorites  Window  Help

«o | BEFE @

(L] Console Rogk

Package Mame \ersion Info

= ;}i #ralibur Directory Manager Citrise TCA 9,04 q9.0402
= G main, support.cam Bl Customized System Screen 4,2006
g I Computers ik Chip PC Domain Authentication Provider 1.0000
' I-"‘-i DD'T"_E"” Cu:untr_u:uller_s ) @ Microsaft Internet Explorer 6.0 For Windows CE &,0004
1__| ForeignecurityPrincipals ‘E,;JMicru:usu:uft RDP 5,20 5. 2001
- ?::':'gram Data [l Recovery Jack Pl to 6,5.3 0,0000

- p
L“‘l loers [BlRecovery EX to 6.5.3 0.0000
- o %G Users gRethe Cannection 4,2000
a g S 5 : 1.0000

----- wa All thin clients

EI--‘: wealbur Farm Manager = S\,-'stem Restare Ex Sxxx b0 6.5.5 1.0000
B W! Adminiskrative Suite & System Restore Jack PC [ G0 ko 6,5.3 1.0000
..... 3 Database 2 pericom Terminal Emulation 5.0103
Q Fatm Front End Servers LIItra'n.fNC 4.72003
H (EI Site Assigned Servers Fitrware Upgrads EFI 6.5.3 1,0000
lﬂ Certificates Firmware Upgrade Ex 6,5.3 1,0000

if) SDFtware Fepositary

S immmsime
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Install Recovery Package onto Xcalibur:

B Under the Farm Manager, right click the software repository container

:ﬂl Xcalibur - [Console Root' Xcalibur Farm Manager' Administrative Suite' Software Rep

% File  fAction  Miew  Fawvorites  window  Help

e~ | Bm BB @]

[:l Console Fook Package Mame |
EIJ}Q ¥ralibur Directory Manager Citrix ICA 9,04
EO rnain, support, com Bl customized System Screen

] Computers ik Chip PC Domain Authentication Provider

i'l .
& Domain Contrallers 48 Wicrosoft Internet Explarer 6.0 For Windows CE
[Lj FaoreignsecurityPrincipals %Microsuft ROPE.20

[L% ?rcc'gfal'ﬂ pata [ Recovery Jack PO to 65,3
) Users [FIRecovery EX ta 6.5.3

g Remote Connection
ﬂSystem Restare E¥ 500x ko 6.5.3

- G Users
----- ¥ Al thin clients

EIQ; scalibur Farm Manager ﬂSystem Restare E¥ Sxwxx to6.5.3
= Administrative Suite I 5ystem Restare Jack PC | G to 6,5.3
- [@ Database Sllpericom Terminal Emulation
- % Farm Front End Servers [@uitravnic
] site Assigned Servers [Z] Firmware Upgrade EFI 6.5.3
I.ﬂ Certificates Firmware Upgrade Ex 6.5.3

&

-5 Licensing | Install Package. .. |
(@ Backed up Sit
- Unassigned C
- I Unlicensed Cl

Wiew 4
Mew Window From Here

-8, Find Mew Taskpad Wiew. ..
-1 Sites
= Refresh
Expart List...
Help

B From the dropdown menu choose the Install Package option.
B On the Install Package Wizard click Next to continue

Package Installation Wizard il

EE.',' welcome ko the Package Installation wizard

This wizard helps you install software packages inta the Xcalibur
Database,

Packages may contain server side software destined ko be
installed on ¥calibur servers, such as updates, MMCs, Policy
enhancements__ekc, or, client side software destined bo be
installed on client devices, such as, plug-ins, firmware
files...etc, ar both,

To continue, click Mext,

= Bach RSt | Cancel |
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B Click on the Browse button to choose the system restore from its location.
B Click Finish to complete procedure

Deploy System Restore on Multiple Thin-Clients

System restore image can be deployed on multiple Thin-Clients through the
“Task allocation Wizard” (see p. 90).

Monitoring Software Deployment

From within the Xcalibur Farm Manager you can monitor the software
deployment process.

Authentication I Recovery Task I Plugin installation
General | Real Time Info I Licenses
Upgrade|System Restore | Hotfie | Send Policy | System

i I Date and Time I Extended Task Status

302005 11:12:38 8M  Client already has required saffware version
3M10/2005 11:12:35 &M Upgrade successfully done using Xcalibur p
3M10Jz005 11;12:358 aM - Client already has required software versic
3/10/2005 11:11:38 AM  Upgrade started using Xcalibur protocal
3M10J2005 11:11:37 &M Clienk has manual permit ko upgrade
3M10/2005 11:05:45 AM  Wait for manual confirmation

[y R Y I L

View Software
Deployment Status
and History

4 | +
Sh.:.w:l 20 *I events Fram: 0 L & | @ | 9 af

| Ik I Zancel | Apmy, |
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KR_000535012969 - 7] x|
Authentication I Recovery Task, I Plugin installation
pgrade)System Restore | Huokfix | Send Palicy I Syskem
General Real Time Info Licenses

DB Info:

i | Drate and Time | Task, Mame | Task Status -
1 5J22/2006 12:23:36 PM  Swskem Execute YR command :

2 Bl22/2006 12:22:143 PM | Swskem Conneckion skarked

3 8f22/2006 12:22:39 PM | Swstem Conneckion created/moc

4 §f22/2006 12:21:35 PM | System Desktop started

5 S/22/2006 12:21:32 PM  Send Policy Empty policy was sent —
A 8f22/2006 12:21:31 PM | Authenticakion  User successfully loggec

T 8l22/2006 12:21:23 PM | Authentication  waiking For user logon

g  g8fz2zfz006 12:21:21 PM | Send Palicy Emphy palicy was sent

9 222006 12:21:21 PM | Svskem Device policy requested

10 8/22/2006 12:21:21 PM  License Infao TC - side license informa
4] P Y PPV R E—— - | -
Show: | 20 * | events From kotal; 3315 e |
Real Time Info: v auko Scrall
B22I2006 12122143 PM ¢ Conneckion skarked

View Software
RTI Host: SUPPORT <G, main. suppork, com Dep|0yment Progress

ITI Cancel I|n Real Time

B Viewing Installation Service Queues: Under the Farm \ Site \ Tasks \ %
installation Service Name% container you can view the installation service
gueue and manually Decline or/ Accept client requests.

B Viewing Software Deployment History: Information regarding software
deployment history can be viewed under each client's properties, within the
Upgrade, Hotfix, Recovery and Plug-in Installation tabs.

B Monitoring Software Deployment in Real Time: Real time information
including policy application, software deployment and more is displayed
under the Client Properties \ Real Time Info tab.
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Appendix A Advanced Features

In addition to the features detailed in the previous chapters, the following
advanced features are available:

B ThinX (Linux) Device Management
B Session Desk

B Super User

B VDI Broker

B Microsoft SMS Integration

Technical information regarding the above features is available in separate
documents as follows:

B How to Setup NFS for Xcalibur Global (Ref# DL121H)
B How to Use a Superuser (Ref# DG079H)

B Xcalibur Global — Session Desk (Ref# DG077U)

B Xcalibur Global - VDI Broker (Ref# DG076U)
|

Asset Management of Chip PC Thin Clients via Microsoft SMS 2003
(Ref# DGO78B)
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