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COPYRIGHT NOTICE 
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All rights reserved. 

This product and/or associated software are protected by copyright, international treaties 
and various patents.  

This manual and the software, firmware and/or hardware described in it are copyrighted. 
You may not reproduce, transmit, transcribe, store in a retrieval system, or translate into any 
language or computer language, in any form or by any means, electronic, mechanical, 
magnetic, optical, chemical, manual, or otherwise, any part of this publication without 
express written permission from Chip PC. 

CHIP PC SHALL NOT BE LIABLE FOR TECHNICAL OR EDITORIAL ERRORS OR 
OMISSIONS CONTAINED HEREIN; NOR FOR INCIDENTAL OR CONSEQUENTIAL 
DAMAGES RESULTING FROM THE FURNISHING, PERFORMANCE, OR USE OF THIS 
MATERIAL. 

The information contained in this document represents the current view of Chip PC on the 
issues discussed as of the date of publication. Because Chip PC must respond to changing 
market conditions, it should not be interpreted to be a commitment on the part of Chip PC, 
and Chip PC cannot guarantee the accuracy of any information presented after the date of 
publication. 

This Guide is for informational purposes only. CHIP PC MAKES NO WARRANTIES, 
EXPRESS OR IMPLIED, IN THIS DOCUMENT. 

TRADEMARKS 

Chip PC, Xcalibur, Xtreme PC, Jack PC, Plug PC, ThinX, and the Chip PC logo are either 
trademarks or registered trademarks of Chip PC. 

Products mentioned in this document may be registered trademarks or trademarks of their 
respective owners 

The Energy Star emblem does not represent endorsement of any product or service. 

U.S. GOVERNMENT RESTRICTED RIGHTS 

The Software and documentation are provided with RESTRICTED RIGHTS. 

You agree to comply with all applicable international and national laws that apply to the 
Software, including the U.S. Export Administration Regulations, as well as end-user, end-
use and country destination restrictions issued by U.S. and other governments.  

The information and specifications in this document are subject to change without prior 
notice. 

Images are for demonstration purposes only. 
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Chapter 1 Introduction 

About 

The Xcalibur Global Session Desk enables the administrator to manage Terminal Server 
sessions. The following are of the available management tasks: 

 Listing the Terminal Server Sessions. 

 Listing the Terminal Server Processes. 

 Shadowing a Thin Client using VNC. 

 Shadowing a Terminal Server Session. 

 Logging Off a Terminal Server Session. 

 Resetting a Terminal Server Session. 

 Sending a Message to a Terminal Server Session. 

 View Thin Client information. 

Prerequisites 

1 Permissions 

The user accessing the Xcalibur Management Console must meet the following 
requirements in order to successfully shadow sessions: 

1. In Xcalibur Global, Read Data and Write Data permissions are required in Session 
Desk Permissions. 

2. In order to shadow an RDP session, standard shadowing permissions are required on 
the Microsoft™ Terminal Server. For details, refer to Microsoft™ documentation. 

3. In order to shadow an ICA session, standard shadowing permissions are required on 
the Citrix™ server. For details, refer to Citrix™ documentation. 

2 Client Software 

1. The ICA client must be installed the in order to shadow ICA sessions. 

2. The RDP client must be installed the in order to shadow ICA sessions (this client is 
usually preinstalled in Windows OS). 
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3 License 

Install the Session Desk client licenses into the Xcalibur Global Licensing. 

4 Enable Advertising 

When browsing for terminal servers in Xcalibur Global: 

 Only computers that are advertised as terminal servers can be shadowed. 

 By default, Windows 2000/3 servers that are installed with terminal services in 
application-mode advertise themselves and therefore appear in the Session Desk’s 
Terminal Servers list. 

 In order to shadow a session that runs on a Windows XP computer, it must be 
configured to advertise itself as a terminal server. 

The following registry modifications will configure a Windows XP computer to advertise itself 
as a terminal server and allow session shadowing: 

CAUTION! If the Registry Editor is incorrectly used, it may cause serious problems that may 
require the reinstallation of the operating system. Chip PC cannot guarantee 
that problems, which result from incorrectly using Registry Editor, can be solved. 
Use Registry Editor at your own risk. 

1. Locate the following registry key: 
HKEY_LOCAL_MACHINE \ SYSTEM \ CurrentControlSet \ Control  
\ Terminal Server  

2. Change the value of the TSAdvertise  DWORD value from 0 to 1. 

3. Change the value of the AllowRemoteRPC  DWORD value from 0 to 1. 
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Chapter 2 Session Desk Shadowing Configuration 
This chapter describes the procedure for configuring various settings that are required for 
successful session shadowing. 

Concepts 

1 Definitions 

 Shadow  – The shadow command allows the administrator to remotely view and control 
a Terminal Server session. The shadow command can only run from within an existing 
session. 

 Shadowed Session  – The target session that is being shadowed. 

 Shadowing Session  – The session from within which the target session is being 
shadowed. 

2 Terminal Services Shadowing Limitations 

There are three shadowing rules that are inherent in the Terminal Services technology. 
These rules are: 

 Shadowing can only be performed from within an existing session (cannot be 
performed directly from local Desktop). 

 The shadowing and the shadowed session must use the same protocol (ICA/RDP). 

 When shadowing, the shadowed session view replaces the active session view. 

3 Session Desk Shadowing Solutions 

The Xcalibur Session Desk is able to overcome the inherit shadowing limitations by 
implementing the solution described in the following table: 

Rule # Terminal Services Limitation Session Desk So lution 

1 When not working within a session 
shadowing cannot be performed. 

A new session, using the 
shadowed protocol, is 
opened. 

Shadowing is performed from 
within this session. 

2 

When working within a session and the 
shadowed protocol is different than the 
shadowing protocol, shadowing cannot be 
performed. 

3 

When working within a session and the 
shadowed protocol is the same as the 
shadowing protocol, the shadowed 
session view will replace the shadowing 
session view. 
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4 Configuration  

In order to implement Shadowing, the following parameters need to be configured in the 
Session Desk settings: 

4.1 Shadow Credentials (Optional) 

To Shadow a session, a new session (Shadowing session) must be launched. Shadow 
Credentials are needed to launch the new session. If Shadow Credentials were not 
previously configured (refer to Configuring Shadow Credentials), the user will be prompted 
for them. 

There are two types of Shadow Credentials: 

 Global Shadow Credentials – These are the default credentials that will be used by the 
Xcalibur Session Desk when shadowing. 

 MMC Shadow Credentials – These credentials apply only to the MMC on which they 
were configured. The credentials do not effect other MMC installations that are 
connected to the same Xcalibur Global Database / Front End Server. When these 
credentials are configured they override the Global Shadowing Credentials thus 
supporting a flexible security system. 

4.2 Shadow Settings - When Shadowing a Terminal Ser ver Session 

To shadow a session running on a Terminal Server, a new session (Shadowing session) 
must be launched. The new session can be launched on one of the following servers: 

 The Target Session Server – The server running the session that will be shadowed. 

 A different Terminal Server – The server name/address must be supplied. 

4.3 Shadow Settings - When Shadowing a Windows XP S ession 

To shadow a session running on a Windows XP Workstation, a new session must be 
launched. The new session (Shadowing session) must be launched on a different Terminal 
Server - The server name/address must be supplied. 
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Shadow Credentials Configuration Procedure 

1 Configuring Shadow Credentials 

1. On the Task Bar, point to Start  > Programs  > Xcalibur  Global 1.2  > Management 
Console . Click Management Console  to launch the Xcalibur Global Management 
Console. 

2. Expand the Xcalibur Farm Manager and select Session Desk  

 
Figure 1: Xcalibur Console Window – Path Expanded  

3. Right-click on Session Desk  to display a menu. 

4. On the menu, click Properties to display the Session  Desk  Properties  dialog box. 

 
Figure 2: Xcalibur Console Window – Session Desk – Menu  
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NOTE Step 5 is optional.. If MMC Shadow Credentials are not entered at this point the user 
will be prompted to enter the credentials upon the launch of a Shadowing session 
(refer to Shadow Credentials (Optional) for more information about MMC Shadow 
Credentials). 

5. In MMC Shadow Credentials tab, click Change  to open the Shadow Credentials  
dialog box. 

 
Figure 3: Session Desk Properties Dialog Box - MMC Shadow Credentials Tab  

5.1. In the Shadow Credentials  dialog box, type in the MMC Shadow credentials. 
Select a user account that has the required permissions to shadow sessions. 

 
Figure 4: Shadow Credentials Dialog Box  

5.2. Click OK to save the credentials and return to the MMC Shadow Credentials  
tab. 
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NOTE Step 6 is optional. If Global Shadow Credentials are not entered at this point the user 
will be prompted to enter the credentials upon the launch of a Shadowing session 
(refer to Shadow Credentials (Optional) for more information about Global Shadow 
Credentials). 

6. Click on the Global Shadow Credentials tab. 

 
Figure 5: Session Desk Properties Dialog Box - Glob al Shadow Credentials Tab  
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7. In Global Shadow Credentials tab, click Change  to open the Shadow Credentials  
dialog box. 

 
Figure 6: Session Desk Properties Dialog Box - Glob al Shadow Credentials Tab 

7.1. In the Shadow Credentials  dialog box, type in the Global Shadow credentials. 
Select a user account that has the required permissions to shadow sessions. 

 
Figure 7: Shadow Credentials Dialog Box 

7.2. Click OK to save the credentials and return to the Global Shadow Credentials  
tab. 
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8. Click on the Shadow Settings tab. 

 
Figure 8: Session Desk Properties Dialog Box - Shad ow Settings Tab 
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9. In Shadow Settings tab, the Server sessions shadow settings  section contains the 
parameters that are used when shadowing sessions on a Terminal Server. In this 
section perform the following: 

 
Figure 9: Session Desk Properties Dialog Box - Shad ow Settings Tab 

9.1. Select one of the following options in the Additional shadowing session is 
opened on section: 

 target session server  (recommended) - Select this option to open the 
Shadowing session on the same server that is running the Shadowed 
session. 

 specified server  - Select and type the name/address of a different 
server. Use this option to open the shadowing session on a server that 
is different from the server running the Shadowed session. 

9.2. Select the Always open additional session for shadowing checkbox.  

9.3. The Workstation sessions shadow settings  section contains the parameters 
that are used when shadowing sessions on a Windows XP Workstation. In this 
section perform the following:  

9.3.1. In the Sever for additional shadowing session  text box, type the 
name/address of the Shadowing Server. This will open a Shadowing 
session on a server that is different from the workstation running the 
Shadowed session. 

9.3.2. Select the Always open additional session for shadowing checkbox.  

IMPORTANT Do not select the Leave cmd window on the screen after exiting from 
shadow session check box. This option is intended for debugging purposes 
only. 

NOTE To shadow an RDP session that is connected to a Windows XP Workstation, 
Terminal Server advertising must be enabled. For details refer to the Prerequisites 
described in Chapter 1. 
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Chapter 3  Management 
The Session Desk feature enables the administrator to perform multiple management tasks. 
The following management tasks are described in this chapter: 

 Listing the Terminal Server Sessions. 

 Listing the Terminal Server Processes. 

 Shadowing a Session’s Thin Client (VNC). 

 Shadowing a Terminal Server Session. 

 Logging Off a Terminal Server Session. 

 Resetting a Terminal Server Session. 

 Sending a Message to a Terminal Server Session. 

 View Thin Client Information. 
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Selecting a Terminal Server  

1. On the Task Bar, point to Start  > Programs  > Xcalibur  Global 1.2  > Management 
Console . Click Management Console  to launch the Xcalibur Global Management 
Console. 

2. Expand the path: Xcalibur Farm Manager \ Session Desk  

 
Figure 10: Xcalibur Console Window –Path Expanded 

3. Select Terminal Servers  

4. Right-click on Terminal Servers  to display a menu. 

 
Figure 11: Xcalibur Console Window – Terminal Serve rs – Refresh 
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5. On the menu, click Refresh  to view a list of available Terminal Servers in your network. 

 
Figure 12: Xcalibur Console Window – Terminal Serve rs - Refreshed 

6. Right-click on the desired Terminal Server to display a menu. 

 
Figure 13: Xcalibur Console Window – Terminal Serve r – Refresh 
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7. On the menu, click Refresh  to view the Sessions  and Processes  of the Terminal 
Server: 

IMPORTANT In large networks, retrieving the complete list of servers might take some 
time. In order to prevent the necessity of repeatedly retrieving the server  
list, add the desired Terminal Servers to the Favorite Servers list. 

 
Figure 14: Xcalibur Console Window – Terminal Serve r - Refreshed 
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Managing Terminal Server Sessions 

1 Listing the Terminal Server’s Sessions 

Select Sessions  to view the terminal server’s sessions. 

 
Figure 15: Xcalibur Console Window – Terminal Serve r – Sessions List 

2 Listing the Terminal Server’s Processes 

Select Processes  to view the terminal server’s processes,. 

 
Figure 16: Xcalibur Console Window – Terminal Serve r – Processes List 
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3 Shadowing a Thin Client using VNC 

Shadowing a thin client using VNC enables the administrator to remotely view and control 
the thin client from which the terminal server session is running. 

1. In the right pane, right-click on the desired session to display a menu. 

 
Figure 17: Xcalibur Console Window – Terminal Serve r – Sessions List - Menu 

2. On the menu, select Shadow client (VNC) . 



  

 Chapter 3 - Management 

20  

Xcalibur Global - Session Desk 

Ref: DG077U-1.0 Chip PC Technologies 
www.chippc.com 

 

4 Shadowing a Terminal Server Session 

Shadowing a session enables the administrator to remotely view and control the user’s 
terminal server session. 

1. In the right pane, right-click on the desired session to display a menu. 

 
Figure 18: Xcalibur Console Window – Terminal Serve r – Sessions List - Menu 

2. On the menu, select Shadow TS session . 
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5 Logging Off a Terminal Server Session 

A session that has already logged-on can be forced to log-off. 

1. In the right pane, right-click on the desired session to display a menu. 

 
Figure 19: Xcalibur Console Window –Sessions List –  Menu – Log Off 

2. On the menu, select Log off . 
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6 Resetting a Terminal Server Session 

Resetting a session will terminate it without performing a proper log-off.  

1. In the right pane, right-click on the desired session to display a menu. 

 
Figure 20: Xcalibur Console Window –Sessions List –  Menu – Reset 

2. On the menu, select Reset . 
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7 Sending a Message to a Terminal Server Session 

This option allows the administrator to send a message to the device that is running a 
particular session. 

1. In the right pane, right-click on the desired session to display a menu. 

 
Figure 21: Xcalibur Console Window – Sessions List – Menu – Send Message 

2. On the menu, select Send Message to open the Send message  dialog box.. 

3. In the Send message  dialog box, select a message classification in the Message 
Type:  drop-down list box.  

 
Figure 22:  Send Message Dialog Box – Message Type 
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4. In the Message:  text box, type in a message. 

5. Click OK to send message. 

 
Figure 23:  Send Message Dialog Box – Message Example 
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8 View Thin Client Information. 

This option allows the administrator to view information about the thin client from which the 
terminal server session is running. 

1. In the right pane, right-click on the desired session to display a menu. 

 
Figure 24: Xcalibur Console Window – Sessions List – Menu – Linked Info 

2. On the menu, select Linked Info to display a sub-menu. 

3. On the sub-menu, select one of the options to display the associated thin client 
information. 

 


