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Chapter 1 Introduction

About

The Xcalibur Global Session Desk enables the administrator to manage Terminal Server
sessions. The following are of the available management tasks:

Listing the Terminal Server Sessions.

Listing the Terminal Server Processes.
Shadowing a Thin Client using VNC.

Shadowing a Terminal Server Session.

Logging Off a Terminal Server Session.

Resetting a Terminal Server Session.

Sending a Message to a Terminal Server Session.

View Thin Client information.
Prerequisites

1 Permissions

The user accessing the Xcalibur Management Console must meet the following
requirements in order to successfully shadow sessions:

1. In Xcalibur Global, Read Data and Write Data permissions are required in Session
Desk Permissions.

2. In order to shadow an RDP session, standard shadowing permissions are required on
the Microsoft™ Terminal Server. For details, refer to Microsoft™ documentation.

3. In order to shadow an ICA session, standard shadowing permissions are required on
the Citrix™ server. For details, refer to Citrix™ documentation.

2 Client Software

1. The ICA client must be installed the in order to shadow ICA sessions.

2.  The RDP client must be installed the in order to shadow ICA sessions (this client is
usually preinstalled in Windows OS).

Chapter 1 - Introduction
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3 License

Install the Session Desk client licenses into the Xcalibur Global Licensing.

4 Enable Advertising

When browsing for terminal servers in Xcalibur Global:

Only computers that are advertised as terminal servers can be shadowed.

By default, Windows 2000/3 servers that are installed with terminal services in
application-mode advertise themselves and therefore appear in the Session Desk’s
Terminal Servers list.

In order to shadow a session that runs on a Windows XP computer, it must be
configured to advertise itself as a terminal server.

The following registry modifications will configure a Windows XP computer to advertise itself
as a terminal server and allow session shadowing:

CAUTION! If the Registry Editor is incorrectly used, it may cause serious problems that may

require the reinstallation of the operating system. Chip PC cannot guarantee
that problems, which result from incorrectly using Registry Editor, can be solved.
Use Registry Editor at your own risk.

Locate the following registry key:
HKEY_LOCAL_MACHINE \ SYSTEM \ CurrentControlSet \ Control
\ Terminal Server

Change the value of the TSAdvertise DWORD value from 0 to 1.
Change the value of the AllowRemoteRPC DWORD value from 0 to 1.

Chapter 1 - Introduction
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Chapter 2 Session Desk Shadowing Configuration

This chapter describes the procedure for configuring various settings that are required for
successful session shadowing.

Concepts
1 Definitions
B Shadow — The shadow command allows the administrator to remotely view and control

a Terminal Server session. The shadow command can only run from within an existing
session.

B Shadowed Session - The target session that is being shadowed.
B Shadowing Session - The session from within which the target session is being
shadowed.
2 Terminal Services Shadowing Limitations

There are three shadowing rules that are inherent in the Terminal Services technology.
These rules are:

B Shadowing can only be performed from within an existing session (cannot be
performed directly from local Desktop).
B The shadowing and the shadowed session must use the same protocol (ICA/RDP).
B When shadowing, the shadowed session view replaces the active session view.
3 Session Desk Shadowing Solutions

The Xcalibur Session Desk is able to overcome the inherit shadowing limitations by
implementing the solution described in the following table:

Rule # Terminal Services Limitation Session Desk So lution

When not working within a session
shadowing cannot be performed.

When working within a session and the

shadowed protocol is different than the A new session, using the
shadowing protocol, shadowing cannot be | shadowed protocol, is
performed. opened.

Shadowing is performed from

When working within a session and the within this session.

shadowed protocol is the same as the
shadowing protocol, the shadowed
session view will replace the shadowing
session view.

Chapter 2 - Session Desk Shadowing Configuration
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4 Configuration

In order to implement Shadowing, the following parameters need to be configured in the
Session Desk settings:

4.1 Shadow Credentials (Optional)

To Shadow a session, a hew session (Shadowing session) must be launched. Shadow
Credentials are needed to launch the new session. If Shadow Credentials were not
previously configured (refer to Configuring Shadow Credentials), the user will be prompted
for them.

There are two types of Shadow Credentials:

B Global Shadow Credentials — These are the default credentials that will be used by the
Xcalibur Session Desk when shadowing.

B MMC Shadow Credentials — These credentials apply only to the MMC on which they
were configured. The credentials do not effect other MMC installations that are
connected to the same Xcalibur Global Database / Front End Server. When these
credentials are configured they override the Global Shadowing Credentials thus
supporting a flexible security system.

4.2 Shadow Settings - When Shadowing a Terminal Ser  ver Session

To shadow a session running on a Terminal Server, a new session (Shadowing session)
must be launched. The new session can be launched on one of the following servers:

B The Target Session Server — The server running the session that will be shadowed.
B Adifferent Terminal Server — The server name/address must be supplied.

4.3 Shadow Settings - When Shadowing a Windows XP S ession
To shadow a session running on a Windows XP Workstation, a new session must be

launched. The new session (Shadowing session) must be launched on a different Terminal
Server - The server name/address must be supplied.

Chapter 2 - Session Desk Shadowing Configuration
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Shadow Credentials Configuration Procedure

1 Configuring Shadow Credentials

1.

On the Task Bar, point to Start > Programs > Xcalibur Global 1.2 > Management
Console . Click Management Console to launch the Xcalibur Global Management

Console.

Expand the Xcalibur Farm Manager and select Session Desk

';m Xcalibur - [Console Root' Xcalibur Farm Manager' Session Desk]

nﬁ] File:  Action Miew  Faworites  indowe  Help | = 15’]_5]

&= |BmE| R @m 8

E:] Consale Root [arme I Crescripkion

i) ;‘i‘i #calibur Directory Manager 7 Favorite Servers Lisks your Favorite terrmingl servers

E W xf_?“b'-"' Farm Manager @ Terminal Servers Lists available berminal servers
i Administrative Suite B4 Find Centrally view the defined search results
-9 Sites
Gl o= sicn Desk |

N — GRS ;=

Figure 1: Xcalibur Console Window — Path Expanded

Right-click on Session Desk to display a menu.

On the menu, click Properties to display the Session Desk Properties dialog box.

{n Xcalibur - [Console Root' Xcalibur Farm Manager' Session Desk] Ei= E I
Bﬁn File  Action  Wew Favortes  Window  Help | = Iﬂl_ﬁj
= | (=%
= | AR 2@ 8
f;i Console Foot Flame

;}ﬁ scalibur Directory Manager
—l W #ealibur Farm Manager
] q_,v, Administrakivie Suite

| Descripkion

% Favorite Servers
e
(LD Terminal Servers

Lists vour Favorite terminal servers
Lists available terminal servers

@:} Find Centrally view the defined search results
95 Sites
g Session Desk

Permissions

Wiew 3

Blew Window Frorm Here

Mew Taskpad Wigw. ..

Export List...

&5

Help
i [ joml
Dpens the properties dialog boe Far the current seleckian,

Figure 2: Xcalibur Console Window — Session Desk —

Chapter 2 - Session Desk Shadowing Configuration
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NOTE Step 5 is optional.. If MMC Shadow Credentials are not entered at this point the user
will be prompted to enter the credentials upon the launch of a Shadowing session
(refer to Shadow Credentials (Optional) for more information about MMC Shadow
Credentials).

5. In MMC Shadow Credentials tab, click Change to open the Shadow Credentials
dialog box.

™ If @Elobal Shadow Credentials are not specified, use
Ll

Session Desk Properties I

MMC Shadaow Credentisls i Global Shadow Credentials | Shadow Settings |

1 the following credentials For session shadowing

Liser: |
Passward; I

Diarnain: |

T
Reset |

ok | Cancel I Apply |

Figure 3: Session Desk Properties Dialog Box - MMC  Shadow Credentials Tab

5.1.

5.2.

In the Shadow Credentials dialog box, type in the MMC Shadow credentials.
Select a user account that has the required permissions to shadow sessions.

Shadow Credentials

Enter credentials to be used while opening shadow session.

User name: Iﬁ riet & administr atar j

Password; | ssssses

Figure 4: Shadow Credentials Dialog Box

Click OK to save the credentials and return to the MMC Shadow Credentials
tab.

Chapter 2 - Session Desk Shadowing Configuration
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NOTE Step 6 is optional. If Global Shadow Credentials are not entered at this point the user
will be prompted to enter the credentials upon the launch of a Shadowing session
(refer to Shadow Credentials (Optional) for more information about Global Shadow

6.

Credentials).

Click on the Global Shadow Credentials tab.

(S

™ If Global Shadow Credentials are not specified, use
i the Folloming credentials For session shadoming

Lser:

Password;

Clamain:

|.administrator

| neks

Reset i

Session Desk Properties ﬂ E I

MMC Shadow Credentisls |G|0bal Shadow Credentials | Shadow Setfings |

oK | Cancel | Apply

Figure 5: Session Desk Properties Dialog Box - Glob

Chapter 2 - Session Desk Shadowing Configuration

al Shadow Credentials Tab
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7. In Global Shadow Credentials tab, click Change to open the Shadow Credentials
dialog box.

Session Desk Properties ﬂ E I

MMC Shadew Credentials  Global Shadow Credentials | Shadaw Settings |

pe  Always use the Following credentials for session

! | shadowing

Lser: |

Password; I

Clamain: I

Reset |

oK | Cancel | Apply |

Figure 6: Session Desk Properties Dialog Box - Glob  al Shadow Credentials Tab

7.1. Inthe Shadow Credentials dialog box, type in the Global Shadow credentials.
Select a user account that has the required permissions to shadow sessions.

Shadow Credentials B2 E3
=)

Enter credentials to be used while opening shadow session,

User name: Iﬁ net&administratar :i

Passward; I [TTTYITT]

1 cancel |

Figure 7: Shadow Credentials Dialog Box

7.2. Click OK to save the credentials and return to the Global Shadow Credentials
tab.

Chapter 2 - Session Desk Shadowing Configuration
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8. Click on the Shadow Settings tab.

Session Desk Properties I

MMC Shadow Credentials  Global Shadow Credentisls: ] Shadaw Sethnﬁi

TH Always Use the Following credentials for session
e shadowirig
S

Usier: |.administrator

Passward; I SERRBEER

Diarnain: | neks

Reset |

ok | Cancel I Apply |

Figure 8: Session Desk Properties Dialog Box - Shad  ow Settings Tab

Chapter 2 - Session Desk Shadowing Configuration
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9. In Shadow Settings tab, the Server sessions shadow settings  section contains the
parameters that are used when shadowing sessions on a Terminal Server. In this
section perform the following:

Session Desk Properties [ 7] I

MMC Shadow Credentials ! Glohal Shadaw Credentisls  Shadow Settings I

" Configure behaviour of sessioin shadowing
1)

—Server sessions shadow settings

o

ession is opensd on -

" specified server @

I ahuays open additional session For shadowing

Workskation sessions shadow settings

Server for additional shadowing session :

I alhways open additional session For shadowing

I Leave cmd windaws on the screen after exiting From shadow session

O I Cancel | Apply |

Figure 9: Session Desk Properties Dialog Box - Shad  ow Settings Tab

9.1. Select one of the following options in the Additional shadowing session is
opened on section:

= target session server (recommended) - Select this option to open the
Shadowing session on the same server that is running the Shadowed
session.

= specified server - Select and type the name/address of a different

server. Use this option to open the shadowing session on a server that
is different from the server running the Shadowed session.

9.2. Select the Always open additional session for shadowing checkbox.

9.3. The Workstation sessions shadow settings section contains the parameters
that are used when shadowing sessions on a Windows XP Workstation. In this
section perform the following:

9.3.1. Inthe Sever for additional shadowing session  text box, type the
name/address of the Shadowing Server. This will open a Shadowing
session on a server that is different from the workstation running the
Shadowed session.

9.3.2. Select the Always open additional session for shadowing checkbox.

IMPORTANT Do not select the Leave cmd window on the screen after exiting from
shadow session check box. This option is intended for debugging purposes
only.

NOTE To shadow an RDP session that is connected to a Windows XP Workstation,
Terminal Server advertising must be enabled. For details refer to the Prerequisites
described in Chapter 1.

Chapter 2 - Session Desk Shadowing Configuration
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Chapter 3 Management

The Session Desk feature enables the administrator to perform multiple management tasks.

The following management tasks are described in this chapter:

Listing the Terminal Server Sessions.
Listing the Terminal Server Processes.
Shadowing a Session’s Thin Client (VNC).
Shadowing a Terminal Server Session.
Logging Off a Terminal Server Session.
Resetting a Terminal Server Session.

Sending a Message to a Terminal Server Session.

View Thin Client Information.

Chapter 3 - Management
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Selecting a Terminal Server

1. Onthe Task Bar, point to Start > Programs > Xcalibur Global 1.2 > Management

Console . Click Management Console to launch the Xcalibur Global Management
Console.

2. Expand the path: Xcalibur Farm Manager \ Session Desk

*Hi Xcalibur - [Console Root' Xcalibur Farm Manager',Session Desk]

|

Tﬁ] File'  Ackion Wew Favortes Window Help |

e | BfmER(@mE| 8

fj Consale Root Mame | Description |
d J}i scalibur Directory Manager | < Fayvarite Servers Lists your Favorite terminal servers
= Xcallbur Farm Manager b Terminal Servers Lists awailable terminal servers

-1 Administrative Suite & Find
[#-937 Sikes

7 Favarite !gvers

-
h Terminal Servers

-, Find

Centrally view the defined search results

Figure 10: Xcalibur Console Window —Path Expanded

3. Select Terminal Servers

4. Right-click on Terminal Servers to display a menu.

*Hi %calibur - [Console Root!

calibur Farm Manager' Session Desk' Terminal Servers]
Bﬁ'ﬁ File  Action  ‘iew Favorites Window  Help

= | a5 2

[_ Console Root _:j
| Qﬁ #calibur Directory Manager

#calibur Farm Manager
-] Administrative Suite
-4 Sites

ﬁ Session Desk

; Favonte Servers

[T

B

Servers

Click the [£] Befresh button to view serwer(s).

Wigw
T Winidow From Here

Mt Taskpad Yiew, ..

IR

Help =
EReFreshes the current selection, |
Figure 11: Xcalibur Console Window — Terminal Serve  rs — Refresh
Chapter 3 - Management
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On the menu, click Refresh to view a list of available Terminal Servers in your network

;m Xcalibur - [Console Rooth Xcalibur Farm Manager', Session Desk' Terminal Servers]

ﬁj File fckion jew Favortes ‘Window  Help |-|ﬁ'[3£]
= | BE BB &

[_7] Console Rook Marne
# ;}Q ¥calibur Directary Manager Hics Terminal server
ﬁ ¥calibur Farm Manager 5012005 Terminal server
H- ».L,_J Adrninistrative Suite
-9 Sites %
=2 Session Desk

75 Favorlte St

| Description

B soL200s
- Find

<

| &
Lists available terminal servers

rs - Refreshed

Figure 12: Xcalibur Console Window — Terminal Serve

Right-click on the desired Terminal Server to display a menu.

i Xcalibur - [Console Root' Xcalibur Farm Manager' Session Desk’ Terminal Seryvers'SQL2005]
n:%j File- Action  Wew Favorites Window

| =l
e | aRBD 2=

[ Console Rook :!

B¢ ¥ealibur Directory Manager

=] gﬁ wealibur Farm Manager
[ Administrative Suite
-9 Sites
=& Session Desk

+ £ P Favnrlte Servers

I'fr} l'ﬂ C4

! Click the Refresh button ko connect bo the server,
F] £ Find " Add ko Favorite

i 3
Mew Window From Here

Mew Taskpad Wiew. ..

I

Help

4
iReFre_sh'es' the current selection,

r — Refresh

Figure 13: Xcalibur Console Window — Terminal Serve

Chapter 3 - Management
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7. Onthe menu, click Refresh to view the Sessions and Processes of the Terminal

Server:

IMPORTANT In large networks, retrieving the complete list of servers might take some
time. In order to prevent the necessity of repeatedly retrieving the server
list, add the desired Terminal Servers to the Favorite Servers list.

n:%j File- Action  Migw  Fawvarites

Window - Help

':m ¥calibur - [Console Root' Xcalibur Farm Manager' Session Desk' Terminal ServersSQL2005]

e = | AR BB @

[ Console Rook

= gﬁ wealibur Farm Manager

24 ¥ealibur Direckory Manager

Mame

| Descripkion

'&5 Sessians

& Processes

Lists all kerminal sessions on the server
Lists process running on the server

[ Administrative Suite

-9 Sites

=% Session Desk

7577 Favorite Servers
Terminal Servers

#y 4

R fooLz00s

- Find

il |

|Termina| SErYEr | |

Figure 14: Xcalibur Console Window — Terminal Serve r - Refreshed

Chapter 3 - Management
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Managing Terminal Server Sessions

1 Listing the Terminal Server’s Sessions

Select Sessions to view the terminal server’s sessions.

B%] File'  fction Miew Favgrltes window  Help | B [ |
= | OmE DB @
EJ Console Rook Session 1D | Session | Conneck State | lent IP I Client lame l Liser Mame | Ciomain Name I
.1.,}51 ¥calibur Directory Manager QD Console Conmacted nia
i ; =
B8 Scalbur Fars Manddey 65536 RDP-Tp Listening nla
'{“{l;* :.'E'“"'”'Strat"‘e phite oy Discornected  192.168.8.222  OA_HILLEL  hilel (Var
Eg S' ) bok [ ROP-Tcp#S2  Active 192.165.8.102  IP_102 administrator  NETS
= essian Desl
=) 5 : Pz RDP-Tep#S4  Ackive 192.166.8.146  IP_146 Guserl HETS
7 Favorite Servers ?
3 }ﬂ g Disconnecked  192.168.8.146 TP _146 Guserl METS
@ Terminal Servers i !
IJ l_ﬂ 4 F‘S ROP-Tcp#59  Active 192.168.8.223 QA_Benny  benny METS
: “‘5“ Sessions
: 1_‘;“ Processes
I T+ l'é;_J SGL2005
@‘“ Sessians
1_‘;“ Processes
%_, Find 4_' | _pi
iLists all kerminal sessions on the server |

Figure 15: Xcalibur Console Window — Terminal Serve  r — Sessions List

2 Listing the Terminal Server’s Processes

Select Processes to view the terminal server’s processes,.

i Xcalibur - [Console Root Xcalibur Farm Manager',Session Desk', Terminal Serversi5QL2005Processes]
?j] Fil=  Ackion  Wiew Favorites  Window  Help | =18l
==l eN=
[ Console Root Process ID I Session ID ] Process | ZPL | IMemory Size I WM Size_l User | -
* Qﬁ #calibur Directory Manager ,:J-,D 0 Idle ag 28K 0K SYSTEM i
=%l Healibur Farm Manager g 0 Syskem 0 zEeE 2K SYSTEM
B }lw Admiristratve Suite azed o smss.exe 0 464K 128K SYSTEM
"—3 g g'tes . 5332 ] cerss.ene 0 313K 1,500K  SYSTEM b
b sy e R o winlogon.exe O 11,392 K B,012K  SYSTEM
7 Favorite Servers :
@ T Lal Saer -1,} 404 0 services.exe 0 4,580k 3,916 K SYSTEM
-8y 4 T..':.f 416 ] |sass, exe ] 10,460 K 9,252 K SYSTEM
-#3 50L2005 ‘x:'j.} 616 0 sychostexe O 2,800 K 880 K SYSTEM
| sossions || 668 0 svchostexe 0 3,336K 1,224k METWORK SERVICE
: : L__s,, mran ||| 25 750 ] sychostexe 0 4,128K 3,668K  NETWORK SERVICE
o @J Find g;i 760 0 svchost.exe O 3,352K 1,328K  LOCAL SERVICE
iFi7es ] svchost.exe 0 19,964 K 14,040K  SYSTEM
é:’f} 945 ] spoolsy.exe 0O 4,556 K 3,256 K SYSTEM
'-.:.} 1100 ] sychostexe 0 2,192 K 616k SYSTEM
iZi1168 0 inetinfo.exe 0 8,340 K 3,148K  SYSTEM
"Lf.} 1236 ] sqlservr.exe 0 858,712 kK 90,176 K MNETWORK SERVICE
-'::'-'5 1504 N svrhnsk. exe il 1.744 k& 2TRE | CiCal SFRYTCF l]
|Processes: 77 CPL Usage: 0% Cormit Charge: 687 M 1517 M |

Figure 16: Xcalibur Console Window — Terminal Serve  r — Processes List
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3 Shadowing a Thin Client using VNC

Shadowing a thin client using VNC enables the administrator to remotely view and control
the thin client from which the terminal server session is running.

1. Inthe right pane, right-click on the desired session to display a menu.

';m Xcalibur - [Console Root Xcalibur Farm Manager’ 5ession Desk’ Terminal Servers'SQL2005"%5essions]

B%] File  fction Mjew  Favorites  window  Help | B [ |
e+ |AEFERE 2@ 8Lat i@ iaYRs "
EJ Console Rook Session 1D I Session | Conneck State | lent IP I Client lame l Liser Mame | Ciomain Name I
.1.,}51 ¥calibur Directory Manager e_ 0 Caonsole Connected nia
P : &
BN e aiour Fomm Mooy @65536  ROP-Tcp  Listering nfa
'{"{k:* Adnbiettatye sty Wy Discormected  102.168.8.222  OA_HILLEL  hilel HETE
,'fé—’ :'tes_ Dok | ROP-Tep#52  Active 192.168.8.102  IP_102 admiristrator  METS
il ?55'0” = FH RDP-Tcps5e i e :
: }}J 3 Disconnecked  192.168.8.146 TP _146
P] 3 ROP-Tcp#59  Active 192.165.5.225 QA _Ber
| 1 l'&.l sqLzo0s Sho.w Processes
-y Shesions Send Message
\j’ Processes Lirked Info 3
%{’ Fid Refresh
Properties
1 | i
iConnect ko this device wig VNG | Hele

Figure 17: Xcalibur Console Window — Terminal Serve  r — Sessions List - Menu

2. Onthe menu, select Shadow client (VNC) .
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2.

Shadowing a Terminal Server Session

Shadowing a session enables the administrator to remotely view and control the user’s

terminal server session.

1. Inthe right pane, right-click on the desired session to display a menu.
3 - L = . o 1 o . 1 'y
iiii Xcalibur - [Console Root' Xcalibur Farm Manager' Session Desk'. Terminal Servers'SQL2005 5essions] !E] E3
Bﬁ'ﬁ File  Ackion  Wiew Favorites window  Help
e OMFRR|(PM LW E ey
[ Console Root Session 1D | Session | Carneck Skate |.C|ient P | Client Mame | Iser hamr
.i.;ﬁ #ealibur Direckary Manager € Console Connected nja
=] He.:gi Xcahbur Fatm Manager @ 65536 RDP-Tcp Listening nifa
B \L;e Administrative Suite L ROP-Tcp#43  Ackive 192,168.8,222 O _HILLEL hillel
B Sites RDP-Tep#5p 68,5, 102 -
Eﬁ 5‘?55'0” Desk Wy ROP-TCR#S5  Active 192, 166.6, 156 B
rFaintle ervars s ROP-Tep#54  Active 197,168,8,146  nadow clierit (YHIC)
Pa Disconnectsd 192,168.5.146  Sea off
Resel
Show Processes
- Send Message
- »ﬂ SoLzo0s Linked Info L
“?9‘ Sessions
\j’ Processes Refresh
e %{, Find
Ptoperties
1 | >l | Help > |
{Shadaw terminal session | |
Figure 18: Xcalibur Console Window — Terminal Serve  r — Sessions List - Menu

On the menu, select Shadow TS session .
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5 Logging Off a Terminal Server Session

A session that has already logged-on can be forced to log-off.
1. Inthe right pane, right-click on the desired session to display a menu.

1;1“ Xcalibur - [Console Root' Xcalibur Farm Manager' Session Desk' Terminal Servers\SQLZ005 Sessions]

Bﬁ'ﬁ File  Action  Wiew Favorites window  Help | = IE’I_E]
e OMEFRR PP ELEBWHE DI I
[_1 Console Roo 5500 550 onnect 3tate | Clien Client Name ser Mame ofain Mame
[ Comsole Root 5 s | connect state | client 1P | clierit 1 Liser B lo i
.i.;ﬁ #calibur Directory Manager e_ 0 Cansole Connected nia
o " &
- pcalbur Fam Mandder @553 RDP-Tep Listening nfa
'{j:i;f Adnanitrative Sike oy Disconnected  192.168.8.222 Q4 _HILLEL  hilel NETS
E-9g0 Sites | RDP-Tcp#52  Active 192.168.8.102  IP_102 administrator  METS
E-% Session Desk " u i i
F-57 Favorite Servers L Rl 2 ek s i
7 Ps Disconmected  192.168.5.146 TP 146 G 2hadow TS session
@h Terminal Servers :
Pz RDP-Tep#59  Active 192,168.8.223 QA _Benny  be  Shadow client (¥NC)
**9.; Sessions Resel
P Processes .Shc.nw Processes
#-£ Find send Message:
Linked Info >
Refresh
‘Properties
4 | Hef
\Log off the session | |
Figure 19: Xcalibur Console Window —Sessions List — Menu — Log Off

2. Onthe menu, select Log off .
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2.

Resetting a Terminal Server Session

Resetting a session will terminate it without performing a proper log-off.

Chapter 3 - Management

1. Inthe right pane, right-click on the desired session to display a menu.
1;1“ Xcalibur - [Console Root' Xcalibur Farm Manager' Session Desk' Terminal Servers\SQLZ005 Sessions]
Bﬁ'ﬁ File  Action  Wiew Favorites window  Help | = IE’I_E]
e | AEFER|2H|BLASEHE Na D"
E:] Caonsile Rook Session 1D | Session | Caonnect Skate | lent 1P I Client ame ] ser Mame | Cramain Marne
.i.;ﬁ #calibur Directory Manager e_ 0 Cansole Connected nia
- i =
- pcalbur Fam Mandder @553 RDP-Tep Listening nfa
!_%"'"\'L;f' Adnanitrative Sike oy Disconnected  192.168.8.222 Q4 _HILLEL  hilel NETS
E-1g0 Sites | RDP-Tcp#52  Active 192.168.8.102  IP_102 administrator  METS
= § Session Desk, s .
- LA | CRA o !
7 Favorite Servers " R = )
Ps Discornected  192,168.8.1456  IF_ 146 G Shadow T5 session
@h Terminal Servers o
3 ROP-Tcp#59  Active 192.168.8.223 QA_Benny  be  Shadow client (¥MC)
Lag off
L @‘ SEssions z
\j’ Precacdad Shiow Processes
@_, Find Send Message
Linked Info
Refresh
Fropetties
d | e
|Reset the session | |
Figure 20: Xcalibur Console Window —Sessions List — Menu — Reset
On the menu, select Reset.
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7 Sending a Message to a Terminal Server Session

This option allows the administrator to send a message to the device that is running a
particular session.

1. Inthe right pane, right-click on the desired session to display a menu.

i
i‘,ﬁ'ﬂ File  fckion  Wiew  Faworites  window  Help | o L s |
¢= AETPPE 2EH|ELAB@HE NSRS
[_1 Console Raal ession Ession anneck Skake | Clienl Clignk Marne ser Mame anain Marie
[ Console Roct 5 e | cormect state | client 10 | clierit 1 User B lo B
-2 wealibur Directory Manager €0 Eaniala Connected nia

. - =
E g fcalbur Pt Manager @553 ROP-Tep  Listening nfa
{8 Adminstiative ke Wy Disconnected  102,168.8.222 QA _HILLEL  hille METS
E-Agd Sikes | ROP-Tep#52  Active 192.168.8.102 IP_102 admiristrator  METS
= ﬁ Session Desk, ' T— e —— " s "
ki _ ! ROP-Tcp#54  Ackive 197.1658:8.146  IP 146 Guserl METS
5.7 Favorite Servers . e
= ; Pa Disconnected  192,168.8.146  IP_14A ¢ shadow TS session
=16t Terminal Servers g 2 E
LB Sy Cé P ROP-Tcp#59  Active 192.168.8.223 QA _Benny | Shadow client (Y¥MC)
| E-#3 5qL200S Log off
Ly Seesions Resst
¥ Processes Show Processes
=& Fid T
Linked Info 3
Refresh
Properties
<] | Help
ESend message ko the User | |
Figure 21: Xcalibur Console Window — Sessions List — Menu — Send Message

2. Onthe menu, select Send Message to open the Send message dialog box..

In the Send message dialog box, select a message classification in the Message
Type: drop-down list box.

Send message I

- .)/;’ Type a message that you wank bo send to the selecked terminal server session.

Message Type: frione) ;|

==

\Warning

Message Title:

Message:;
Errar _:I
‘?Ij Cuestion
(none)
i |

oK, | Cancel |

Figure 22: Send Message Dialog Box — Message Type
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4. Inthe Message: text box, type in a message.
5. Click OK to send message.

Send message I

- .)/;’ Type a message that you wank bo send to the selecked terminal server session.

-
Message Type: I\"!f) Infarmation ;‘

Message Tikle: I Please, Log OFF at the end of the day,
Message:;
Due ko the monthly backup of the main server please, save wour work and _:I

Log OFf at the end of the day.
Thark vou,|

Johin the Metwork Guy @)

oK, ;E I Cancel |

Figure 23: Send Message Dialog Box — Message Example
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View Thin Client Information.

This option allows the administrator to view information about the thin client from which the
terminal server session is running.

1. Inthe right pane, right-click on the desired session to display a menu.

" Bl action Wiew

Favarites

':m Xcalibur - [Console Root Xcalibur Farm Manager', Session Desk', Terminal Servers\sSQL20...

(L] Console Rook

i Qﬁ #calibur Directory Manager

#calibur Farm Manager
B Administrative Suite
[ Sites

Session Desk

¢ Fawvaorite Servers

window  Help | 2] =]
= AE PR P2E| 8 LA SEHE N e

Session [0 | SEssion I Connect State | lient 1P | lienk NameJ

<Fn Console  Active nfa

W hE536 ROP-Tcp Listening nfa

Fl 1 ROP-Te...  Active 192.168.8.222  QA_HILLEL

]’] £ ROP-Tc... Ackive 192.168.8.102 IP_102

F 5 IF_138

. é TarTNA] Sarvere Ps Shadow TS session 8146 IP_146
: =\_'__l_ﬂ 4 Iﬂ 3 RODP-Tc.,  Shadow client (MMC) 8,223 QA_Benny
-8 S0L2005 i RDP-Tc..  Logaff 8136 IP_136
| L.y Shensme P4 ROP-Tc.,  Rieset B.158  1P_158
: ! - Processes Show Processes
|+J ~H ¥PMETE-1 Send Message
-8 XPNETS-2 RN 1hin Clent Device
- XPNETE-3 S AD Devics
i:g-j- - ¥PMETS-4 = ol User
B8 XPNETE-S Properties WDI Deskiops
B ®PHETE-6 Sessions Info
(-4 XPHETE-F Help Eieri
B8 XPNETE-6 Fesulking Policy
=& Find
Y 2|
IFind Tickets | |

Figure 24: Xcalibur Console Window — Sessions List

2. Onthe menu, select Linked Info to display a sub-menu.

— Menu - Linked Info

3. Onthe sub-menu, select one of the options to display the associated thin client

information.
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