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Chapter 1 Introduction
How to use this document

1 Step 1 - Understanding

Carefully read Chapter 2 (Concepts) to understand how the Xcalibur VDI Broker operates.

2 Step 2 - Planning

Review the “Planning” section inChapter 3 in order to decide on the appropriate
implementation scenario.

3 Step 3 - Implementing

Perform the 3 steps in the “Implementing” section of Chapter 3, select the appropriate
implementation scenario and follow the procedures described to configure the Xcalibur VDI
Broker.

4 Step 4 — Monitoring

Follow the procedures described in Chapter 4 (Monitoring ) to monitor the VD assignments
in Xcalibur Global.

Chapter 1 - Introduction
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Chapter 2 Concepts

Overview

Xcalibur Global enables Administrators to manage the assignment of Virtual Desktops to thin
clients using Xcalibur VDI Broker functionality.

Xcalibur VDI Broker is a client-server system responsible for assigning Virtual Desktops to
thin clients. The server side is embedded in Xcalibur Global Front End Server and the client
side is installed on the thin client as a software add-on (named: VDI Broker Plug-in).

The following flowchart offers a general illustration of the Xcalibur VDI Broker functionality:

Thin (1) Requesta VD Front (2) Searchfora VD VD
Client End Pool
Server
(4) Assign a VD ) (3) VD Found| VD

Y

(5) Open RDP session to VD

Figure 2-1: Xcalibur VDI Broker Functionality Flowchart

Chapter 2 - Concepts
Ref: DGO76U-1.0 6
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Definitions

This section introduces terms and definitions used throughout this document.

1 Virtual Desktop

A Virtual Desktop (VD) refers to a computer OS (Operating System, i.e. Windows XP)
running on hardware virtualization software such as VMware™ Virtual Infrastructure or
Microsoft™ Virtual Server.

2 VD Assignment

A VD Assignment refers to the assignment of a Virtual Desktop to a user or a thin client
device.

3 VDI Broker Plug-in

The VDI Broker Plug-in is a software add-on that enables a Chip PC thin client to receive a
VD assignment from the Xcalibur VDI Broker and to open a remote desktop session to the
assigned VD.

4 Lease

A Lease is issued by the Xcalibur VDI Broker whenever a VD is assigned to a user/device.
The lease includes the details of the VD and the details of the user/device to which the VD is
assigned. A lease may remain valid indefinitely, may expire after a predefined time period, or
may expire following a predefined event such as a device reboot.

Chapter 2 - Concepts
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Assignment Levels

Assignment level represents the object-type to which a VD can be assigned to. The
assignment of a VD to a thin client is possible on two assignment levels:

B Userlevel — AVD is assigned to a user.
B Device level — A VD is assigned to a device.

Both assignment levels are examined when determining which VD will be assigned to a thin
client. User level VD assignment takes priority over Device level VD assignment. If a VD
assignment exists for the user that is currently logged-on to the thin client, then this will be
the effective VD assignment for the thin client. The device level VD assignment will apply to
the thin client only if the currently logged-on user does not have a VD assignment.

Assignment Methods

An assignment method represents the way a VD is assigned to a user/device. The
assignment of a VD is performed using one of the following methods:

B Manual — An administrator manually assigns a specific VD to a specific user/device. In
practice this is configured through the Directory Manager snap-in, on the specific
user/device’s properties.

= Prohibited — A user/device is explicitly prohibited from obtaining a VD. This is a
special instance of the manual assignment method.

B Automatic — Xcalibur VDI Broker mechanism dynamically assigns VDs to
devices/users. In practice this is configured through the Farm Manager snap-in, on the
Farm, Site and Scope levels. Higher level settings are inherited by the lower levels
unless this option is disabled.

VD Source

The VD Source is the repository from which VDs are taken when they need to be assigned
to a device/user.

The assignment of a VD is performed using one of the following VD sources:
B Virtual Center — The assigned VD is selected from a VMware™ VirtualCenter.
B Active Directory — The assigned VD is selected from the Active Directory.

= Mixed —The assigned VD is selected from the Active Directory and its existence
is verified by a VMware™ VirtualCenter. This is a special instance of the Active
Directory source.

Chapter 2 - Concepts
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Lease Type

A Lease determines how long a VD Assignment will be valid. The assignment of a VD is
performed using one of the following lease types:

B Time Expiration — The lease will expire after a designated period.

B Static — The lease has an unlimited duration and it will never expire (it can only be
deleted manually).

B Log Off / Reboot — The lease will expire when the user logs off or when the device is
rebooted. This lease type is only available when a VD is assigned to a user.

Expired Lease

Whenever a thin client uses the VDI Broker plug-in to request a VD assignment, Xcalibur
Global will search for an existing lease associated with the user that is currently logged-on to

the thin client or with the thin client device. If a lease already exists, its status is examined to
determine whether it is still valid.

B Valid Lease - If the lease is valid, Xcalibur VDI Broker assigns the VD.

B Expired Lease - If the lease expired, the outcome will depend on the assignment
method (manual/automatic) by which the lease was created:

= Automatic Assignment - Xcalibur VDI Broker will issue a new lease if an
available VD exists.

Manual Assignment - Xcalibur VDI Broker will not issue a new lease, therefore a
VD will not be assigned.

IMPORTANT An RDP session that was launched when the VD lease was valid will remain
active even after the VD lease has expired.

Process Outline

This section explains the VD assignment process as it is performed by the Xcalibur VDI
Broker on the client side and on the server side.

5 Client Side Process Outline
1. The user clicks on the VDI icon on the thin client's desktop
2. The VDI Broker Plug-in requests a VD assignment from the Xcalibur VDI Broker.
3. The Xcalibur VDI Broker assigns a VD to the thin client.
4.

The VDI Broker Plug-in launches a remote desktop session to the assigned VD.

Chapter 2 - Concepts
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6 Server Side Process Outline

When receiving a VD assignment request from a thin client, the Xcalibur VDI Broker
performs the following assignment process:

6.1 Step 1: Determine the Assignment Level (User/De vice)

In this step, the Xcalibur VDI Broker determines the assignment level that applies to the thin
client. The following flowchart illustrates the procedure:

Does User
have a VD
Assignment?

Apply User
VD assignment

Proceed
to Step 2

Does Device
have a VD
Assignment?

Do not
assign a VD

Figure 2-2: Xcalibur VDI Broker Assignment Process Flowcha  rt— Step 1

Apply Device
VD assignment

B User Level — If the currently logged-on user has a VD assignment, then this
assignment is applied to the thin client.

B Device level — If the currently logged-on user does not have a VD assignment, and if
the thin client’s device has a VD assignment, then this assignment is applied to the thin
client.

If a VD is assigned to either a user or a device, the assignment process continues to Step 2
(detailed in the next page).

If a VD is not assigned to a user or to a device, the assignment process ends and an
indication message is displayed on the thin client’s screen.

Chapter 2 - Concepts
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6.2 Step 2: Examine the Assignment Method and Lease  Status

This step is identical for both types of assignment level (user/device). The Xcalibur VDI
Broker first examines the assignment method and then the lease status (when relevant).
The following flowchart illustrates the procedure:

What is the
Assignment
Method?

Automatic Prohibited

Manual

Has the
Lease
Expired?

Has the
Lease
Expired?

Is there an
Available VD in
the VD Source?

No

\4

Issue a
New Lease

A 4
Assign VD A\ 4 Do not y
based on lease assign a VD

Figure 2-3: Xcalibur VDI Broker Assignment Process Flowcha  rt— Step 2

B If the assignment method is Prohibited, a VD is not assigned.
B If the assignment method is Manual, the Xcalibur VDI Broker checks if the lease has
expired.
= If the lease has not expired, a VD is assigned based on the lease.
= If the lease has expired, a VD is not assigned.
B If the assignment method is Automatic, Xcalibur VDI Broker checks if a lease exists.
= If a lease exists and it has not expired, a VD is assigned based on the lease.
= If a lease does not exist or if a lease exists but it has expired, Xcalibur VDI
Broker checks if there is an available VD in the VD source.
= If a VD is available, a new lease is issued and the VD is assigned.
u If a VD is not available, a VD is not assigned.

The Xcalibur VDI Broker returns the result of this step to the thin client thus completing the
assignment process.

Chapter 2 - Concepts
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Chapter 3 Planning & Implementing VD Assignment

Planning

Prior to configuring the VDI Broker’s settings, a number of planning decisions are required:

1 Assignment Method

What method is to be used?
B Manual
B Automatic

2 Assignment Level
What object will the VD’s be assigned to?
B User
B Device

3 VD Source

What will be the source of the assigned VD’s?
B VMware™ VirtualCenter
B  Active Directory

4 Lease Type

What type of leases should be issued?
B Time Limited

®m  Unlimited

B Expire on log-off/reboot

Chapter 3 - Planning & Implementing VD Assignment
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Implementing

1 Step 1: Install the VDI Broker Plug-in onto the Thin Clients

Refer to the appendix titled “How to Install the VDI Broker Plug-in onto TCs".

2 Step 2: Configure The VDI Broker settings in Xcalibur Global

Based on the decisions made in the Planning section, select one of the following scenarios
and refer to the specified page for implementation instructions.

To Manually assign a VD from a VMware Virtual Center to a Device, page 14.
To Manually assign a VD from a VMware Virtual Center to a User, page 24.

To Manually assign a VD from the Active Directory to a Device, page 35.
To Manually assign a VD from the Active Directory to a User, page 42.

To Automatically assign a VD from a VMware Virtual Center to a Device, page 49
To Automatically assign a VD from a VMware Virtual Center to a User, page 63

To Automatically assign a VD from the Active Directory to a Device, page 77
To Automatically assign a VD from the Active Directory to a User, page 86

3 Step 3: Launch a Virtual Desktop Session from the Thin Client

Refer to the Appendix titled “How to Launch a Virtual Desktop Session from the Thin Client”.
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Configuring the VDI Broker Settings in Xcalibur Glo bal

1 Manually Assigning a VD from a VMware Virtual Center
to a Device

1.1 Active Directory Permissions

In order to perform VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Active Directory:

B The Read, Read gPLink, Write gPLink, Read gPOtions and Write gPOtions
permissions are required on the parent OU containing the device to which the VD will
be assigned.

B The user must be a member of the group “Group Policy Creator Owners”.

NOTE The above permissions are in addition to any other permissions required for Xcalibur
Global Management.

1.2 Xcalibur Farm Manager Permissions

In order to configure VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Xcalibur Farm Manager:

B The Read Site Data and the Write Site Data permissions are required on the
Administrative Suite.

1.3 VMware Virtual Center Permissions

In order to perform VD assignments from the Virtual Center, a user must be created on the
Virtual Center for the use of the Xcalibur VDI Broker. The user must be assigned the
following permissions:

B Required - Read permission on the Virtual Center path to the VD.

B Optional - Additional permission to perform management tasks on the VD such as
Shutdown, Restart Etc.
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1.4 Xcalibur Global Virtual Center Settings

The Farm Manager Virtual Center Settings are configured using the following procedure:

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

2. Inthe Xcalibur Management Console window, open Xcalibur Farm Manager /
Administrative Suite and select Virtual Center .

':m Xcalibur - [Console Root' Xcalibur Farm Manager', Administrative Suite' ¥irtual Center] HE=]
By Hle action Vew Favortes Window Wb | _|s|x]
e = @@ &R L0

[_ Console Rioot :J

-2 #ealibur Directory Manager
=145 Healibur Farm Manager
-] Administrative Suite

- [3 Database
B % Farm Front End Servers
4] Site Assigned Servers
- Certificates
-5y Software Repositary
-7 Licensing
- (3 Backed up Sites .
- 5 Unassigned Clisrts Click the [£] Refresh button to load,

Unlicensed Clients

B

i

i sites Wisw *
-5 Session Desk Mew window from Here

1
s}

)

Meva Taskpad Yiew. .,

Refresh
iz |

Help
| | |

iOi:uens the properties dialog bio

Figure 3-1: Xcalibur Management Console - Select Virtual C  enter - Menu

3. Right-click Virtual Center , on the menu click Properties to open the Virtual Center
dialog box.
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NOTE The Virtual Center dialog box is composed of two tabs each containing a separate set of
parameters used to connect to the Virtual Center. This separation offers increased security by
assigning different credentials to the different Xcalibur Global components.

4.

The Front End Server VDI Credentials tab contains the parameters used by the
Xcalibur Global service to connect to the Virtual Center. The user selected will
determine the permissions granted to the Xcalibur Global service when it interacts with
the Virtual Center.

4.1.
4.2.

4.3.
4.4,
4.5,

In the Virtual Center Server text box, type the server's URL.

In the User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

In the Password text box, type the user’s password.
Uncheck the Connect to Virtual Center check box.

Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

e @E]

Front End Server VDI Credentials l MMC YOI Credentials i

Used by the Fronk End Server to conneck to the
wirtual Center and obtain infarmation from it.

Wirtual Center Server: | https: /{192, 168.5.35)sdk,

Llzer: | adriniskrakor

Passward; |-uuu

[~ Connect toYirkual Canter

| SUECESS

ok Cancel | Apply

Figure 3-2: Virtual Center Dialog Box — Front End Server V. DI Credentials Tab
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5.  The MMC VDI Credentials tab contains the parameters used by the Xcalibur Global
Management Console to connect to the Virtual Center. The user selected will
determine the Xcalibur Global Management Console’s permissions when it interacts
with the Virtual Center. In addition to the permission to retrieve information about VDs,
this could also include permissions to: Start, Shutdown, Reboot, and Suspend VDs.

5.1. Inthe Virtual Center Server text box, type the server's URL.

5.2. Inthe User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

5.3. Inthe Password text box, type the user’s password.
5.4. Uncheck the Connect to Virtual Center check box.

5.5. Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

¥irtual Center I

Front End Server VDI Credentials  MMC VDI Credentials l

Used For QU operations such as Shadow Virkual
Machines using ¥Mware Consale,

Wirkual Cenker Server: | https://192,168.8.35/sdk

User: | adrministrator

Password: |O""n

[~ Corneck toYirkual Center

“H | Success

{al'd Cancel apply

Figure 3-3: Virtual Center Dialog Box — MMC VDI Credential s Tab

6. Click OK to finish this procedure and return to Xcalibur Global Management Console.

IMPORTANT The Xcalibur Global Service must be restarted for the new Virtual Center
settings to take effect.
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1.5 Xcalibur Global Device Settings

1.

On the Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

In the Xcalibur Management Console window, expand the tree under Xcalibur
Directory Manager to reveal the OU that contains the target device. In this example
expand: net8.qa8 \ Chip PC \ Thin Clients \ Berlin.

':m Xcalibur - [Console Root Xcalibur Directory Manager',net8.qad", Chip PC\Thin Clients'Berlin] =] -

" Eile

Action  Wiew  Favarites

window  Help | |8 Iﬁ

e |AE B FRE 2HOBSERS

[_] Console Rook

=,

EI &i

#calibur Directory Manager

- netd,gad

=@ Chip PC

=l Thin Clients
Lond
Paris
- Computers
1@ Domain Controllers
[1.---[1'_‘_] ForeignsecurityPrincipals
-1 Program Data
[#
[+
'14

1) Users
13 wealbur Global

~igig Al thin clients

#calibur Farm Manager

Mame ¢ | Type I Diescription I
;; Alice User
i Bob Llser
‘; Caral User
& David User
.Q Eve User

KR _N00S35018719 Thin Client
% KR_00053501871E Thin Client
‘iJ_, KR_00053501571E Thin Client
% KR_00053501872E8 Thin Client
%L KR _D00S35018735 Thin Clignt

| | i

Figure 3-4: Xcalibur Management Console - Select Target OU
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3. Right-click on the target device (KR_000535018719 in this example) to display a menu.
4. On the menu, click Properties to display the <Device> Properties dialog box.
B%] Flle  Action  Miew  Favorites  Window  Help | _|&] =]
‘G=-b|-l-léﬂ|x"@|‘|@3ﬁ-ﬁﬂa FE N & @
(L] Console Roat Mame | Type ] Description I
[ ,}{L wealibur Directory Manager & flice \Jser
: [otd:aay & Bob Lser
[& ChipPC & Caral Iser
@ Thin Clients & oavid Liser
[ Berlin .& Eve User
Eondon Y 000535016719 it
i B Paris :@, KR_DDDSSSDIS?IB il
B[] Computers B kR n00S3S01671E Shiow Resulting Policy. ..
- Domain Controllers o Wigw Current Device Settings. ..
: %L, KR_000S35015726 - : - 9
t:-- a_._J ForeignsecurityPrincipals e Shaw Policy Link Events...
'; L } Prodram Data == Time Limited Owverriding Polics. ..
T e Thir Client: Linked Infa
0 edlbbr Sobel Thin Client Everits
g All thin clients :
“; %calibur Farm Manager ;DI ll_lsagIe.l;.
ESSI0NS 1Nk
cut
Dielete
q Helo = 3
iObens the properties dialog biox For the current selection, | |
Figure 3-5: Xcalibur Management Console — Device - Menu
5. Inthe <Device> Properties dialog box, select the Assigned VDI Desktop tab.

Device Mame:

Advanced | scalibur Policy

General Marmaged By I
h-él_|| Wi general device details
=

KR_000S35018719

I Assigned ¥DI Desktop

Hardware

Software

L3

Device Description:

KR 000535018719 Properties I

Type: Thir Client
Unigue ID: {CDEZFFD7-BESF-4014-A563-000535018719:
Site Mame; Europe
Scope Mame: 192, 168.8,151 - 192, 168.8,170
oK I Cancel | Apply |
Figure 3-6: <Device> Properties Dialog Box — Assigned VDI Desktop Tab
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6.

7.

In the Assigned By drop down list box select Manual .

General I Managed By i Hardware ! Sofbiware

Advanced I wealibur Palicy Assigned YOI Desktop
@ Assigned Yirbual Desktop Information
fssigred By raral j
Aukarnatic

—%DI Deskiop Information

DHS Hame iProh||3|lzec|

Yirkual Machine Mame I

FarmiHost Mame l

WirbualZenker... | Browse AD, ., Ui e

~%DI Deskbop Lease Information

Expiration | Unlirnited

Type |Static Vi Follaws e INone VI

Duration |3lj j days IU j hiars

KR 000535018719 Properties I

oK I Cancel | Apply

Figure 3-7: <Device> Properties Dialog Box — Assigned VDI Desktop Tab —

Manual

Click VirtualCenter... to open the Browse for Virtual Desktop Objects...  dialog box.

General I IManaged By i Hardware ! Software

Advanced | sealibur Palicy Assigned YOI Desktop

@ Assigned Yirbual Deskiop Information
fissigned By IManuaI ﬂ
—%DI Deskiop Information

DHS Mame |

virkual Machine fame I

FarmfHost Marme l

Browse AD, .. LA B el

DI Deskrop Lease Information

Expiration | Unlirited

Type IStatic 'i Follows Me |N0r.e "I

Duratian |3D j days ID ﬁ hiars

KR_000535018719 Properties E3 I

K | Cancel | Apply

Figure 3-8: Assigned VDI Desktop Tab — Manual — Virtual Ce
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dialog box, perform the following:

8. Inthe Browse for Virtual Desktop Obijects...
8.1. Inthe Browse by drop down list box, select a display format for the Virtual

Center.

Browse for ¥irtual Desktop Objects... I

Browse by IHosts and clusters _j'__i Refresh i

i Ci
= ) Hodvirtual machines and templates
3l |[Metworks
Diatastores

Figure 3-9: Browse for Virtual Desktop Objects... Dialog Box

8.2. Browse and select the desired VD (XPNET8-6 in this example).

Browse for ¥irtual Desktop Objects... I

Browse by lHosts and clusters :j Refresh i

=1 ] Hosts and cluskers

i Mew Datacenter

i 0ag

=P 192.168.8.55

._"ij--t.- Admin Desktops
-8 ¥PHETE-4

- ¥PNETE-S

[+-% QA Deskiops

-8 Sales Deskops

- Hilg WPNETE-7

Ok | Caricel I

Figure 3-10: Browse for Virtual Desktop Objects... Dialog Bo  x

Click OK to complete the VD selection and to return to the <device> Properties
dialog box.

8.3.
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9. Inthe VDI Desktop Lease Information section, perform the following:
9.1. From the Type drop down list box, select one of the following lease types:

= Static — for an unlimited lease duration (never expires).
u Time Expiration - for a time limited lease that will expire after a preset
duration.
k7_0005350167 9 Praperties K|
General I Managed By I Hardware ! Software |
Advanced | ¥ealibur Policy Assigned ¥DI Deskiop
@ Assigned Yirtual Desktap Information
.C\ssjgned B IManuaI j

DI Deskiop Information
DRS Mame | #PMETE-6.netd. gas

yirtual Machine Mame I SPNETE-6

Farm/Host Mame | {192, 168.8.55

WirtualCenter. ., | Brawse AD, .. WM Infa, .

7 %DI Desktop Lease Information

Expiratian |Un|imited
Type i ;i Follow Me INnna VI

Craration

Cancel | Apply |

Figure 3-11: Assigned VDI Desktop Tab — Manual — Virtual C  enter — Lease Type
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9.2. IfaTime Expiration lease type is selected, enter the lease Duration .
The lease expiration date and time appears in the Expiration field.

@ Assigned wirkual Deskiop Information

P.ssigned B IManu

al ;‘

DI Deskbop Information -

DMS Mame

| YPMETE-5,nets, gad

Yirtual Maching Marne I YENETE-6

FarmfHost ame

WirkualZénker, .. |

|;192.

Erowse ADL

165.8.55

WM Infan .

~¥DI Deskbop Lease Information

Expiration | F3112007 4:17:32 PM

Type ime Expiration Follow Me |Nnne "I
Cration |14 j days i5 ﬁ hiiirs
[,

KR_000535018719 Properties E I
General | Managed By I Hardware ! Software |
Advanced | wealibur Palicy Assigned YWDT Desktop

s
1618 I

Cancel | Apphy

Figure 3-12: Assigned VDI Desktop Tab — Manual — Virtual C

enter — Lease Duration

10. Click OK to complete the VD assignment procedure and to return to the Xcalibur

Global Management Console.
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2 Manually Assigning a VD from a VMware Virtual Center
to a User

IMPORTANT Domain User Authentication must be activated on the scope containing the
device receiving a VD assignment.

In Scope Properties \ Authentication Properties tab \ User Authentication
Provider, verify that the Active provider is “Domain User Authentication
Provider”.

2.1 Active Directory Permissions

In order to perform VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Active Directory:

B The Read, Read gPLink, Write gPLink, Read gPOtions and Write gPOtions
permissions are required on the parent OU containing the user to which the VD will be
assigned.

B The user must be a member of the group “Group Policy Creator Owners”.

NOTE The above permissions are in addition to any other permissions required for Xcalibur
Global Management.

2.2 Xcalibur Farm Manager Permissions

In order to configure VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Xcalibur Farm Manager:

B The Read Site Data and the Write Site Data permissions are required on the
Administrative Suite.

2.3 VMware Virtual Center Permissions

In order to perform VD assignments from the Virtual Center, a user must be created on the
Virtual Center for the use of the Xcalibur VDI Broker. The user must be assigned the
following permissions:

B Required - Read permission on the Virtual Center path to the VD.

B Optional - Additional permission to perform management tasks on the VD such as
Shutdown, Restart, etc.
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2.4 Xcalibur Global Virtual Center Settings

The Farm Manager Virtual Center Settings are configured using the following procedure:

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

2. Inthe Xcalibur Management Console window, open Xcalibur Farm Manager /
Administrative Suite and select Virtual Center .

':m Xcalibur - [Console Root' Xcalibur Farm Manager', Administrative Suite' ¥irtual Center] HE=]
By Hle action Vew Favortes Window Wb | _|s|x]
e = @@ &R L0
[_ Console Rioot :J

-2 #ealibur Directory Manager
=145 Healibur Farm Manager

-] Administrative Suite
- [3 Database
B % Farm Front End Servers
4] Site Assigned Servers
- Certificates
-5y Software Repositary
150 Licensing
- (3 Backed up Sites
il Unassigned Clients
- I Urlicensed Clignts
-, Find
o 2R itk Center 1
-4 Sites Wiew »
-5 Session Desk T window From Here

ru]

Click the [#] Befresh button to load,

1
s}

)

Meva Taskpad Yiew. .,

Refresh
iz |

Help
| | |

iOi:uens the properties dialog bio

Figure 3-13: Xcalibur Management Console - Select Virtual ~ Center

3. Right-click Virtual Center , on the menu click Properties to open the Virtual Center
dialog box.
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NOTE The Virtual Center dialog box is composed of two tabs each containing a separate set of
parameters used to connect to the Virtual Center. This separation offers increased security by
assigning different credentials to different Xcalibur Global components.

4.

The Front End Server VDI Credentials tab contains the parameters used by the
Xcalibur Global service to connect to the Virtual Center. The user selected will
determine the permissions granted to the Xcalibur Global service when it interacts with
the Virtual Center.

4.1.
4.2.

4.3.
4.4,
4.5,

In the Virtual Center Server text box, type the server's URL.

In the User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

In the Password text box, type the user’s password.
Uncheck the Connect to Virtual Center check box.

Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

e @E]

Front End Server VDI Credentials l MMC YOI Credentials i

Used by the Fronk End Server to conneck to the
wirtual Center and obtain infarmation from it.

Wirtual Center Server: | https: /{192, 168.5.35)sdk,

Llzer: | adriniskrakor

Passward; |-uuu

[~ Connect toYirkual Canter

| SUECESS

ok Cancel | Apply

Figure 3-14: Virtual Center Dialog Box — Front End Server VDI Credentials Tab
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5.  The MMC VDI Credentials tab contains the parameters used by the Xcalibur Global
Management Console to connect to the Virtual Center. The user selected will
determine the Xcalibur Global Management Console’s permissions when it interacts
with the Virtual Center. In addition to the permission to retrieve information about VDs,
this could also include permissions to: Start, Shutdown, Reboot, and Suspend VDs.

5.1.
5.2.

5.3.
5.4.
5.5.

In the Virtual Center Server text box, type the server's URL.

In the User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

In the Password text box, type the user’s password.
Uncheck the Connect to Virtual Center check box.

Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

¥irtual Center I

Front End Server VDI Credentials  MMC VDI Credentials l

Used For QU operations such as Shadow Virkual
Machines using ¥Mware Consale,

Wirkual Cenker Server: | https://192,168.8.35/sdk

User: | adrministrator

Password: |O""n

[~ Corneck toYirkual Center

“H | Success

{al'd Cancel apply

Figure 3-15: Virtual Center Dialog Box — MMC VDI Credentia Is Tab

6. Click OK to finish this procedure and return to Xcalibur Global Management Console.

IMPORTANT The Xcalibur Global Service must be restarted for the new Virtual Center

settings to take effect.
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2.5 Xcalibur Global User Settings

1.

On the Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

In the Xcalibur Management Console window, expand the tree under Xcalibur
Directory Manager to reveal the OU that contains the target user. In this example
expand: net8.qa8 \ Chip PC \ Thin Clients \ Berlin.

1;1“ Xcalibur - [Console Root' Xcalibur Directory Manager',net8.qa8.Chip PC,Thin Clients',Berlin] =] E3

B File

Sckion  Miew  Fawvatites

&= OE B FEE 2EOFEEDS

|i'|

[_ Console Rioot
g Wealibur Directory Manager

-4 netd.gad

.

2@ Chlp PC

([ Domain Controllers

1 ForeignSecurityPrincipals
1 Program Data

T Users

1 Healbur Global

£
£
£
£
£
I'

o F\II thin clients
lgi mealibur Farm Manager

Wwindaw  Help |.=Ii]5!
Mame # | Type l Diescription I
i dlice Lser
.; Eob User
& Caral Lser
.; David User
& Eve User

% KR_000535018719 Thin Client
% KR _DO0S35018716 Thin Clignt
’-_'é_, KR_00053501871E Thin Client
&L KR _N00S35018726 Thin Clignt
% KR_000535018735 Thin Client

4 | 2

Figure 3-16: Xcalibur Management Console - Select Target O U
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3. Right-click on the target user (Alice in this example) to display a menu.
4. On the menu, click Properties to display the <User> Properties dialog box.

=24 #ealibur Directary Manager
: E@ netd.qad
4@ Chip PC

4@ Thin Clisnts
g Betlin
| Londan

la Paris

1) Computers
17 Domain Controllers
ﬂ'_‘_] ForeignaecurityPrincipals
11 Program Data
) Users
7 g wcalibur Global
- heqdls Al Ehin clients
.i.!r:; mealibur Farm Manager

oy o e O eI o O |

%, kR_000S35016719
% KR_000535018716
2 kR_000S3501671E
& KR_000535018728
%, kR_000S35016735

4

BE]*] File  fckion e Faworites  Window  Help |Ai]i!
c» OE TR 2D 0N S e
E;] Console Rook Diescripkion

Liser

Liser

User YOI Usage...
Sessions Info

User

Show Resulting Folicy. . .
Show Policy Link Events...

Thin ¢
Thin ¢

Thin ¢ HElP

Thin Client
Thin Client

iOpens the properties dialog box For the current seleckion,

Figure 3-17: Xcalibur Management Console

5. Inthe <User> Properties dialog box, select the Assigned VDI Desktop tab.

Alice Properties I

Errdiranment I Sesziong i Azgigred ¥DI Deskiop I Security
Frofile I Terminal Services Profile I Figttiote control
General tdember of l Account l Foalibur Policy

5. :
i. Alice
First name: 1.~’-‘-.Iice Initialz: I
Last nanme; l |
Dizplay name: IﬂJiCE
Dezcription: I
Dffice: |

Telephone number; I

E-mail: I

wwieb page: I

(B jis'= o |

Cancel | Apply |

Figure 3-18: <User> Properties Dialog Box — Assigned VDI Desktop Tab
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In the Assigned By drop down list box select Manual .

Alice Propetties B2 I

Prafile
General l Member of I Liocount l Healibur Policy
Erwironment l Sessions Agzigned YD Desklop I Seconity

Aszzigned Vitual Desktop Infarmation

Azzigned By lManuaI LI
Automatic
%D Desktop Infomation
ONS. Prohibited
Yirtual Machine Name I
Farm/Hozt Mame I
WirtualCenter. . | Browse A0 b oo

I Temninal Services Profile I Remiote cantrol

~%DI Desktop Lease Infoimation

E #piratioh IU rlimited

Tupe |Stalic 'I Follow ke lNcne "i

Diuration I30 ﬂ days IU j haurs

0k, I Cancel | Apphy |

7.

General i Memiber of I Account I Hialibur Policy

l Terminal Services Pofile i Fiemote contral

Profile
Azzigned WD Deskiop I Security

Entdiranmet l Seszions
Aszzigned Vitual Desktop Infarmation
Azzigned By lManuaI ‘:I

%D Desktop Infomation
DM5. [

Yirtual Machine Name I

Farm/Hozt Mame I

WirtualCenter. . ’\L Browse A0 b oo |

Ly

~%DI Desktop Lease Infoimation

E #piratioh IU rlimited

Tupe |Stalic 'I Follow ke lNcne "i

= hours

Druration I30 ﬂ days IU =

Cancel | Apphy

Figure 3-20: Assigned VDI Desktop Tab — Manual — Virtual C

Figure 3-19: <User> Properties Dialog Box — Assigned VDI Desktop Tab —

Click VirtualCenter... to open the Browse for Virtual Desktop Objects...

Alice Propetties B2 I

enter

Manual

dialog box.
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8. Inthe Browse for Virtual Desktop Obijects...
8.1. Inthe Browse by drop down list box, select a display format for the Virtual

dialog box, perform the following:

Center.
Browse for ¥irtual Desktop Objects... I
Browse by |Hosts and clusters ;i Refresh J
— Hosts and clusters
= ) Hosvirtual machines and templates
v |Metworks
(632 Cancel I

Figure 3-21: Browse for Virtual Desktop Objects... Dialog Bo
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8.2.

8.3.

Browse and select the desired VD (XPNET8-2 in this example).

Browse for ¥irtual Desktop Objects...

Browse by lHosts and clusters

:j Refresh i

B

H Mew
| OAS

= i Hosts and clusters

Datacenter

@ 192.165.8.55
% Admin Desktaps

- XPHETE-4
- XPHETE-S

I'ﬂt. Qi Deskbops
-8 Sales Deskiops

Hla ¥PHETE-7
i ¥PHETS-8

16]3

Cancel I

Figure 3-22: Browse for Virtual Desktop Objects... Dialog Bo

X - Select VD

Click OK to complete the VD selection and to return to the <User> Properties

dialog box.
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Profile: i Terminal Services Profile I Remaote control
General l Memberof | Account | ¥calbur Policy
E hivitonment l Sessions Assighed YD Deskiop | Sacurity
Azzigned Yitual Desktop Information
Assigned By lManuaI _:I

%D Dresktop Information
DMS. [PNETE6.netd qaf

Yirtual Maching Narme |><PNETB-E

Faim/Host Mames |£1 92168655

WitualCenter... | Browse 0. W Info..

— %01 Dezktop Lease Information
E xpiration IUser Log Off / Device Restart

Tope Log Off / Reboot ;I Follow be |Ncne "I

Ciuration

QK I Cancel | Apply

Figure 3-23: Assigned VDI Desktop Tab — Manual — Virtual C  enter — Lease Type

9. Inthe VDI Desktop Lease Information section, perform the following:
9.1. From the Type drop down list box, select one of the following lease types:

= Static — for an unlimited lease duration (never expires).

u Time Expiration - for a time limited lease that will expire after a preset
duration.

= Log Off / Reboot - for temporary lease that will expire when the user

logs off or when the device is rebooted.
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9.2. IfaTime Expiration lease type is selected, enter the lease Duration .
The lease expiration date and time appears in the Expiration field.

Azzigned Yitual Desktop Information

Aszigned By lManuaI

%Dl Dezklop Information

DNS IXPNETS-E.netB.an

Yirtual Maching Narme IXPNETB-E

Faim/Host Mames |£1 92168655

WitualCenter... | Browse 0. W Info..

-DI Dezktop Lease Information

E xpiration I?'.f'31 F2007 4:34:22 P

Diuration |14 :} days !5:[ j htirs

Tupe ITime Expiration j Follow be |Ncne "I

icepropertes ————__@E]

Prafile i Terminal Services Profile I Remaote control
General l Memberof | Account | ¥calbur Policy
E hironment l Sessions Assighed YD Deskiop | Sacurity

QK I Cancel |

Apply

Figure 3-24: Assigned VDI Desktop Tab — Manual — Virtual C

enter — Lease Duration

10. Click OK to complete the VD assignment procedure and to return to the Xcalibur

Global Management Console.
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3.1

Manually Assigning a VD from the Active Directory
to a Device

Active Directory Permissions

In order to perform VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Active Directory:

B The Read permission is required on the Active Directory path (Domain\OU...) to the VD
that will be assigned.

B The Read, Read gPLink, Write gPLink, Read gPOtions and Write gPOtions

permissions are required on the parent OU containing the device to which the VD will
be assigned.

B The user must be a member of the group “Group Policy Creator Owners”.

NOTE The above permissions are in addition to any other permissions required for Xcalibur

Global Management.
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3.2 Xcalibur Global Device Settings

1.

On the Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management

Console to launch the Xcalibur Global Management Console.

In the Xcalibur Management Console window, expand the tree under Xcalibur
Directory Manager to reveal the OU that contains the target device. In this example

expand: net8.qa8 \ Chip PC \ Thin Clients \ Berlin.

Bﬁ'ﬁ File  Ackion  Yiew  Faworites  Window  Help | &) =]
e Al B FRE 2 ORLERS
[_ Console Rioot Marme  / | Tvpe ] Description I
g Wealibur Directory Manager S alice User
-4 netd.gad & Bob Liser
=EF! Ch'p PC S Caral User
i & David User
.;;. Eve User
3‘:‘%, KR_000535018719 Thin Client
..- % KR_DO0S35018716 Thin Client
- Computers %" = !n !en
S 5 =, KR_00053501871E Thin Client
- Domain Controllers ) s
-1 ForeignSecurityPrincipals = KR_000335018728 T !n C!E”t
B3 Program Data % kR_000535018735 Thin Client
- Users
B Healibur Slobal
¢ el Al thin clients
Er. 5;% wealibur Farm Manager
4 | 2
I | |

Figure 3-25: Xcalibur Management Console - Select Target O U
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3. Right-click on the target device (KR_000535018719 in this example) to display a menu.
4. On the menu, click Properties to display the <Device> Properties dialog box.

m %calibur - [Console Root' Xcalibur Directory Managernet8.qa8’Chip PCiThin Clients'Berlin]  [Ejj=] . I

B% File  Action  Yiew  Faworites  Window  Help | _iﬁllﬁ!
‘¢='@|-III$|X FREPEOTEERTE NS
[ Console Rook Mame  / | Type ] Description: I

=l ¥ealibur Directory Manager 5 alice User

- :; Bob ser
Chip PC S, Carol IIser
| T.'lin Clients a Diavid User
& Berlin .ﬂ Eve User
Loy !, 2R 000535018 i

e P ¥ d14d
4 VAl A % kp_noos3sOlsTiE | AvE..
[ Computers ,ﬂ KR OO0S3501871E Shiow Resulting Policy...

Domain Controllers ; ;
- ratihl e é_; KR_000S35016726 Wiew Curr_'ent Dievice Settings.. .
- Foregnoecuiterincipals Show Policy Link Events. ..

1=}
- e KR _000535015735
-] Program Data = Tirre Limited Owverriding Policy..

sers Thin Client Linked Info

wralibur Global et
% Al thin clients Thin Client Events
YOI Usage...

callbur Farm Manager
Sessions Info

'J-. S O ra B ra  |

Cut
Celete
L
4| Help » |

{Opens the properties dialog box For the current selection, | |

Figure 3-26: Xcalibur Management Console — Device — Menu

5. Inthe <Device> Properties dialog box, select the Assigned VDI Desktop tab.

KR_000535018719 Properties E3 |

Advanced | Zealibur Policy I Assigned YOI Deskiop [:%

General | Managed By I Hardware I Softwate
’4_1 Wiew general device details
==
Dievice Mame: kR_DO0S35018719

Device Description:

Type: Thin Client

Unigue I0: JCD82ZFFD7-BESF-4D14-A563-00053501 8719}
Site Marme; Europe

Scope Mlame: 192,168.8,151 - 192, 168.8,170

(64 I Cancel | Appli |

Figure 3-27: <Device> Properties Dialog Box — Assigned VDI Desktop Tab
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6.

7.

In the Assigned By drop down list box select Manual .

General I Managed By i Hardware ! Sofbware
Advanced I Healibur Palicy Assigned YD Desktop

@ Assigned Yirbual Deskiop Information

Assigred By taral ﬂ

Aukarnatic
—%DI Deskiop Information

DHS Mame IProhﬂmted

Virkual Machine Mame I

FarmfHost Marme l

WirbualCerker, ., | Browse AD, .. LA B e

~%DI Deskbop Lease Information

Expiration | Unlirnited

Type |Static 'i Follaws e |N-:r.e VI

Duration |3lj j days ID ﬁ hotrs

KR 000535018719 Properties I

oK I Cancel | Apply

Figure 3-28: <Device> Properties Dialog Box — Assigned VDI Desktop Tab—-  Manual

Click Browse AD... to open the Select Computer dialog box.

General I Managed By i Hardware ! Software
Advanced | Hcalibur Policy Assigned ¥DI Deskiop

@ Assigned Yirbual Deskbop Information

sssigned By

—%DI Deskiop Information
DS Hame |

Virkual Machine hlame I

FarmfHost Marne I

WirkualCenter. . . | Browse AD. .. f\! W TG
14

DI Deskrop Lease Information

Expiration | Unlirited

Type |Static 'i Follows Me |N0r.e "I

Biuration |3'j j days IU ﬁ hiours

KR_000535018719 Properties E3 I

(64 I Cancel | Apply

Figure 3-29: Assigned VDI Desktop Tab — Manual — Active Di
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8. Inthe Select Computer dialog box, enter the name of the desired VD.

Select Computer

Select thiz object tupe:

Il:omputer

Frarm thiz lacation:

Object Types. .

InetS.an

Enter thie object name to zelect [examples]:

#PNETS-E

Adwanced... |

Laocations. ..

LCheck Mames

Caricel

B

Figure 3-30: Select Computer Dialog Box

NOTE The computer must have a valid “DNS Name” attribute. See the Appendix titled

“Creating VDI Broker Compatible Accounts via Script”.

9. Click Check Names to verify that the VD name exists in the Active Directory.

10. Click OK to complete the VD selection and to return to the <Device> Properties dialog

box.
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General | Managed By I Hardware ! Software |
Advanced | wealibur Palicy Assigned YWDT Desktop
‘@ Assigned wirkual Deskiop Information
P.ssjgned B IManuaI ;‘

—%DI Deskkop Infarmation -
DS Mame | YPNETE-6.netd. gad

Yirkual Maching Mame I

FarmifHost Manme I i

WirkualZénker, .. | Browse AD, . WM Infa.

i~ %DI Desktop Lease Information

Expiration | Unilirited

Type Skatic _:i Follow Me |Nnne "I

o B o p i e !
Duration. 0 i~ hours

Cancel | Apphy

Figure 3-31: Assigned VDI Desktop Tab — Manual — Active Di  rectory — Lease Type

11. Inthe VDI Desktop Lease Information section, perform the following:
11.1. From the Type drop down list box, select one of the following lease types:

= Static — for an unlimited lease duration (never expires).
= Time Expiration — for a time limited lease that will expire after a preset
duration.
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11.2. If a Time Expiration lease type is selected, enter the lease Duration .
The lease expiration date and time appears in the Expiration field.

@ Assigned wirkual Deskiop Information

P.ssigned B IManuaI

DI Deskbop Information -

DS Mame | YPNETE-6.netd. gad

Yirkual Maching Mame I

FarmifHost Manme I i

WirkualZénker, .. | Browse AD, .

WM Infan .

~¥DI Deskbop Lease Information

Expiration | Flz4f2007 F:24:12 PM

Tvpe ITime Expiration

Cration |? j days ia ﬁ hiiirs

;i Follaw Me |Nnne "I

KR_000535018719 Properties E I
General | Managed By I Hardware ! Software |
Advanced | wealibur Palicy Assigned YWDT Desktop

My
ok I

Cancel |

apply

Figure 3-32: Assigned VDI Desktop Tab — Manual — Active Di

Duration

rectory — Lease

12. Click OK to complete the VD assignment procedure and to return to the Xcalibur

Global Management Console.
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4 Manually Assigning a VD from the Active Directory
to a User

IMPORTANT Domain User Authentication must be activated on the scope containing the
device receiving a VD assignment.

In Scope Properties \ Authentication Properties tab \ User Authentication
Provider, verify that the Active provider is “Domain User Authentication
Provider”.

4.1 Active Directory Permissions

In order to perform VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Active Directory:

B The Read permission is required on the Active Directory path (Domain\OU...) to the VD
that will be assigned.

B The Read, Read gPLink, Write gPLink, Read gPOtions and Write gPOtions
permissions are required on the parent OU containing the user to which the VD will be
assigned.

B The user must be a member of the group “Group Policy Creator Owners”.

NOTE The above permissions are in addition to any other permissions required for Xcalibur
Global Management.
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4.2 Xcalibur Global User Settings

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

2. Inthe Xcalibur Management Console window, expand the tree under Xcalibur
Directory Manager to reveal the OU that contains the target user. In this example
expand: net8.qa8 \ Chip PC \ Thin Clients \ Berlin.

1;1“ Xcalibur - [Console Root' Xcalibur Directory Managernet8.qas" Chip PC Thin Clients'Berlin]

Bﬁ'ﬁ File  Action  ‘iew Favorites Window  Help |_iﬁllﬁ
e | mE B EFRE EEOBSGTS

f:] Console Rook Mare 7 | Tvpe ] Description I
g Wealibur Directory Manager S alice User

: 5@ nets. gal i Boh Liser

= S Caral Lser
& David User
.;;. Eve User

. kR_NO0S35018719 Thin Client
%, KR_D00535018716 Thin Client
’%_, KR._00053501571E Thin Clignt
& KR._000535018728 Thin Client
L kR_D00S35018735 Thin Clignk

1) Computers

17 Domain Controllers

ﬂ'_‘_] ForeignaecurityPrincipals
11 Program Data

1) Users

7 g wcalibur Global

it Al thin clients

&.52; mealibur Farm Manager

oy o e O eI o O |

4 | i3
| | |

Figure 3-33: Xcalibur Management Console - Select TargetO U
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3. Right-click on the target user (Alice in this example) to display a menu.
4. On the menu, click Properties to display the <User> Properties dialog box.

=24 #ealibur Directary Manager
: E@ netd.qad
4@ Chip PC

4@ Thin Clisnts
g Betlin
| Londan

la Paris

1) Computers
17 Domain Controllers
ﬂ'_‘_] ForeignaecurityPrincipals
11 Program Data
) Users
7 g wcalibur Global
- heqdls Al Ehin clients
.i.!r:; mealibur Farm Manager

oy o e O eI o O |

%, kR_000S35016719
% KR_000535018716
2 kR_000S3501671E
& KR_000535018728
%, kR_000S35016735

4

BE]*] File  fckion e Faworites  Window  Help |Ai]i!
c» OE TR 2D 0N S e
E;] Console Rook Diescripkion

Liser

Liser

User YOI Usage...
Sessions Info

User

Show Resulting Folicy. . .
Show Policy Link Events...

Thin ¢
Thin ¢

Thin ¢ HElP

Thin Client
Thin Client

iOpens the properties dialog box For the current seleckion,

Figure 3-34: Xcalibur Management Console

5. Inthe <User> Properties dialog box, select the Assigned VDI Desktop tab.

Alice Properties I

Errdiranment I Sesziong i Azgigred ¥DI Deskiop I Security
Frofile I Terminal Services Profile I Figttiote control
General tdember of l Account l Foalibur Policy

5. :
i. Alice
First name: 1.~’-‘-.Iice Initialz: I
Last nanme; l |
Dizplay name: IﬂJiCE
Dezcription: I
Dffice: |

Telephone number; I

E-mail: I

wwieb page: I

(B jis'= o |

Cancel | Apply |

Figure 3-35: <User> Properties Dialog Box — Assigned VDI Desktop Tab

Chapter 3 - Planning & Implementing VD Assignment

Ref: DG076U-1.0

44

Chip PC Technologies
www.chippc.com



7 g

Xcalibur Global - VDI Broker

In the Assigned By drop down list box select Manual .

Alice Propetties B2 I

Prafile
General l Member of I Liocount l Healibur Policy
Erwironment l Sessions Agzigned YD Desklop I Seconity

Aszzigned Vitual Desktop Infarmation

Azzigned By lManuaI LI
Automatic
%D Desktop Infomation
ONS. Prohibited
Yirtual Machine Name I
Farm/Hozt Mame I
WirtualCenter. . | Browse A0 b oo

I Temminal 5ervices Profile I Remiote cantrol

~%DI Desktop Lease Infoimation

Expiration IUnIimited

Tupe |Stalic 'I Follow ke lNcne "i

Diuration I30 ﬂ days IU j haurs

0k, I Cancel | Apphy |

7.

Click Browse AD... to open the Select Computer dialog box.

Alice Propetties B2 I

Prafile I Temminal 5ervices Profile I Remiote cantrol
General l Member of I Liocount l Healibur Policy
Erwironment l Sessions Agzigned YD Desklop I Seconity
Aszzigned Vitual Desktop Infarmation
Azzigned By lManuaI LI

%D Desktop Infomation
DM5. [

Yirtual Machine Name I

Farm/Hozt Mame I

WirtualCenter. . | Browse A0 ’\‘J b oo |
[~

~%DI Desktop Lease Infoimation

Expiration IUnIimited

Tupe |Stalic 'I Follow ke lNcne "i

= hours

Druration I30 ﬂ days IU =

ITI Cancel | Apply

Figure 3-37: Assigned VDI Desktop Tab — Manual — Active Di

Figure 3-36: <User> Properties Dialog Box — Assigned VDI Desktop Tab —

rectory

Manual
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8. Inthe Select Computer dialog box, enter the name of the desired VD.

Select Computer

Select thiz object tupe:

Il:omputer

Frarm thiz lacation:

Object Types. .

InetS.an

Enter thie object name to zelect [examples]:

#PNETS-E

Adwanced... |

Laocations. ..

LCheck Mames

Caricel

B

Figure 3-38: Select Computer Dialog Box

NOTE The computer must have a valid “DNS Name” attribute. See the Appendix titled

“Creating VDI Broker Compatible Accounts via Script”.

9. Click Check Names to verify that the VD name exist in the Active Directory.

10. Click OK to complete the VD selection and to return to the <User> Properties dialog

box.
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Profile: i Terminal Services Profile I Remaote control
General l Memberof | Account | ¥calbur Policy
E hivitonment l Sessions Assighed YD Deskiop | Sacurity
Azzigned Yitual Desktop Information
Assigned By lManuaI _:I

%D Dresktop Information
DMS. [PNETE6.netd qaf

Yirtual Machine Narme |

Farm/Host Mame Ia’

WitualCenter... | Browse 0. W Info..

— %01 Dezktop Lease Information

Expiration _[Uniimited
Tupe Static ;I Follow ble |Ncne VI

Ciuration

QK I Cancel | Apply

Figure 3-39: Assigned VDI Desktop Tab — Automatic — Active Directory — Lease Type

11. the VDI Desktop Lease Information section, perform the following:
11.1. From the Type drop down list box, select one of the following lease types:

= Static — for an unlimited lease duration (never expires).

u Time Expiration - for a time limited lease that will expire after a preset
duration.

u Log Off / Reboot - for temporary lease that will expire when the user

logs off or when the device is rebooted.
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11.2. If a Time Expiration lease type is selected, enter the lease Duration .
The lease expiration date and time appears in the Expiration field.

General l Mernber of

E rvironment l Seszionz

| Bccount | ealibur Policy
Azzigned VDI Desklop | Security

Azzigned Yitual Desktop Information

Assigned By lManuaI _:I

%Dl Dezklop Information

DNS IXPNETS-E.netB.an

Yirtual Machine Narme I

Farm/Host Mame Ia’

WitualCenter... |

Browse 0. W Info..

-DI Dezktop Lease Information

E xpiration |?£24£2DD? 7:38:13 P

Tupe ITime Expiration j Follow be m
Diuration |? :} days lB j hours
[

Alice Properties E I
Prafile i Terminal Services Profile I Remaote control

My
Ok I

Cancel | Apply

Figure 3-40: Assigned VDI Desktop Tab — Manual — Active Di

Duration

rectory — Lease

12. Click OK to complete the VD assignment procedure and to return to the Xcalibur

Global Management Console.
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5 Automatically Assigning a VD from a VMware Virtual Center
to a Device

51 Xcalibur Farm Manager Permissions

In order to configure automatic VD assignments, the user running the Xcalibur Global
Management Console must have the following permissions in the Xcalibur Farm Manager:

B The Read Site Data and the Write Site Data permissions are required on the
Administrative Suite.

B The Read Site Data and the Write Site Data permissions are required on the site where
the automatic assignment will be configured.

NOTE The above permissions are in addition to any other permissions required for Xcalibur
Global Management.

5.2 VMware Virtual Center Permissions

In order to perform VD assignments from the Virtual Center, a user must be created on the
Virtual Center for the use of the Xcalibur VDI Broker. The user must be assigned the
following permissions:

B Required: Read permission on the Virtual Center path to the VD.

B Optional: Additional permission to perform management tasks on the VD such as
Shutdown, Restart, etc.
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5.3 Xcalibur Global Virtual Center Settings

The Farm Manager Virtual Center Settings are configured using the following procedure:

13. On the Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

14. In the Xcalibur Management Console window, open Xcalibur Farm Manager /
Administrative Suite and select Virtual Center .

':m Xcalibur - [Console Root' Xcalibur Farm Manager', Administrative Suite' ¥irtual Center] HE=]
By Hle action Vew Favortes Window Wb | _|s|x]
e = @@ &R L0
[_ Console Rioot :J

-2 #ealibur Directory Manager
=145 Healibur Farm Manager

-] Administrative Suite
- [3 Database
B % Farm Front End Servers
4] Site Assigned Servers
- Certificates
-5y Software Repositary
150 Licensing
- (3 Backed up Sites
il Unassigned Clients
- I Urlicensed Clignts
-, Find
o 2R itk Center 1
-4 Sites Wiew »
-5 Session Desk T window From Here

ru]

Click the [#] Befresh button to load,

1
s}

)

Meva Taskpad Yiew. .,

Refresh
iz |

Help
| | |

iOi:uens the properties dialog bio

Figure 3-41: Xcalibur Management Console - Select Virtual ~ Center

15. Right-click Virtual Center , on the menu click Properties to open the Virtual Center
dialog box.
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NOTE The Virtual Center dialog box is composed of two tabs each containing a separate set of
parameters used to connect to the Virtual Center. This separation offers increased security by
assigning different credentials to different Xcalibur Global components.

16. The Front End Server VDI Credentials tab contains the parameters used by the

Xcalibur Global service to connect to the Virtual Center. The user selected will
determine the permissions granted to the Xcalibur Global service when it interacts with
the Virtual Center.

16.1. Inthe Virtual Center Server text box, type the server's URL.

16.2. Inthe User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

16.3. Inthe Password text box, type the user’s password.
16.4. Uncheck the Connect to Virtual Center check box.

16.5. Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

e @E]

Front End Server VDI Credentials l MMC YOI Credentials i

Used by the Fronk End Server to conneck to the
wirtual Center and obtain infarmation from it.

Wirtual Center Server: | https: /{192, 168.5.35)sdk,

Llzer: | adriniskrakor

Passward; |-uuu

[~ Connect toYirkual Canter

| SUECESS

ok Cancel | Apply

Figure 3-42: Virtual Center Dialog Box — Front End Server VDI Credentials Tab
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17. The MMC VDI Credentials tab contains the parameters used by the Xcalibur Global
Management Console to connect to the Virtual Center. The user selected will
determine the Xcalibur Global Management Console’s permissions when it interacts
with the Virtual Center. In addition to the permission to retrieve information about VDs,
this could also include permissions to: Start, Shutdown, Reboot, and Suspend VDs.

17.1. Inthe Virtual Center Server text box, type the server's URL.

17.2. Inthe User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

17.3. Inthe Password text box, type the user’s password.
17.4. Uncheck the Connect to Virtual Center check box.

17.5. Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

¥irtual Center I

Front End Server VDI Credentials  MMC VDI Credentials l

Used For QU operations such as Shadow Virkual
Machines using ¥Mware Consale,

Wirkual Cenker Server: | https://192,168.8.35/sdk

User: | adrministrator

Password: |O""n

[~ Corneck toYirkual Center

“H | Success

{al'd Cancel apply

Figure 3-43: Virtual Center Dialog Box — MMC VDI Credentia Is Tab

18. Click OK to finish this procedure and return to Xcalibur Global Management Console.

IMPORTANT The Xcalibur Global Service must be restarted for the new Virtual Center
settings to take effect.
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5.4 Xcalibur Global Device Settings

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.1 > Management
Console to launch the Xcalibur Global Management Console.

NOTE Automatic VD assignment can be configured on the Farm / Site / Scope level
using the exact same procedure. In this document the procedure will be described
on the scope level.

2. Inthe Xcalibur Management Console window, expand the folders under Xcalibur Farm
Manager to reveal the target scope. In this example expand:
Sites \ Europe \ IP Scopes.

':m Xcalibur - [Console Root Xcalibur Farm Manager' Sites' Europe’IP Scopes]

BE]*] File  fckion  iews  Faworibes  Window  Help |-iﬁ’|gi
«=» AEXFRB PEtAFERPA P GOWE” DR

Mame I Diescription
Centrally view all clients in scope.

Zonsole Rook
,}g_ wralibur Directory Manager 2k England
E i@ netfiga8 B cermany : Centrally
g Allthin clients ki France Centrally view all clients in scope,
l{; ¥calibur Farm Manager

& ;‘\__1, Administr ative Suike

iew 3l clients in scope,

% England
: GErmany
ez France
-} Front End Servers
~iga Clients

B Users

b Deskrops

ﬂ Asia
-El Morth America
Session Desk

Ej H

frs]

Kl

5192.168.8.131 - 192, 168.5.150

M},-

ESRRY! | 2

|Germany !Tntal: 14 T

Figure 3-44: Xcalibur Management Console - Select Target S  cope

3. Select the target scope (In this example Germany ).
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4.
5.

Right-click on the target scope (Germany in this example) to display a menu.
On the menu, click Properties to display the <Site \ Scope> dialog box.

m Xcalibur - [Console Root, Xcalibur Farm Manager',Sites’, Eurnpe \IP Scopes] |
BE]*] File  fckion  iews  Faworibes  Window  Help | Ai]lﬂ
|
c= | AEXFRR 20 PSP NEDYWE” 9 R |
Console Root Mame I Ciescription
;}S_ #ealibur Directory Manager 2 England Centrally view all clients in scope,
- @ netB.qaB = Cermany ol ;
“ i Al thin clients 2 France Inhierit from Parent nts in scope,
F‘{% ¥calibur Farm Manager Disable Scope
B-didl Administrative Suike Import Sethings. ..
F‘.-"f{_‘j Sites Export Scope...
- Default Sire Skart Discovery
=8 Europs Attach Clisnts ko Domain
o 8] Tasks Elock Devices
L_' "2 IP SCDDBS Unblack Devices
all Tasks 2
&
- Front End Servers Delete
5 Clisnts Rename
B Users Refresh
oy Do | Fropetties |
-3 Asia leg
-2 Worth America Help
- Session Desk
4] [+]]4 | i)
|O|:|ens the properties dialog bowx for the current selection, | |
Figure 3-45: Xcalibur Management Console — Target Scope >  Properties
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6. Inthe <Site \ Scope> dialog box, select the Device VDI tab.
frope Germary —_____________WE|
Hotfix Service i Elugins Service i Client Discovery
Pratocol Settings I Mokes I Policy Updater l Dievice \-'Dlgg User ¥DI
{aeneral Inuthentication Froperties I Recovery service I Updkade Service
Marme | walue |
Scope Id 5
Scope GUID {4A328BCE-791 1-4A83-BCTE-D IBE4667640A )
Start IP Addr... 192.1658.8.131
End IP Address | 192.168.8.150
Metmask 255.255,255.0
Scope Mame Germany
Site Mame Europe
2
(84 I Cancel | AR i
Figure 3-46: <Site \ Scope> Dialog Box
7. Uncheck the Inherit From Parent check box.

Europe ' Germany I

General I Authentication Froperties I Recovery service i Upgrade Service I

Hotfix Service:
Protocol Settings

Plugins Serwvice: I Client Discovery
l Mates l Palicy Updater  Device WDI | LUsar YOI

! J"j YD service offers conneckivity to virtual servers

Assignment
Twpe:

Assign Yirkual
Deskiop From:

v

- =
IManuau o l M

!Parent Lo1E}

Power options

Hckian IDon't Wake up ¥ 1 Days: |0

jl_u

DS Mame Lease
* o=
Pattern I Tope: JoCEHC

Lease Duration

>
Timeauk (sec): 10 x Hours: | L *
Operating T
System I
5 : Sdvanced
ampUter
Account I Shny = _:]

I I Cancel | Appl

Figure 3-47: <Site \ Scope> Dialog Box - Device VDI Tab
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8.

In the Assignment type drop down list box, select Automatic .

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery
1aeneral I Authentication Properties I Recovery service I Upgrade Service
Protocol Settings l Mates l Policy Updater  Device VDI l Lser YD1

! .JJ j YD service offers conneckivity to virkual servers

[ Inherit From Parent —

signirnent el
?épg : [Manual = I T =
Bssign Virtual g L

Dieskkop Fram: :.i
DM Name Leass :
Patterr l * Type: IStﬁt'r— '"I

Power options— 1 [~ Lease Duration
Actian iDon't Wake up "l Liays: I 0 VI
Timeout (sech: 10 * Hours: |1 *
Operating l "
Swstem
- : Sdvarced
ornputer
Arcont I SAry _:!

a4 I Cancel | apply

Figure 3-48: <Site / IP Scope> Dialog Box — Device VDI Tab

Chapter 3 - Planning & Implementing VD Assignment

Ref: DG076U-1.0

56

Chip PC Technologies
www.chippc.com



7 g

Xcalibur Global - VDI Broker

9.

In the Assign Virtual Desktop from

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery
1aeneral I Authentication Properties I Recovery service I Upgrade Service
Protocol Settings l Mates l Policy Updater  Device VDI l Lser YD1

! e j YD service offers conneckivity to virkual servers

[ Inherit From Parent —
= U A
TA&;lg:‘ument i.ﬁ.utomatic 'I M;i':a & INDnE vl

Aissign Wirkual
Deskkop Fram:

-

Wirtual Center ;i
Parent OL

Leass ;__{
Type: Skatic s
Paower options— 1 [~ Lease Duration

Actian IDon't Wake up Vl Lizys: I 0 VI

WM Mame
Pattern

Timeout (sech: 10 - Hours: |1 *
Guesk
05 i::#.ny) j
- Sdvarced
Shate f <Ay ]

a4 I Cancel | apply

Figure 3-49: <Site / IP Scope> Dialog Box — Device VDI Tab
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10. Click the Browse button L to open the Browse for Virtual Desktop Objects
dialog box.

forope Germay 1K)

General I Authentication Properties I Recovery sefvice I Jpgrade Service
HuokFix Service. l Plugins Serwvice: I Client Discovery:
Protocol Setkings l Mates I Policy Lpdater  Device VDI l User VDI

! .B"J WD service offers connectivity to virtual servers

[ Inherit From Parent —

i =21
?&;leg:'lment i.ﬂutomatic "I Me‘fi':ah |Nu:|ne vl

Assign Wirtual
Deskiop from:

WM Wame Fe Lease
Pattern Typs:

Birbual Center

Power options————— 7 [~ Lease Duration

Aictian lDon't WWake up vI Drays: I I} WI

Timeaout (secl: 10 - Hours: | 1 ¥
ggest iq:.ﬂny:b _:!
- Adyvancedd |
Skate f <y [

Ok l Zancel | Appli |

Figure 3-50: Device VDI Tab — Virtual Center Browse Button
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11.

In the Browse for Virtual Desktop Objects...

dialog box, perform the following:

11.1. Inthe Browse by drop down list box, select a display format for the Virtual

Center.
Browse for Yirtual Desktop Objects... I
Browse by |Hosts and clusters ;i Refresh J
S— Hosts and clusters
El \1_,] Hovirtual machines and templates

ihletworks

o]

Cancel I

Figure 3-51: Browse for Virtual Desktop Objects... Dialog Bo
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11.2. Browse Virtual Center and select the branch that contains the target VD’s
(Admin Desktops in this example).

NOTE When using automatic assignment the allocation of VDs is dynamic and
therefore specific VD selection is disabled.

Browse for ¥irtual Desktop Objects... I

Browse by lHnsts and clusters ;i Refresh i

(=l Hosts and clusters
.-l MWew Datacenter

= 192.168.6.55

& WPNETE-4 %

- WPNETS-5
e -'?" APMETS-6
I:. % QA Desktops
I'__. % Sales Deskkops
- Hlg HPNETE-7

----- ’i;h APMETS-5

oK I Caricel I

Figure 3-52: Browse for Virtual Desktop Objects... Dialog Bo X

11.3. Click OK to complete the branch selection and to return to the <Site \ Scope>
dialog box.
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forope Germay 1K)

General I Authentication Properties I Recovery sefvice I Jpgrade Service
HuokFix Service. Plugins Serwvice: l

Protocol Settings l Mates I Palicy Updater

Zlient Discovery
Device YOI ] Liser YOI

! J" J WD service offers connectivity to virtual servers

Assigriment

[ Inherit From Parent —

!‘—-J. "Foll G
Type: Aukarmatic ¥ Al INnne vl

Assign Wirtual ;
Desktop Fram: i'u'lrtual Zenter

#

WM Mame

*
Pattern i

Power options————————

i Datacenters\QASL192, 168,58, 55\Admin Deskiops .. |

Lease ﬁ
Tepe: Skatic o

Actian lDon't Wake up 'I Days:

Timeaout (secl: 10 - Haurs:
ggest iq:.ﬂny:b _:j
- Adyvancedd |
Skate f <y [

Ok l Zancel | Appli

Figure 3-53: Assigned VDI Desktop Tab — Automatic — Virtua

| Center — Lease Type

12. From the Lease Type drop down list box, select one of the following lease types:
= Static — for an unlimited lease duration (never expires).

= Time Expiration - for a time limited lease that will expire after a preset duration.
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13. If a Time Expiration lease type is selected, enter the Days and Hours in the Lease

Duration section.

Huokfix Service I Flugins Service

I Clienk Discovery

AGeneral l Authentication Properties I Recovery sepvice I Upgrade Service I
Protocol Setkings l Mates l Policy Lpdater  Device VDI l Lser VDI

! J" J WD service offers connectivity to virtual servers

[ Inherit From Parent —

i =21
?&;leg:'lment i.ﬂutomatic "I I.\_,.:e“fi':am INnne vl

Assign Wirtual ;
Desktop Fram: i'u'lrtual Zenter

#

i Datacenters\QASL192, 168,58, 55\Admin Deskiops .. |
WM Mame
Pattern i * ﬁ:ze: iTime Expiration "I

Power options———— 7 [~ Lease Duration i
Aictian lDon't WWake up vI Drays: ! 7 [E vI
Timeaout (secl: 10 - Haurs: I 5] vI

=l
Adyvancedd |

ggest iq:.ﬂn\_f:b
WM
State f <any: =

forope Germary 1K)

Zancel | Appli

Figure 3-54: Assigned VDI Desktop Tab — Automatic — Virtua

| Center — Lease Duration

14. Click OK to complete the VD assignment procedure and to return to the Xcalibur

Global Management Console.
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6 Automatically Assigning a VD from a VMware Virtual Center
to a User

IMPORTANT Domain User Authentication must be activated on the scope containing the
device receiving a VD assignment.

In Scope Properties \ Authentication Properties tab \ User Authentication
Provider, verify that the Active provider is “Domain User Authentication
Provider”.

6.1 Xcalibur Farm Manager Permissions

In order to configure automatic VD assignments, the user running the Xcalibur Global
Management Console must have the following permissions in the Xcalibur Farm Manager:

B The Read Site Data and the Write Site Data permissions are required on the
Administrative Suite.

B The Read Site Data and the Write Site Data permissions are required on the site where
the automatic assignment will be configured.

NOTE The above permissions are in addition to any other permissions required for Xcalibur
Global Management.

6.2 VMware Virtual Center Permissions

In order to perform VD assignments from the Virtual Center, a user must be created on the
Virtual Center for the use of the Xcalibur VDI Broker. The user must be assigned the
following permissions:

B Required: Read permission on the Virtual Center path to the VD.

B Optional: Additional permissions to perform management tasks on the VD such as
Shutdown, Restart Etc.
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6.3 Xcalibur Global Virtual Center Settings

The Farm Manager Virtual Center Settings are configured using the following procedure:

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

2. Inthe Xcalibur Management Console window, open Xcalibur Farm Manager /
Administrative Suite and select Virtual Center .

':m Xcalibur - [Console Root' Xcalibur Farm Manager', Administrative Suite' ¥irtual Center] HE=]
By Hle action Vew Favortes Window Wb | _|s|x]
e = @@ &R L0
[_ Console Rioot :J

-2 #ealibur Directory Manager
=145 Healibur Farm Manager

-] Administrative Suite
- [3 Database
B % Farm Front End Servers
4] Site Assigned Servers
- Certificates
-5y Software Repositary
150 Licensing
- (3 Backed up Sites
il Unassigned Clients
- I Urlicensed Clignts
-, Find
o 2R itk Center 1
-4 Sites Wiew »
-5 Session Desk T window From Here

ru]

Click the [#] Befresh button to load,

1
s}

)

Meva Taskpad Yiew. .,

Refresh
iz |

Help
| | |

iOi:uens the properties dialog bio

Figure 3-55: Xcalibur Management Console - Select Virtual ~ Center

3. Right-click Virtual Center , on the menu click Properties to open the Virtual Center
dialog box.
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NOTE The Virtual Center dialog box is composed of two tabs each containing a separate set of
parameters used to connect to the Virtual Center. This separation offers increased security by
assigning different credentials to different Xcalibur Global components.

4.

The Front End Server VDI Credentials tab contains the parameters used by the
Xcalibur Global service to connect to the Virtual Center. The user selected will
determine the permissions granted to the Xcalibur Global service when it interacts with
the Virtual Center.

4.1.
4.2.

4.3.
4.4,
4.5,

In the Virtual Center Server text box, type the server's URL.

In the User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

In the Password text box, type the user’s password.
Uncheck the Connect to Virtual Center check box.

Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

e @E]

Front End Server VDI Credentials l MMC YOI Credentials i

Used by the Fronk End Server to conneck to the
wirtual Center and obtain infarmation from it.

Wirtual Center Server: | https: /{192, 168.5.35)sdk,

Llzer: | adriniskrakor

Passward; |-uuu

[~ Connect toYirkual Canter

| SUECESS

ok Cancel | Apply

Figure 3-56: Virtual Center Dialog Box — Front End Server VDI Credentials Tab
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5.  The MMC VDI Credentials tab contains the parameters used by the Xcalibur Global
Management Console to connect to the Virtual Center. The user selected will
determine the Xcalibur Global Management Console’s permissions when it interacts
with the Virtual Center. In addition to the permission to retrieve information about VDs,
this could also include permissions to start, shutdown, reboot, and suspend VDs.

5.1.
5.2.

5.3.
5.4.
5.5.

In the Virtual Center Server text box, type the server's URL.

In the User text box, type the name of the Virtual Center user that was created in
the previous section “VMware Virtual Center Permissions”.

In the Password text box, type the user’s password.
Uncheck the Connect to Virtual Center check box.

Click Test Connection to verify that the parameters entered above are correct
(if correct Success appears in box, if incorrect Failure appears in box).

¥irtual Center I

Front End Server VDI Credentials  MMC VDI Credentials l

Used For QU operations such as Shadow Virkual
Machines using ¥Mware Consale,

Wirkual Cenker Server: | https://192,168.8.35/sdk

User: | adrministrator

Password: |O""n

[~ Corneck toYirkual Center

“H | Success

{al'd Cancel apply

Figure 3-57: Virtual Center Dialog Box — MMC VDI Credentia Is Tab

6. Click OK to finish this procedure and return to Xcalibur Global Management Console.

IMPORTANT The Xcalibur Global Service must be restarted for the new Virtual Center

settings to take effect.
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6.4 Xcalibur Global User Settings

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.1 > Management
Console to launch the Xcalibur Global Management Console.

NOTE Automatic VD assignment can be configured on the Farm / Site / Scope level
using the exact same procedure. In this document the procedure will be described
on the scope level.

2. Inthe Xcalibur Management Console window, expand the folders under Xcalibur Farm
Manager to reveal the target scope. In this example expand:
Sites \ Europe \ IP Scopes.

':m Xcalibur - [Console Root Xcalibur Farm Manager' Sites' Europe’IP Scopes]

BE]*] File  fckion  iews  Faworibes  Window  Help |-iﬁ’|gi
«=» AEXFRB PEtAFERPA P GOWE” DR

Mame I Diescription
Centrally view all clients in scope.

Zonsole Rook
,}g_ wralibur Directory Manager 2k England
E i@ netfiga8 B cermany : Centrally
g Allthin clients ki France Centrally view all clients in scope,
l{; ¥calibur Farm Manager

& ;‘\__1, Administr ative Suike

iew 3l clients in scope,

% England
: GErmany
ez France
-} Front End Servers
~iga Clients

B Users

b Deskrops

ﬂ Asia
-El Morth America
Session Desk

Ej H

frs]

Kl

5192.168.8.131 - 192, 168.5.150

M},-

ESRRY! | 2

|Germany !Tntal: 14 T

Figure 3-58: Xcalibur Management Console - Select Target S  cope

3. Select the target scope (In this example Germany ).
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4.
5.

Right-click on the target scope (Germany in this example) to display a menu.
On the menu, click Properties to display the <Site \ Scope> dialog box.

m Xcalibur - [Console Root, Xcalibur Farm Manager',Sites’, Eurnpe \IP Scopes]

Kl

ESRR!

BE]*] File  fckion  iews  Faworibes  Window  Help | Ai]lﬂ
c= | AEXFRR 20 PSP NEDYWE” 9 R |
Console Root Mame I Ciescription
324 Mealbur Directory Manager 2 England Centrally view all clients in scope,
510 netd.qad B cermany il i
“ i Al thin clients 2 France Inhierit from Parent nts in scope,
F‘{% ¥calibur Farm Manager Disable Scope
- Administrative Suite Impork Setkings. ..
F‘.-"f{_‘j Sites E>é|ﬁorl; SropE...
- Default Sire Skart Discovery
= i Europe Atkach Clients to Diomain
B ] Tasks Black Devices
L_' "2 IP SCDDBS Unblock Devices
all Tasks L4
g :;nt End Servers Belets
5 Clisnts Rename
B3 Users Refresh
b Deskrops
L o m
-2 Worth America Help
- Session Desk

|O|:|ens the properties dialog bowx for the current selection,

Figure 3-59: Xcalibur Management Console — Target OU > Pro

Chapter 3 - Planning & Implementing VD Assignment

perties

Ref: DG076U-1.0

68

Chip PC Technologies
www.chippc.com



= Chip PC

Technologies

Xcalibur Global - VDI Broker

In the <Site \ Scope> dialog box, select the User VDI tab.

Foope \Germany 1|

Hokfix: Service i Elugins Service i Client Discovery
Protacol Settings i Mokes l Palicy Updater l Dievice YDI i \jer WDI

General I.ﬁ.uthehtication Properties l Recovery service I Upgrad Fice
T | value |
Scope Id 5

Scope GUID 14A328BCE-7911-4A83-BCTE-D1BS46ATE40A)
Start IP Addr.,. 192,168.5.131
End IF Address | 192.168.5,150

Mekmask, 255,255.255.0
Scope MName GErmany
Sike Marne Europe

2|
’TI Cancel | Bpply |

Figure 3-60: <Site \ Scope> Dialog Box

Uncheck the Inherit From Parent check box.

Foope \Germany )|

Hokfix Service i Plugins Service i Client Discovery
General I Authentication Properties ] Recovery seryice I Upgrade Service
Protacol Sektings l Mates l Palicy Updater l Diewice YOI User VDI

! J"j WD service offers conneckivity to virkual servers

=

Iv
?&;E:ﬂment m I_\Fc%

i
il‘\.'one T l

Assign Yirkaal
Deskiop From:

DNS Mame Lease :
Pattern I i Type: Jaoats

!Parent ol

jl_u

Poweroptions—— 7 [~ Lease Duration
Ackion IDon't Witake Up n ! Diarys: I 1] vl
Timeout {sech: 10 - Hours; | L ¥

Operating "
Syskem I

Compaker -
Account i"'q”V> ll

Ik I Cancel | Al i

Figure 3-61: <Site \ Scope> Dialog Box - User VDI Tab
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8.

In the Assignment type drop down list box, select Automatic .

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery
1aeneral I Authentication Properties I Recovery service I Upgrade Service
Protocol Settings l Mates l Palicy Lpdater I Dievice YOI User YDI

! .JJ j YD service offers conneckivity to virkual servers

[ Inherit From Parent —

signirnent "FollEm
Tnépg: iManuaI M;': INDnE - I
fosan e erwal

Dieskkop Fram: :.i
DM Name Leass :
Patterr l * Type: IStﬁt'r— '"I

Power options— 1 [~ Lease Duration
Actian iDon't Wake up "l Liays: I 0 VI
Timeout (sech: 10 * Hours: |1 *
Operating l "
Swstem
- : Sdvarced
ornputer
Arcont I SAry _:!

a4 I Cancel | apply

Figure 3-62: <Site \ Scope> Dialog Box — VDI Tab
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9.

In the Assign Virtual Desktop from  drop down list box, select Virtual Center .

Probocol Settings l Mates l Policy Updater I Device DL

! e j YD service offers conneckivity to virkual servers

Type:

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery

1aeneral I Authentication Properties I Recovery service I Upgrade Service
User VDI

[ Inherit From Parent —

_ i
Assignment i.ﬁ.utomatic 'I p.-‘,;;':m INDnE :Iv

Aissign Wirkual

Deskbop from; |Farent oU

i

Parent OL

-

DME Mame
Pattern

Paower options Lease Duration

Leass ;__{
Type: Skatic s

Actian IDon't Wake up Vl Lizys: I 0 VI

Timeout (sech: 10 - Hours: |1 *
Operating i ™
Swstem
- : Sdvarced
ompuker
Arcont !‘:'c‘”‘f} L!
a4 I Cancel | apply

Figure 3-63: <Site \ Scope> Dialog Box — Device VDI Tab
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10. Click the Browse button L to open the Browse for Virtual Desktop Objects
dialog box.

forope Germary 1K)

Huokfix Service I Flugins Service I Clienk Discovery
AGeneral l Authentication Properties l Recovery sepvice I Upgrade Service
Protocol Setkings l Mates l Policy Lipdater I Dewvice ¥Dl  User ¥DI

! .B"J WD service offers connectivity to virtual servers

[ Inherit From Parent —

i =21
?&;leg:'lment i.ﬂutomatic "I Me‘fi':ah |Nu:|ne vl

Assign Wirtual - -
Desktop Fram: Birbual Center

WM Wame Fe Lease
Pattern Typs:

Power options————— 7 [~ Lease Duration

Aictian lDon't WWake up vI Drays: I I} WI

Timeaout (secl: 10 - Hours: | 1 ¥
ggest iq:.ﬂny:b _:!
- Adyvancedd |
Skate f <y [

Ok l Zancel | Appli |

Figure 3-64: Device VDI Tab — Virtual Center Browse Button
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11.

In the Browse for Virtual Desktop Objects...

dialog box, perform the following:

11.1. Inthe Browse by drop down list box, select a display format for the Virtual

Center.
Browse for Yirtual Desktop Objects... I
Browse by |Hosts and clusters ;i Refresh J
S— Hosts and clusters
El \1_,] Hovirtual machines and templates

ihletworks

o]

Cancel I

Figure 3-65: Browse for Virtual Desktop Objects... Dialog Bo
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11.2. Browse the Virtual Center and select the branch that contains the target VD’s
(Admin Desktops in this example).

NOTE When using automatic assignment the allocation of VDs is dynamic and
therefore specific VD selection is disabled.

Browse for ¥irtual Desktop Objects... I

Browse by lHnsts and clusters ;i Refresh i

=l 4 Hosts and cluskers
# Mew Datacenter

[
—
S o
ra
—
o
o]
o
i
al

5---@« YPMETE-6
I:. % QA Desktops
I'__. % Sales Deskkops
- Hlg HPNETE-7
----- Ll WPNETE-E

oK I Caricel I

Figure 3-66: Browse for Virtual Desktop Objects... Dialog Bo  x — OK Unavailable

11.3. Click OK to complete the branch selection and to return to the <Site \ Scope>
dialog box.
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Europe ' Germany EE3 I
Huokfix Service I Flugins Service I Clienk Discovery

General l Authentication Properties I Recovery sepvice l Upgrade Service
Protocol Setkings l Motes l Policy Lpdater I Device YOI User ¥DI

@

Assigriment
Twpe:

Assign Wirtual
Deskiop from:

WD service offers connectivity to virtual servers

[ Inherit From Parent —

=21
i.ﬂutomatic "I I.\_,.:B“fi':‘:“\f INnne vl

i'u'irtual Zenter ;i

i Datacentersioad) 192, 165.8 . 5504dmin Desktops ., |

—

Power options

WM Mame
Pattern

Lease
Type:

Ackion lDon't WWake up 'I

Timeaout (secl: 10 -
ggest iq:.ﬂn\_f:b _:j
- Adyvancedd |
Skate f <y [

o

Zancel | Appli

Figure 3-67: Assigned VDI Desktop Tab — Automatic — Virtua

| Center — Lease Type

12. From the Lease Type drop down list box, select one of the following lease types:

Static — for an unlimited lease duration (never expires).

Time Expiration - for a time limited lease that will expire after a preset duration.
Log Off / Reboot - for temporary lease that will expire when the user logs off or

when the device is rebooted.
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If a Time Expiration lease type is selected, enter the Days and Hours in the Lease

Duration section.

Huokfix Service I Flugins Service

I Clienk Discovery

AGeneral l Authentication Properties I Recovery sepvice l Upgrade Service

Protocol Setkings l Motes l Policy Lpdater I Device YOI User ¥DI

! J" J WD service offers connectivity to virtual servers

Assigriment

[ Inherit From Parent —

!‘—-J. "Foll G
Type: Aukarmatic ¥ Al INnne vl

Assign Wirtual ;
Desktop Fram: i'u'lrtual Zenter

#

WM Mame
Pattern

Power options

Timeaout (secl:

Action lDon't Wake up 'I Days: |30

[DatacentersiQAgi152. 1655 55| Admin Deskiaps

i* Lease iﬁ
Tepe: Time Expiration =

Lease Duration

10 - Hours: | 16

=l
Adyvancedd |

ggest iq:.ﬂn\_f:b
WM
State f <any: =

forope Germary 1K)

Dk I

Zancel | Appli

Figure 3-68: Assigned VDI Desktop Tab — Automatic — Virtua

| Center — Lease Duration

13. Click OK to complete the VD assignment procedure and to return to the Xcalibur

Global Management Console.

Chapter 3 - Planning & Implementing VD Assignment

Ref: DG076U-1.0

76

Chip PC Technologies
www.chippc.com



= Chip PC

Te(:h nO|Ogies Xcalibur Global - VDI Broker

7 Automatically Assigning a VD from the Active Directory
to a Device

7.1 Active Directory Permissions

In order to perform VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Active Directory:

B The Read permission is required on the parent OU containing the VDs that will be
assigned.

7.2 Xcalibur Farm Manager Permissions

In order to configure automatic VD assignments, the user running the Xcalibur Global
Management Console must have the following permissions in the Xcalibur Farm Manager:

B The Read Site Data and the Write Site Data permissions are required on the site where
the automatic assignment will be configured.

NOTE The above permissions are in addition to any other permissions required for Xcalibur
Global Management.
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7.3 Xcalibur Global Device Settings

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.1 > Management
Console to launch the Xcalibur Global Management Console.

NOTE Automatic VD assignment can be configured on the Farm / Site / Scope level
using the exact same procedure. In this document the procedure will be described
on the scope level.

2. Inthe Xcalibur Management Console window, expand the folders under Xcalibur Farm
Manager to reveal the target scope. In this example expand:
Sites \ Europe \ IP Scopes.

':m Xcalibur - [Console Root Xcalibur Farm Manager' Sites' Europe’IP Scopes]

BE]*] File  fckion  iews  Faworibes  Window  Help |-iﬁ’|gi
«=» AEXFRB PEtAFERPA P GOWE” DR

Mame I Diescription
Centrally view all clients in scope.

Zonsole Rook
,}g_ wralibur Directory Manager 2k England
E i@ netfiga8 B cermany : Centrally
g Allthin clients ki France Centrally view all clients in scope,
l{; ¥calibur Farm Manager

& ;‘\__1, Administr ative Suike

iew 3l clients in scope,

% England
: GErmany
ez France
-} Front End Servers
~iga Clients

B Users

b Deskrops

ﬂ Asia
-El Morth America
Session Desk

Ej H

frs]

Kl

5192.168.8.131 - 192, 168.5.150

M},-

ESRRY! | 2

|Germany !Tntal: 14 T

Figure 3-69: Xcalibur Management Console - Select Target O U

3. Select the target scope (In this example Germany ).
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4.
5.

Right-click on the target scope (Germany in this example) to display a menu.
On the menu, click Properties to display the <Site \ Scope> dialog box.

m Xcalibur - [Console Root, Xcalibur Farm Manager',Sites’, Eurnpe \IP Scopes]

Kl

ESRR!

BE]*] File  fckion  iews  Faworibes  Window  Help | Ai]lﬂ
c= | AEXFRR 20 PSP NEDYWE” 9 R |
Console Root Mame I Ciescription
324 Mealbur Directory Manager 2 England Centrally view all clients in scope,
510 netd.qad B cermany il i
“ i Al thin clients 2 France Inhierit from Parent nts in scope,
F‘{% ¥calibur Farm Manager Disable Scope
- Administrative Suite Impork Setkings. ..
F‘.-"f{_‘j Sites E>é|ﬁorl; SropE...
- Default Sire Skart Discovery
= i Europe Atkach Clients to Diomain
B ] Tasks Black Devices
L_' "2 IP SCDDBS Unblock Devices
all Tasks L4
g :;nt End Servers Belets
5 Clisnts Rename
B3 Users Refresh
b Deskrops
L o m
-2 Worth America Help
- Session Desk

|O|:|ens the properties dialog bowx for the current selection,

Figure 3-70: Xcalibur Management Console — Target OU > Pro
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6. Inthe <Site \ Scope> dialog box, select the Device VDI tab.

Hokfix Service
Pratocol Settings

i Elugins Service i Client Discovery
I Mokes I Policy Updater l Device'\-‘DIL\é User ¥DI

Foope\Germany 1)

Start IP Addr...
End IP Address

{aeneral Inuthentication Froperties I Recovery service I Updkade Service
Marme | walue |

Scope Id 5

Scope GUID {4A3Z8BCE-791 1-4A83-BC7E-D1BG466TE404)

192,165.58.131
192.168.5.150

Metmask, 2585,255,255.0
Scope Mame Germany
Site Mame Europe

(84 I Cancel | AR i

Figure 3-71: <Site \ Scope> Dialog Box

Uncheck the Inherit From Parent check box.

Europe ' Germany I

General I Authentication Froperties I Recovery service i Upgrade Service I

Hotfix Service:
Protocol Settings

Plugins Serwvice: I Client Discovery
l Mates l Palicy Updater  Device WDI | LUsar YOI

! J"j YD service offers conneckivity to virtual servers

Assignment
Twpe:

Assign Yirkual
Deskiop From:

v

- =
IManuau o l M

!Parent Lo1E}

Power options

Hckian IDon't Wake up ¥ 1 Days: |0

jl_u

DS Mame Lease
* o=
Pattern I Tope: JoCEHC

Lease Duration

>
Timeauk (sec): 10 x Hours: | L *
Operating T
System I
5 : Sdvanced
ampUter
Account I Shny = _:]

I I Cancel | Appl

Figure 3-72: <Site \ Scope> Dialog Box - Device VDI Tab

Chapter 3 - Planning & Implementing

VD Assignment

Ref: DG076U-1.0

80

Chip PC Technologies
www.chippc.com



= Chip PC

Technologies

Xcalibur Global - VDI Broker

8.

In the Assignment type drop down list box, select Automatic .

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery
1aeneral I Authentication Properties I Recovery service I Upgrade Service
Protocol Settings l Mates l Policy Updater  Device VDI l Lser YD1

! .JJ j YD service offers conneckivity to virkual servers

[ Inherit From Parent —

sigrirmenk el
Tnépg: iManuaI M;': INDnE - I
U [

Dieskkop Fram: :.i
DM Name Leass :
Patterr l * Type: IStﬁt'r— '"I

Power options— 1 [~ Lease Duration
Actian iDon't Wake up "l Liays: I 0 VI
Timeout (sech: 10 * Hours: |1 *
Operating l "
Swstem
- : Sdvarced
ornputer
Arcont I SAry _:!

a4 I Cancel | apply

Figure 3-73: <Site / IP Scope> Dialog Box — VDI Tab
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9. Inthe Assign Virtual Desktop from  drop down list box, select one of the following:

u Select Parent OU to assign the VD from the parent OU of the device requesting
a VD assignment.

u Select Other OU to enter a specific OU from which the VDs will be assigned.

frope\Germay 1K)

Hakfix Service I Flugins Service I Clienk Discovery
General l Authentication Properties I Recovery sepvice I Upgrade Service
Protocal Setkings l Mates l Policy Lpdater  Device VDI l Lser VDI

! J" J WD service offers connectivity to virtual servers

[ Inherit From Parent —

i =21
%;leg:'nment i.ﬂutomatic "I I.\_,.:e“fi':am INnne vl

Assign Yirkual
Deskbop From;  |Parent oU ;i

I_ Parent QL
Wirtual Cent

D5 Mame Lease -
Pattern i ¥ Type: ;Stat": ]"

Power options————— 7 [~ Lease Duration
Hickion lDon't Wake up 'I Days: |0 oo
Timeout (sec): 10 - Hours: | 1 ¥
Operating i ™
Swsker
. g Adyvancedd
omputer
Account ! <Ay ;!

Ok l Zancel | Appli i

Figure 3-74: <Site \ Scope> Dialog Box — Device VDI Tab
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10. Click the Browse button L to open the Browse for OU dialog box.

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery
General i Authentication Properties I Recovery service I Upgrade Service
Protocol Settings l Mates l Policy Updater  Device VDI l Lser YD1

! e j YD service offers conneckivity to virkual servers

[ Inherit From Parent —

_ i
T.n.&;g-.ment i.ﬁ.utomatic 'I M;;.;aw INDnE :Iv

Aissign Wirkual
Deskkop Fram:

DM Name Leass - L
Patterr i * Type: ;Stat": 'I
Paower options— 1 [~ Lease Duration
Actian IDon't Wake up Vl Lizys: I 0 VI

Timeout (sech: 10 - Hours: I 1 VI

Operating i ™

Swstem
Sdvarced
Compater

Arcont i <Ay L!

a4 I Cancel | apply i

Figure 3-75: Device VDI Tab — Active Directory - Browse Bu  tton

pokher oL

11. Inthe Browse for OU dialog box, select the OU containing the VDs that will be
assigned.

R T~ |

Brcwse for O

= I:f}j netd

i(Z3] Computers

(&3] Domain Controllers

F: {1 ForeignS ecunityPrincipals
-] Users

[+ (] Healibur Global

K I Cancel |

by

Figure 3-76: Browse for OU dialog box

12. Click OK to complete the OU selection and to return to the <Site \ Scope> dialog box.
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Europe ' Germany B E3 I
Huokfix Service I Flugins Service I Clienk Discovery

AGeneral l Authentication Properties I Recovery sepvice I Upgrade Service
Protocol Setkings l Mates l Policy Lpdater  Device VDI l Lser VDI

! J" J WD service offers connectivity to virtual servers

[ Inherit From Parent —

i =21
?&;leg:'lment i.ﬂutomatic "I I.\_,.:e“fi':am INnne vl

Assign Wirtual
Dieskkop Fram: !Other ou

! nietd, qadfChip PC

DMS Marne Fe
Pattern i
Power options
Ackion lDon't WWake up 'I

Timeaout (secl: 10 -

Gperating i*

Syskem

- g Adyvancedd |
armpuker

fccount ! <Ay ;!

Ok l Zancel | Appli

Figure 3-77: Assigned VDI Desktop Tab — Automatic — Active

Directory — Lease Type

13. From the Lease Type drop down list box, select one of the following lease types:

Static — for an unlimited lease duration (never expires).

Time Expiration - for a time limited lease that will expire after a preset duration.
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14.

If a Time Expiration lease type is selected, enter the Days and Hours in the Lease

Duration section.

Hokfix Setvice I

Flugins Service

Protocol Settings l Mates l Palicy Updater

I Clienk Discovery

AGeneral l Authentication Properties I Recovery sepvice I Upgrade Service I

Dievice YD1 ] Usar YOI

! J" J WD service offers connectivity to virtual servers

Assigriment

[ Inherit From Parent —

!‘—-J. "Foll G
Type: Aukarmatic ¥ Al INnne vl

Assign Wirtual

Dieskkop Fram: !Other ou

#

Power options

Timeaout (secl:

! nietd, qadfChip PC

DMS Marne Fe
Pattern i

10

Ackion lDon't WWake up 'I

-

Lease iﬁ
Tepe: Time Expiration =
Lease Duratiol

[iays: ! 1 [\}5 vI

Hours: IE vI

Adyvancedd |

Gperating i ™
Syskem

Corpuker

fccount !‘:'c"”‘f:’

15

forope Germary 1K)

Dk

I Zancel | Appli

Figure 3-78: Assigned VDI Desktop Tab — Automatic — Active

Directory - Lease Duration

15. Click OK to complete the VD assignment procedure and to return to the Xcalibur
Global Management Console.
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8 Automatically Assigning a VD from the Active Directory
to a User

IMPORTANT Domain User Authentication must be activated on the scope containing the
device receiving a VD assignment.

In Scope Properties \ Authentication Properties tab \ User Authentication
Provider, verify that the Active provider is “Domain User Authentication
Provider”.

8.1 Active Directory Permissions

In order to perform VD assignments, the user running the Xcalibur Global Management
Console must have the following permissions in the Active Directory:

B The Read permission is required on the parent OU containing the VDs that will be
assigned.

8.2 Xcalibur Farm Manager Permissions

In order to configure automatic VD assignments, the user running the Xcalibur Global
Management Console must have the following permissions in the Xcalibur Farm Manager:

B The Read Site Data and the Write Site Data permissions are required on the site where
the automatic assignment will be configured.

NOTE The above permissions are in addition to any other permissions required for Xcalibur
Global Management.
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8.3 Xcalibur Global User Settings

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.1 > Management
Console to launch the Xcalibur Global Management Console.

NOTE Automatic VD assignment can be configured on the Farm / Site / Scope level
using the exact same procedure. In this document the procedure will be described
on the scope level.

2. Inthe Xcalibur Management Console window, expand the folders under Xcalibur Farm
Manager to reveal the target scope. In this example expand:
Sites \ Europe \ IP Scopes.

':m Xcalibur - [Console Root Xcalibur Farm Manager' Sites' Europe’IP Scopes]

BE]*] File  fckion  iews  Faworibes  Window  Help |-iﬁ’|gi
«=» AEXFRB PEtAFERPA P GOWE” DR

Mame I Diescription
Centrally view all clients in scope.

Zonsole Rook
,}g_ wralibur Directory Manager 2k England
E i@ netfiga8 B cermany : Centrally
g Allthin clients ki France Centrally view all clients in scope,
l{; ¥calibur Farm Manager

& ;‘\__1, Administr ative Suike

iew 3l clients in scope,

% England
: GErmany
ez France
-} Front End Servers
~iga Clients

B Users

b Deskrops

ﬂ Asia
-El Morth America
Session Desk

Ej H

frs]

Kl

5192.168.8.131 - 192, 168.5.150

M},-

ESRRY! | 2

|Germany !Tntal: 14 T

Figure 3-79: Xcalibur Management Console - Select Target O U

3. Select the target scope (In this example Germany ).
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4.
5.

Right-click on the target scope (Germany in this example) to display a menu.
On the menu, click Properties to display the <Site \ Scope> dialog box.

m Xcalibur - [Console Root, Xcalibur Farm Manager',Sites’, Eurnpe \IP Scopes]

Kl

ESRR!

BE]*] File  fckion  iews  Faworibes  Window  Help | Ai]lﬂ
c= | AEXFRR 20 PSP NEDYWE” 9 R |
Console Root Mame I Ciescription
324 Mealbur Directory Manager 2 England Centrally view all clients in scope,
510 netd.qad B cermany il i
“ i Al thin clients 2 France Inhierit from Parent nts in scope,
F‘{% ¥calibur Farm Manager Disable Scope
- Administrative Suite Impork Setkings. ..
F‘.-"f{_‘j Sites E>é|ﬁorl; SropE...
- Default Sire Skart Discovery
= i Europe Atkach Clients to Diomain
B ] Tasks Black Devices
L_' "2 IP SCDDBS Unblock Devices
all Tasks L4
g :;nt End Servers Belets
5 Clisnts Rename
B3 Users Refresh
b Deskrops
L o m
-2 Worth America Help
- Session Desk

|O|:|ens the properties dialog bowx for the current selection,

Figure 3-80: Xcalibur Management Console — Target OU > Pro
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In the <Site \ Scope> dialog box, select the User VDI tab.

Foope \Germany 1|

Hokfix: Service i Elugins Service i Client Discovery
Protacol Settings i Mokes l Palicy Updater l Dievice YDI i ar YOI
General I.ﬁ.uthehtication Properties l Recovery service I Upgrad Fice

T | value |
Scope Id 5

Scope GUID {4A328BCE-7911-4A53-BC7B-D1BS466764048}
Start IP Addr... 192,168.8.131

End IP Address  192,168.8.150

Mekmask, 255,255.255.0
Scope MName GErmany
Sike Marne Europe

2|
’TI Cancel | Bpply |

Figure 3-81: <Site \ Scope> Dialog Box — User VDI Tab

Uncheck the Inherit From Parent check box.

Hokfix Service i Plugins Service i Client Discovery
General I Authentication Properties ] Recovery seryice I Upgrade Service
Protacol Sektings l Mates l Palicy Updater l Diewice YOI User VDI

! J"j WD service offers conneckivity to virkual servers

v

¥
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%Pg : s I e iNUP-B i l
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Pattern I i Type: Jaoats
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Timeout {sech: 10 - Hours; | L ¥
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Figure 3-82: <Site \ Scope> Dialog Box — User VDI Tab
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8.

In the Assignment type drop down list box, select Automatic .

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery
1aeneral I Authentication Properties I Recovery service I Upgrade Service
Protocol Settings l Mates l Palicy Lpdater I Dievice YOI User YDI

! .JJ j YD service offers conneckivity to virkual servers

[ Inherit From Parent —

signirnent el
?épg : [Manual = I T =
Bssign Vitual g

Dieskkop Fram: :.i
DM Name Leass :
Patterr l * Type: IStﬁt'r— '"I

Power options— 1 [~ Lease Duration
Actian iDon't Wake up "l Liays: I 0 VI
Timeout (sech: 10 * Hours: |1 *
Operating l "
Swstem
- : Sdvarced
ornputer
Arcont I SAry _:!

a4 I Cancel | apply

Figure 3-83: <Site / IP Scope> Dialog Box — VDI Tab — Assignment Type
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9. Inthe Assign Virtual Desktop from  drop down list box, select one of the following:

9.1. Select Parent OU to assign the VD from the parent OU of the user requesting a
VD assignment.

9.2. Select Other OU to enter a specific OU from which the VDs will be assigned.

frope\Germay 1K)

Hakfix Service I Flugins Service I Clienk Discovery
General l Authentication Properties I Recovery sepvice l Upgrade Service
Protocal Setkings l Mates l Policy Lipdater I Dewvice ¥Dl  User ¥DI

! J" J WD service offers connectivity to virtual servers

[ Inherit From Parent —

i =21
%;leg:'nment i.ﬂutomatic "I I.\_,.:e“fi':am INnne vl

Assign Yirkual
Deskbop From;  |Parent oU ;i

I_ Parent QL
Wirtual Center

D5 Mame Lease -
Pattern i ¥ Type: ;Stat": ]"

Power options————— 7 [~ Lease Duration
Hickion lDon't Wake up 'I Days: |0 oo
Timeout (sec): 10 - Hours: | 1 ¥
Operating i ™
Swsker
. g Adyvancedd
omputer
Account ! <Ay ;!

Ok l Zancel | Appli i

Figure 3-84: <Site \ Scope> Dialog Box — Device VDI Tab
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10. Click the Browse button L to open the Browse for OU dialog box.

Europe % Germany I

Hokfix: Service i Plugins Service i liznk Disconvery
General i Authentication Properties I Recovery service I Upgrade Service
Protocol Settings l Mates l Palicy Lpdater I Dievice YOI User YDI

! e j YD service offers conneckivity to virkual servers

[ Inherit From Parent —

_ i
T.n.&;g-.ment i.ﬁ.utomatic 'I M;;.;aw INDnE :Iv

Aissign Wirkual
Deskkop Fram:

DM Name Leass - S
Patterr i * Type: ;Stat": 'l
Paower options— 1 [~ Lease Duration
Actian IDon't Wake up Vl Lizys: I 0 VI

Timeout (sech: 10 - Hours: I 1 VI

Operating i ™

Swstem
Sdvarced
Compater

Arcont i <Ay L!

a4 I Cancel | apply i

Figure 3-85: Device VDI Tab — Active Directory - Browse Bu  tton

pokher oL

11. Inthe Browse for OU dialog box, select the OU containing the VDs that will be
assigned.

R T~ |

Brcwse for O

= I:f}j netd

i(Z3] Computers

(&3] Domain Controllers

F: {1 ForeignS ecunityPrincipals
-] Users

[+ (] Healibur Global

K I Cancel |

by

Figure 3-86: Browse for OU Dialog Box

12. Click OK to complete the OU selection and to return to the <Site \ Scope> dialog box.
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Huokfix Service I Flugins Service I

Clienk Discovery
General l Authentication Properties I Recovery sepvice l Upgrade Service

Protocol Setkings l Motes l Policy Lpdater I Device YOI User ¥DI

Assigriment
Twpe:

Assign Wirtual
Deskiop from:

WD service offers connectivity to virtual servers

[ Inherit From Parent —
=21
i.ﬂutomatic "I I.\_,.:B“fi':‘:“\f INnne vl

| Other oU

! niets, gasChip PC

—

Power options

DMS Marne
Pattern

Ackion lDon't WWake up 'I
Timeaout (secl: 10 -

Gperating i ™

Syskem

- g Adyvancedd
armpuker

fccount i‘:'c"”‘f:’ ;!

forope Germary 1K)

o

Zancel | Appli

Figure 3-87: Assigned VDI Desktop Tab — Automatic — Active

Directory — Lease Type

13. From the Lease Type drop down list box, select one of the following lease types:

Static — for an unlimited lease duration (never expires).

Time Expiration - for a time limited lease that will expire after a preset duration.
Log Off / Reboot - for temporary lease that will expire when the user logs off or

when the device is rebooted.
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14.

If a Time Expiration lease type is selected, enter the Days and Hours in the Lease

Duration section.

Hokfix Setvice I

Flugins Service

I Clienk Discovery

AGeneral l Authentication Properties I Recovery sepvice l Upgrade Service
Protocol Setkings l Motes l Policy Lpdater I Device YOI User ¥DI

! J" J WD service offers connectivity to virtual servers

Assigriment

[ Inherit From Parent —

!‘—-J. "Foll G
Type: Aukarmatic ¥ Al INnne vl

Assign Wirtual

Dieskkop Fram: !Other ou

#

Power options

Timeaout (secl:

! nietd, qadfChip PC

DMS Marne Fe
Pattern i

10

Ackion lDon't WWake up 'I

-

Lease iﬁ
Tepe: TlmeE§|ratmn o

Lease Duration =
[iays: ! 5] vI

Hours: IE- vI

Adyvancedd |

Gperating i ™
Syskem

Corpuker

fccount !‘:'c"”‘f:’

15

forope Germary 1K)

Dk

I Zancel | Appli

Figure 3-88: Assigned VDI Desktop Tab — Automatic — Active

Directory — Lease Duration

15. Click OK to complete the VD assignment procedure and to return to the Xcalibur
Global Management Console.
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Chapter 4 Monitoring

This chapter explains how to monitor VD assignments. Monitoring allows us to keep track of
various VD assignment information such as: lease expiration, assignment method, active
user, active device, etc. There are two monitoring interfaces available for VD assignments:

B The Desktops section — used to monitor assignments within a particular site.
B The Find option — used to monitor assignments based on advanced cross-site queries.

Using Desktops to Monitor VD Assignments

A Desktops section is found in each of the sites and it lists all VD assignments for devices
belonging to the site or for users that are logged-on to devices belonging to the site. This
Section explains how to access the Desktops section and how to monitor the listed VD
assignments. In addition, there is an overview of some of the management options that are
available in the Desktops section.

1 Accessing the Desktops Section

Perform the following steps to access the Desktops section:

1. Inthe Xcalibur Management Console window, expand the path:
Xcalibur Farm Manager \ Administrative Suite \ Site  s.

2. Select the site that contains the target desktops (in this example: Europe ).
3. Within the selected site, select Desktops .

ﬂn Xcalibur - [Console Root' Xcalibur Farm Manager',SitesEurope’,Desktops]
B%] File  fction  Wiew  Favorites Window  Help | & =i
€= | BmE R 2@
[_j Console Rook Ceskiop IF Address _! Frierdl Name_l DS Marme | Leass Expiration Time_! Lease Durakion
;'?i Hcalibur Directory Manager ¥ 192.168.8.173  WPNETE-S WPHETE-5.net8.gad  Urlimited nia
=t &d ¥calibur Farm Manager £5192,168.8.172  ¥PNETS-1 YPMETE-1.netd.gal  S/26/2007 23111 PM 30 days 1 hours
al

| Adm|n|stratlve Suite

Defaulk Sike
Europe

+-=2 IP Scopes

I*'r 17 Front End Servers
i Clients

~83 Users

3 Asia

B Morth America

- g Session Desk,

R #

!Centrally vigw and manage YOI ng}:ops. [ |Takal: z

Figure 4-1: Xcalibur Farm Manager — Desktops

NOTE The list of Desktops can be sorted by any one of the information fields. Similarly
the Filter option within the View menu, enables the list to be filtered based on
values in any one of the information fields.
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2 Monitoring Listed VD Assignments

After selecting the Desktops section, a list of VD assignments appears in the right pane.
Each line represents an assignment of a VD to a user or to a device. The lines are divided
into columns listing the major properties that define the VD assignment including:

B The IP address of the VD

B The Lease Expiration Time

B The IP of the Device

B The assignment method

B The VD NetBIOS name

B The Device NetBIOS name

B The User name

Two additional monitoring options are available via the Desktops section:

B The VD assignment icons — provide summary information regarding the VD assignment
method and the lease status.

B The VDI Usage properties — provides detailed information regarding all of the
properties that define the VD assignment.

2.1 VD Assignment Icons

In the list of VD assignments that appear in the Desktops section, each line is preceded by
an icon indicating the assignment method and the status of the lease assignment (refer to
Table 4-1).

Table 4-1: Desktop Status Icon

Icon Description

Assignment Method: Prohibited

The device/user is prohibited from being assigned a VD.
Assignment Method: Automatic

Expired lease.

Valid lease.

TE 7

Will expire upon Device Restart or User Log-off.

Valid lease.
One of the following types:

&k

B Time Expiration — will expire after a fixed period.
B Static (unlimited) — will never expire.
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Table 4-1: Desktop Status Icon - continued

Icon Description

Assignment Method: Manual

Valid lease.
One of the following types:
B Time Expiration — more then 30% of lease time remains.

4

B Static (unlimited) — will never expire.
B Will expire upon Device Restart or User Log-off.

Valid lease.
Time Expiration — less then 30% of Lease time remains.

The Lease has expired.

= 5

Error Status

There has been a Device error*

‘Tille-

There has been a User error*

! In the event of an unexpected and/or illegal mode (not listed in the table above), an error will appear
as a Device error or a User error depending on the Assigned To object type.
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2.2 VDI Usage Properties

The VDI Usage properties are all of the properties that define the VD assignment.
Perform the following steps to view the VDI Usage properties:
1. Select the Desktops section to view a list of VD assignments in the right pane.

';m Xcalibur - [Console Root' Xcalibur Farm Manager',SitesEurope’,Desktops] |
B%] File  fction  Wiew  Favorites Window  Help | & =i
= | OEBDE|2HE
] Cnnsole ch:-t Ceskiop IF Address _I Friendhy Marie: | DNS Mams | Leass Expiration Time_l Lease Durakion
& ¥ 192.168.8.173  WPNETE-S ZPMETE-5.nets.ga8  Unlimited nfa
'e,g 192,168.8,172 HPNETS-1 YPMNETE-1.net8.qa8  9J2602007 3:31:11 PM 30 days 1 hours
E-1 Front End Servers
i Clients
83 Users
1-Fifll Asia
B Morth America
[#- g Session Desk
-2 Session Des q | 4
!Centrally ~igw and manage YOI Deskiops, |Tokal: 2

Figure 4-2: Xcalibur Farm Manager - Desktops

2. Inthe right pane, select and right-click the desired assignment to display a menu.

';m ¥calibur - [Console Root' Xcalibur Farm Manager', Sites' Europe’, Desktops]
n:%j Filg Window - Help

¢ AW XEFRE|2H L |26 884

fckion Miew  Favorites

a Sw QL&D T Yy

[ console Rook
.1.,}51 ¥calibur Directory Manager !
E- W Kealibur Farm Manager U5 Miew Current DevicefUser Settings..  |.netB.gad 9/26/2007 Hi3L:11PM 30 days 1 hours
|i‘J q_,v, Adrninistrative Suite Femate Control v
Linked Info Thin Client Device
B0 Device
Al Tasks 7
e AD Lser
Delete m
|+ E Front End Servers Refresh Sessions Info
Cligrits : Events
& - Properties Rectilting Pl
LB Users esulting Policy
Lo Deskbops Help |
3 Asia
# Morth America
£ @ Session Desk | |
-4 Session Des | _’_1
IShow VDI Usage
Figure 4-3: Desktop Menu - Linked Info

In the menu, click Properties or Linked Info > VDI Desktops to display VDI Usage

Properties dialog box.
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4. Select the VDI usage tab to view properties related to the lease and properties related
to the assigned user/device.

YDl usage ! whinfo |

¥DI Usage properties [Read Only] EE I

Assigned Object GUID (Device [ User)
Assigned Cbject Mame (Device | Us...

Marne I Yalue
IP Address 192,168.5.173
W Gauid 450349306-E120-CECE-4205- 150565

{CD82FFD7-BESF-4D14-A563-000535
KR_000535015726

Active Device
Front End Server GUID

Assigned Object Type (Device [ User) Device

Assigned By Manual

Assigned Device MAC 000535015726

User GUID JFESDOL 27-F733-4308-4241-100945.
Active Mame Administrator@nets.qas

Device GUID 4CDEZFFD7-BEIF-4D14-A563-000535
Device IP 192.168.8,163

KR_000535015726
{FF&73E0D-B10E-64B0-B03A-959C4C

Front End Server IP 192.168.8.70

Lease Time SIZ7I2007 10:29:44 AM

Lease Expiration Time Unlirmited

Lease Duration nfa

Lease Tvpe Unlirnited

il i 7
Yiew ¥DI Desktop assignment criterions and Thin Client details. @ I

oK I Cancel | Apply I

Figure 4-4: VDI Usage Properties — VDI Usage Tab

5. Select the VM info tab to view properties related to the assigned VD.

YOl usage. M info I

¥DI Usage properties [Read Only] EHE I

ADParent Guid
ADParent Mame
Desktop IF Address
NS Mame

I Guid

Host Guid

Host Marne

o51Id

Friendly Marne
WM State

WM Machine Type

1]

Mame | Yalue

Desktop 1D 5

PoollD 1

WM DB Guid {01C58F 18-0820-4560-8590-EBE308FG053AT
A0 Guid {FACESA45-FCR4-4767-B6F3-2A0AEFATCFRO}

{FCE71DF2-5812-46AE-8A40-D493BRC53533}
netd.gasXealibur GlobalvDI

192.168.5.173

APMETS-5.nek8.0a8
450349306-E120-CECE-4208- 1508655 1 CCB3)
nja

192,165.5.55

nja

#PMETS-S

nja

1

Wiew ¥DI Desktop details.

O I Caricel | Apply |

Figure 4-5: VDI Usage Properties — VM Info Tab
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3 Desktops Management Options

A number of management options can be performed on the VD assignments via the
Desktops section. Following are a few selected management options:

B Remote Control
B General Tasks

3.1 Remote Control

Three remote control options are available:

B Thin Client (VNC) — remote control the device using the VNC plug-in.
B Virtual Desktop (VM Console) — remote control the VD using the VMware Remote

Console utility.

B Virtual Desktop Session (RDP/ICA) — shadow an active session using the RDP client.

Perform the following steps to use a remote control option:

1. Select the Desktops section to view a list of VD assignments in the right pane.
2. Inthe right pane, select and right-click the desired assignment to display a menu.

3.  Onthe menu, click Remote Control and select the desired remote control option.

';m ¥calibur - [Console Root' Xcalibur Farm Manager', Sites' Europe’, Desktops]

[ console Rook
B2 ¥calibur Directory Managsr %1
EIQ‘& ¥calibur Farm Manager ,.:; 1
EJ‘ "l.:-: Adrinistrative Suiks Remote Control
=4 Sites T
s Linked Info
ol Tasks
Delete
|+ -4 Fronk End Servers e
rig Clients Properties
B Users
Lo Deskbops “Help
@ Asia
Morth America
-4 Session Desk 4 I I

Lease Duration

9j26/2007 3:31:11 PM

30 days 1 hours

Thln Clignt (¥MC)
Wirtual Deskkop (WM Console)
Yirtual Desktop Session (RDP/ICA)

Ishiadow Terminal Session using ICA § RDP.

Figure 4-6: Desktops - Menu — Remote Control
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3.2 General Tasks

Five general task options are available:

W Log-off User

B Reboot Device

B Send Message — sends a message to the device.

B Ping Client — pings the device.

B Ping Desktop — pings the VD.
Perform the following steps to use a general task option:
1. Select the Desktops section to view a list of VD assignments in the right pane.
2. Inthe right pane, select and right-click the desired assignment to display a menu.
3. Onthe menu, click All Tasks and select the desired general task option.

';m ¥calibur - [Console Root' Xcalibur Farm Manager', Sites' Europe’, Desktops]

n:%j File  &ction  Aew  Favorites  Window  Help |_iﬁllﬁ
¢ AW XFRE 2H|E |28

[ console Rook

= JXL ¥calibur Directory Manager
= W ¥calibur Farm Manager

[ Adminiskrative Suite

i Inlln ||h-|:|
9YZ6/2007 3131111 PM

Lease Duration

Wi Current DesvicefUser Settings... 30 days 1 hours

Remoke Conkrol k
5 Sey Linked Info 3
[ Default Sike
E Europs Log-off User...
2] Tasks Reboot Device
Delete
=2 TP Scopes )
-1 Front End Servers Refresh Ping Clienk
“55 Clients P Ping Dieskton
B3 Users
5 Deskkops Help |
Asia
-8 Morth America
-4 Session Desk ‘l _’J

15end an instant message to the selected dlients

Figure 4-7: Desktop - Menu — All Tasks
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Using Find to Monitor VD Assignments

Find is used to locate and monitor VD assighments across sites based on used specified
criteria input to search engine. This Section explains how to access and use the Find
section and how to monitor the listed VD assignments.

1 Using Find to Search for VD Assignments

1. Inthe Xcalibur Management Console window, expand the path:
Xcalibur Farm Manager \ Administrative Suite

2.  Select and right-click Find to open a menu.
On the menu, click New > VDI Search....

1:1“ Xcalibur - [Console Root' Xcalibur Farm Manager', Administrative Suite'Find]

[ Console Roat Iame | Description
[ Qi ¥calibur Directory Manager

{; ¥calibur Farm Manager

-] Administrative Suite

~ [ Database

- Q Farmi Front End Servers
- Site Assigned Servers

- Certificates

~| 3 Software Repository
1 Licensing

- (3 Backed up Sites

il Unassigned Clients

- [ Unlicensed Clierkts
2
A Wirkug

B9 Sites

There are no items ko show in this view,

(ml

Device Search...
Ewent Search...

View
-2 Sessionl ey iindow From Here

Mew Taskpad Wiew...

Expork Lisk..

Help

[Find ¥DI Deskkops

Figure 4-8: Xcalibur Farm Manager - Find
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4.

In the VDI Search dialog box, click More >> to display more search filtering criteria.

¥DI search

% Save the Following search criteria settings as a permanent search Filker

|

Search Mame Enter Filter Search Mame Here,
Assigned Dhjsck WM IP Address
Mame (Device | User) Eram: I
Assigned bo I(any) “j I
Tao:
Liser Marme I
Ackive Device I ~Ligvice 1P
Release Type ](any) LI Frarm; I
Dievice MAC I To I
DS hlame |
—Server IP
Huask Tarme I
Frarm:
05 1d ¥
l(any) -—! To:
W Friendly Name I
4+ State I(any}l _'J

Lease Duration {min} I

Mare ==

s

ok I Cancel |

Figure 4-9: VDI Search Dialog Box

Chapter 4 - Monitoring

Ref: DG076U-1.0

103

Chip PC Technologies
www.chippc.com



= Chip PC

Technologies

Xcalibur Global - VDI Broker

5. Inthe Search Name text box, type in a name for the search (in this example: Device

1).

¥DI search

% Save the Following search criteria settings as a permanent search Filker

Seatch Mame I Dievice 1

Assigned Dbjeck
Mame (Device | Lser)

Assigned ko I(am‘,)
User Marme A
Ackive Device !USEV
Relzase Type l(_any)
Devwice MAC I

DMS Marme |

Hask Marme I
os1d [tary)
WM Friendly Mame I

1+ State I(any)

Lease Duration {min) I

MM IP Address
Fram: I
=
Tao: I
~ Device 1P
:I Frarm: I
T I
—Server IP
Frarm:
-
Tio:
w
Less =<
(¥ Hosk
REEITH I

T I

~Lease Time (UTC)

Y D Id |
User GLID |
Dievice GLID |
Assigried By 1(any)
Eallais e Ifany)
Machine Type l(any)

40 Parent Mame I

[ x 1|

] From: I[f_zzzse::iz: 12:09:2007 =
=] Tex I[::zz:ina::ss 12:09:2007 =4

_'_I ~ Expiration Time (LUTC)
Friorm: !I:lzzzesa;a:f. t2i09:z007 =
|i:_22:53;33 12:09:2007 =

Cancel |

Figure 4-10: VDI Search Dialog Box - Full

6. Use the drop down list boxes and text boxes to further define the search as required

(refer to Table 4-2).

NOTE The search criteria are cumulative; each new criteria will either further narrow the
results or have no effect (if it does not apply). The search results are those that have

met all the input criteria.
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Table 4-2: VDI Search Dialog Box Definitions

Box
Search Name

Assigned Object
Name (Device/User)

Assigned to

User name

Active Device

Release Type

Device MAC
DNS Name
Host Name
osid

VM Friendly Name

VM State

Lease Duration (min)

VM DB Id
User GUID

Device GUID

Chapter 4 - Monitoring

A user-friendly name for the current search

If the name that was assigned to the Device or User that is target
of the search, is known type it in here.

To select to search by User or Device, select in the drop-down list:
B (any) default
B Device
B User

If the User name of the target is known, type it in here.

To select to search by Release Type, select in the drop-down list:
B (any) default
B Unlimited
B Time Expiration
B User Logoff/Device Reboot

If the MAC address of the target is known, type it in here.

If the DNS name of the target is known, type it in here.

If the Host name of the target is known, type it in here.
Select the OS (Operating System type) in the drop-down list
If the VM Friendly name of the target is known, type it in here

To search by VM State, select in the drop-down list:
B (any) default
m Off
H On
B Suspended

If the Lease duration in minutes of the target is known, type it in
here

If the VM DB Id of the target is known, type it in here
If the User GUID of the target is known, type it in here

If the Device GUID of the target is known, type it in here
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Table 4-2: VDI Search Dialog Box Definitions - continued

Box

Assigned By

Follow Me

Machine Type

AD Parent Name

VM IP Address

Device IP

Server IP

Lease Time (UTC)

Expiration Time
(UTC)

To search by Assignment, select in the drop-down list:
B (any) default
B Automatic
B Manual
® Prohibited

To search by Machine Type, select in the drop-down list:
H (any) default
H VM
B VM Template

Click the browse _] button to open a dialog box and navigate to
the AD parent directory

Search range of VM IP addresses, type in beginning and end
addresses

Search range of Device IP addresses, type in beginning and end
addresses

Search range of Server IP addresses, type in beginning and end
addresses

Search range for Lease assignment begin time (UTC), select time
range

Search range for Lease expiration time (UTC), select time range

7. Inthe VDI Search dialog box, click OK after completing the desired search criteria.
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8. Inthe Xcalibur window, under Find select the search name (in this example: Device 1),
the results of the search are then displayed in the right pane.

1:ﬁ|’ Xcalibur - [Console Root' Xcalibur Farm Manager, Administrative Suite'Find' Device 1]
::‘Eﬂ File  Action  ‘fiew  Favorites  window  Help | I Ll e
e | A@mE X TREE 2 &
[ Cansale Roat Deskiop IP Address ! Friendly Mame ! DS Mame | Lease Expiration. ., | Lease Duration | Assigned Object Type
[ wealibur Direckory Manager e ila nia ¥-Test27.ne.., Expired 1 haurs Device
SR =] XE_aIibur Farm Manager Enfa nfa nfa Prahibited nfa Device
B4 .Cf._dmmlstratwe Suite SEnfa nfa #-Test26.ne... Expired 1 hours Device
B :% Database f:fn'n,n’a nfa n/a Prohibited n/a Device
e %“f;-] ;irmAFr?nt iInSd ERVERS Tinfa nfa #-Test30.ne...  Unlimited nfa Device
) ﬁ; cl et_ f_ss'tg”e i inja nia %-Test3l.ne... 2/19(2008 402, 155 days Device
- e ) f,q nfa nfa #-Test32.me... 1U212007 4:03.., 65days Device
-5 Software Repository B : z
= ; ; ¢ nfa nja #-Test33.ne... Expired & hours Device
[#-1g7] Licensing B
(3 Backed Up Sites & nia nfa ¥-Test34.ne... Expired 4 hours Device i
- i Unassignsd Clints .': nfa nfa %-Test3S.ne... Expired 1 hours Device
I\ Unlicensed Clients -;:;_g\g nfa nia ¥-TestzZ.ne... Expired 1 hours Device
@b Find SEnfa nla nla Prohibited nla Device
= L@nja nfa nfa Prohibited nfa Device
“ 3 wirtual Cent LE@nfa nja nfa Prohibited nfa Device
[ Sites ::] nfa nfa ¥-Test1S.ne...  Unlimited n/a Device
[ Session Desk i nfa nia %-Test19.ne,,.  Unlimited n/a Device
Cwnia nfa ¥-Test24.ne... Expired 1 hours Device
x,'i% nfa nfa ¥-Test25.ne... Expired 1 hours Device
-{.,;i nfa nfa #-Test23.ne... Expired 1 hours Device —‘Ll
4 I I .3
{Collects ¥DT deskiops whose parameters correspond to search criteria ! iT'otaI: 38

Figure 4-11: Xcalibur Farm Manager — Find — Search Monitor

NOTE The search is ongoing and the results are continuously updated.

NOTE Multiple searches can be launched simultaneously; they are listed chronologically below the
first search.

2 Monitoring Listed VD Assignments

Refer to Monitoring Listed VD Assignments in previous Chapter.

3 Desktops Management Options

Refer to Desktops Management Options in previous Chapter.
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Appendix A

Prohibited VD Assignment

1 Introduction

This Appendix describes the procedures for the options of prohibiting either

B VD Assignment to a Device
B VD Assignment to a User

2 Prohibiting VD Assignment to a Device

To prohibit VD assignment to a device:
On the Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management

1.

Console to launch the Xcalibur Global Management Console.

In the Xcalibur Management Console window, expand the tree under Xcalibur
Directory Manager to reveal the OU that contains the target device. In this example
expand: net8.ga8 \ Chip PC \ Thin Clients \ Berlin .

':ﬂg Xcalibur - [Console Root' Xcalibur Directory Manager',net8.qa8.Chip PC,Thin Clients',Berlin] =] E3
B Fle  Action  Wiew Favotites window  Help | Jﬁ]ﬂl
e AW B FRERE 2H O0BFSENDS
[_ Console Rioot Marie  # | Tvpe l Diescription I
g Wealibur Directory Manager i dlice User
. B netd.gad i Bob Liser
=EF! & Caral Lser
& David User
& Eve User
S % KR_000S35018719 Thin Client
G B P % KR 00535018718 Thin Client
H-) Computers @ i
e Lﬁ] e —— J_, KR_000535015871E Th!n C|!Ent
51 ForelgnsecurityPrincipals »;f KR_000S35018726  Thin Client
Egl Program Data %LKR_000535018735  Thin Client
- Users
i@ Healibur Global
| ] .C\II thin clienks
=g v; mealibur Farm Manager
| | |
| |

Figure 5-1: Xcalibur Management Console - Select Target OU
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3. Right-click on the target device (KR_000535018719 in this example) to display a menu.
4. On the menu, click Properties to display the <Device> Properties dialog box.
B%] Flle  Action  Miew  Favorites  Window  Help | _|&] =]
‘G=-b|-l-léﬂ|x"@|‘|@3ﬁ-ﬁﬂa FE N & @
(L] Console Roat Mame | Type ] Description I
[ ,}{L wealibur Directory Manager & flice \Jser
: [otd:aay & Bob Lser
[& ChipPC & Caral Iser
@ Thin Clients & oavid Liser
[ Berlin .& Eve User
Eondon Y 000535016719 it
i B Paris :@, KR_DDDSSSDIS?IB il
B[] Computers B kR n00S3S01671E Shiow Resulting Policy. ..
- Domain Controllers o Wigw Current Device Settings. ..
: %L, KR_000S35015726 - : - 9
t:-- a_._J ForeignsecurityPrincipals e Shaw Policy Link Events...
'; L } Prodram Data == Time Limited Owverriding Polics. ..
T e Thir Client: Linked Infa
0 edlbbr Sobel Thin Client Everits
g All thin clients :
“; %calibur Farm Manager ;DI ll_lsagIe.l;.
ESSI0NS 1Nk
cut
Dielete
q Helo = 3
iObens the properties dialog biox For the current selection, | |
Figure 5-2: Xcalibur Management Console — Device - Menu
5. Inthe <Device> Properties dialog box, select the Assigned VDI Desktop tab.

Device Mame:

Advanced | scalibur Policy

General Marmaged By I
h-él_|| Wi general device details
=

KR_000S35018719

I Assigned ¥DI Desktop

Hardware

Software

L3

Device Description:

KR 000535018719 Properties I

Type: Thir Client
Unigue ID: {CDEZFFD7-BESF-4014-A563-000535018719:
Site Mame; Europe
Scope Mame: 192, 168.8,151 - 192, 168.8,170
oK I Cancel | Apply |
Figure 5-3: <Device> Properties Dialog Box — Assigned VDI Desktop Tab
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6. Inthe Assigned By drop down list box select Prohibited .

Alice Properties EE3 I
Profile: I Terminal Services Profile I Remiote contral
General l Memberof | Account | Healibur Policy
E hivitonment l Sessions Azsigned YD Desktop I Security
Aszigned Yitual Desktop Information
Azzighed By lﬁutnmatic ;i
Automatic
%D Dresktop Information | b anual

DMS

Yirtual Machine Narme I

Farm/Haszt Mame I

HinualCenter,., | Brovse D, Wi nfar,

— %01 Dezktop Lease Information

Espiration IUnIimited

Tope IStatir: j Follow e lNcne "i

Diuration |3D ﬂ days !'J ﬁ hors

)8 I Cancel | Sopl |

Figure 5-4: <Device> Properties Dialog Box — Assigned VDI Desktop Tab—-  Manual

7. Click OK to complete the procedure and to return to the Xcalibur Global Management
Console.
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3 Prohibiting VD Assignment to a User

To prohibit VD assignment to a User:

1. Onthe Task Bar, click Start > Programs > Xcalibur Global 1.2 > Management
Console to launch the Xcalibur Global Management Console.

2. Inthe Xcalibur Management Console window, expand the tree under Xcalibur
Directory Manager to reveal the OU that contains the target user. In this example
expand: net8.qa8 \ Chip PC \ Thin Clients \ Berlin.

1;1“ Xcalibur - [Console Root' Xcalibur Directory Manager' netd.qad Chip PCh Thin Clients',Berlin]

Bﬁ'ﬁ File  Action  ‘iew Favaorites  Window  Help | = Iﬁ’]ﬂ
e AW B FRERE 2H O0BFSENDS
f:] Console Rook Mame | Tvpe l Diescription I
.ﬂ}}f_{ wcalibur Directory Manager i dlice User
5@ netd. gad i Bob Liser
H""';Lij Chip PC & Caral Lser
& Thin Clients & oovid Lsar
=1 (=]
o Eve User

% KR_000535018719 Thin Client
% KR _DO0S35018716 Thin Clignt
’-_'é_, KR_00053501871E Thin Client
&L KR _N00S35018726 Thin Clignt
% KR_000535018735 Thin Client

[#-fa Paris

- Computers
([ Domain Controllers
1 ForeignSecurityPrincipals
1 Program Data
T Users
g Healibur Global
i Al thin clients

mealibur Farm Manager

e O e O e O e O o O |

i

4| i A
| |

Figure 5-5: Xcalibur Management Console - Select Target OU
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3. Right-click on the target user (Alice in this example) to display a menu.
4. On the menu, click Properties to display the <User> Properties dialog box.

=24 #ealibur Directary Manager
: E@ netd.qad
4@ Chip PC

4@ Thin Clisnts
g Betlin
| Londan

la Paris

1) Computers
17 Domain Controllers
ﬂ'_‘_] ForeignaecurityPrincipals
11 Program Data
) Users
7 g wcalibur Global
- heqdls Al Ehin clients
.i.!r:; mealibur Farm Manager

oy o e O eI o O |

%, kR_000S35016719
% KR_000535018716
2 kR_000S3501671E
& KR_000535018728
%, kR_000S35016735

4

BE]*] File  fckion e Faworites  Window  Help |Ai]i!
c» OE TR 2D 0N S e
E;] Console Rook Diescripkion

Liser

Liser

User YOI Usage...
Sessions Info

User

Show Resulting Folicy. . .
Show Policy Link Events...

Thin ¢
Thin ¢

Thin ¢ HElP

Thin Client
Thin Client

iOpens the properties dialog box For the current seleckion,

Figure 5-6: Xcalibur Management Console

5. Inthe <User> Properties dialog box, select the Assigned VDI Desktop tab.

Alice Properties I

Errdiranment I Sesziong i Azgigred ¥DI Deskiop I Security
Frofile I Terminal Services Profile I Figttiote control
General tdember of l Account l Foalibur Policy

5. :
i. Alice
First name: 1.~’-‘-.Iice Initialz: I
Last nanme; l |
Dizplay name: IﬂJiCE
Dezcription: I
Dffice: |

Telephone number; I

E-mail: I

wwieb page: I

(B jis'= o |

Cancel | Apply |

Figure 5-7: <User> Properties Dialog Box — Assigned VDI Desktop Tab
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6. Inthe Assigned By drop down list box select Prohibited .

Alice Properties EE3 I
Profile: I Terminal Services Profile I Remiote contral
General l Memberof | Account | Healibur Policy
E hivitonment l Sessions Azsigned YD Desktop I Security
Aszigned Yitual Desktop Information
Azzighed By lﬁutnmatic ;i
Automatic
%D Dresktop Information | b anual

DMS

Yirtual Machine Narme I

Farm/Haszt Mame I

HinualCenter,., | Brovse D, Wi nfar,

— %01 Dezktop Lease Information

Espiration IUnIimited

Tope IStatir: j Follow e lNcne "i

Diuration |3D ﬂ days !'J ﬁ hors

)8 I Cancel | Sopl |

Figure 5-8: <User> Properties Dialog Box — Assigned VDI Desktop Tab -  Manual

7. Click OK to complete the procedure and to return to the Xcalibur Global Management
Console.
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Appendix B How to Install the VDI Broker Plug-inon  to
TCs

1 Objectives

This appendix explains how to use Xcalibur Global to install the VDI Broker plug-in onto thin
clients.

The procedure is based on the following steps:

1. Select the OU containing the target TCs

2. Create an Xcalibur Policy that is linked to the target OU

3.  Configure the Xcalibur Policy to install the VDI Broker plug-in

2 Procedure

2.1 Select the OU Containing the Target TCs

1. Launch the Xcalibur Global Management Console by clicking on Start > Programs >
Xcalibur Global 1.2 > Management Console .

2. Inthe left pane of the Xcalibur Management Console, expand the tree under Xcalibur
Directory Manager to reveal the OU that contains the target TCs. In this example
expand: net8.qa8 \ Chip PC \ Thin Clients .

1:1“ Xcalibur - [Console Root Xcalibur Directory Manager'\net8.qad’Chip PCThin Clients'Berlin]

1
i‘,ﬁ'ﬂ File  fckion  iews  Faworites  Window  Help | B s |
e |AE B EFRR 2HOESERS
[ Console Rioot Tlame ] Tvpe | Diescripkion l Assigned ¥ De... | DhS Marne I
ﬂ}}f_{ >§calibur Directory Manager B alice User
B nE::B.an & Bob User
H = 4
o [Lﬁ Chl'p EC ; & Carol Lser
=] T. (_:n Clients & David Lsar

q". Ewve User
& kr_ooos3s,,,  Thin Client

- Paris
» kR 0005350, Thin Client

b '
- Computers

E:

58] Do Contrallrs % kR_0005350..,  Thin Client
H- ForeignSecurityPrincipals 2L KR_0005350...  Thin Client
& 1] Program Data % kR_000S350..,  Thin Client
- Users

[

7 g wcalibur Global
-l Al thin clients
-5 Healibur Farm Manager

4| | i
[ |

Figure 5-9: Xcalibur Management Console - Select Target OU

3. Inthe expanded folders, select the target OU (In this example Berlin ).

Chapter 5 - Advanced VD Assignment

Ref: DG076U-1.0 115 Chip PC Technologies
www.chippc.com




= Chip

eCh nO|0gIeS Xcalibur Global - VDI Broker

2.2 Create an Xcalibur Policy that is Linked to the  Target OU

1. Right-click on the target OU (Berlin in this example) to display a menu.
2. Onthe menu, click Properties to display the <OU> Properties dialog box.

1;1“ Xcalibur - [Console Root' Xcalibur Directory Managerinet8.qas", Chip PC Thin Clients',Berlin]

B Fle  Action Wiew Favotites Window  Help | o1&
&= | OE B FRER2HE OGS
[_ Console Roat Tarne ] Twpe | Description I Assigned ¥M De... | DS Marie I
=¥ Healbur Dirsctary Managsr 2 alice Usar
B- Q ne]tﬁ .qaf & EBob User
=g Ch'p PG &Carol User
= |----ug Thln Clienks 2 David -
' Impork Devices. . ser
Shiow Resulting Policy. .. Thin Clienk
[1."-[1'_:.] Clinpikers Shgw Palicy Link Events .. Th?n Cl?ent
B1-g Domain Contre Find... Thfn leent
-] Foreignecurit o y | Thin Client
-] Program Data —— Thin Clignt
- Users Yiew .
I'1 fr' Yrealibur Global  Mew Window from Here
: - .C\II thin clients o
E. &i Aealibur Farm Manage e T sencss
Refresh
Exporkt List. ..
Ml | T
Help | | |

!Opens the properties dialog bo;

Figure 5-10: Xcalibur Management Console — Target OU > Pro  perties
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In the <OU> Properties dialog box, select the Xcalibur Policy tab.

Berlin Propetties E '

General | tdanaged B_I,JI Kealibur PolicykSecurity’

ol = f
"@ Berlin

Description: ||

Street:

Statedprovince:

Zip/Postal Code:

Cguntry.n’legion:

City: I
|
|
|

K, I Cancel | Spply |

Figure 5-11: <OU> Properties Dialog Box — Select Xcalibur Policy Tab

In the Xcalibur Policy tab, click New to open a menu.

Generall Managed By #ealblr Policy l'Securit_l,J’

L Current xcalibur Palicy Dhject Links for Berlin
ff\ﬁ}
Hralibur Policy Object Links | MoOweride|  Disabled |

Fralibur Policy Objects higher in the list have the highest priority.

reate From template. .,

Bptione:.

" Black Policy inheritance

Cloge | Cancel | Apply l

Berlin Properties Ei I

Figure 5-12: Xcalibur Policy Tab — New > TC Policy

On the menu, select TC Policy to create a New Xcalibur Policy Object that will

appear in the Xcalibur Policy Object Links  column.
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6.

Berlin Properties I

Gereral I Managed By #ealibur Policy I-Securit_l,l I

iy Current #ealibur Policy Object Links for Berlin
Fo

| MoOvenide|  Disabled |

Fealibur Policy Objects higher in the list have the highest priority,

New agd | Eat | |

Options .. | Delete .. | Froperties | [awm I

I Block Palicy inheritance

Clogze | Fancel I Apply |

Figure 5-13: Xcalibur Policy Tab — New Xcalibur Policy Obj

ect

Type a new policy name (“Device — VDI Broker Plug-in " in this example) over the

default name “New Xcalibur Policy Object ".
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2.3 Configure the Xcalibur Policy to install the VD | Broker Plug-in

1. Select the newly created policy (“Device — VDI Broker Plug-in " in this example) and

click Edit to open the Policy Editor window.

perinproperties K]

Gereral I Managed By Hcalbur Policy l'Securily ’

l;;;;iﬁ Curent #ealibur Policy Dbject Links for Bedin

e|  Disabled |

=,

ealibur Palicy Objects higher in the list-have the highest priority,

Hew Agd | Edit Un
Optionz ... | Delete ... | Froperties vy I

[ Elock Paolicy inkheritance

Cloze I Eancel I Arply l

Figure 5-14: Xcalibur Policy Tab — Edit New Policy
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2.

In the Policy Editor window, expand the following path:
<Policy Name>\ Device Configuration \ Installable Software Modules
\ Connections

m PolicyEditor - [Console Root'Device - ¥DI Broker Plug-in'Device Configuration'Installable Software Modules',Connection... [El[=] E

Tﬁ] File:  Action iew  Window  Help | =4 |5 i_’ﬂ
¢ = | aE R 2E &
f;] Console Root Mame | Status | Descripkion |
=8 ﬁt:.c Device - YOI Broker Plug-in i YD1 Broker Usage Info Settings Mok Configured  ¥DI Broker Usage Info Set..,
B3 PEViCE Configuration % DI Broker Default Connection Settings Mok Configured VDI Broker Default Conne., ..
(1] Metwark and Communications _i|\z'DI BrokerICA Connection Settings Mot Configured VDI Broker ICA Connectio...

(] Operating Systems ‘:JVDI Broker ROP Connection Settings Mot Configured DI Broker RDP Connectio, ..
(7] Petipheral Settings

| \_] Windows Components

1 &;} 035 Hotfix and Upgrades

-(_7] Printing Solutian

=(_7] Installable Saftware Madules

51-(Z3 Connections

¥-(1]] Settings

3 Remate Deskkop Connection
- Custom ICA connection
PMAgent

1@ Micrasoft Internet Explorer
);f;l WD Broker

00 o O o O oo R

Propetties...

i stallation Policy, ..
F-{_1 Deployment Set Josialetion Fek
(] 2007 Resource Kb v yiaw »
[+ User Canfiguration e WineGu Fram it
Expork List...

>\__Standard
Help: |

{Iristallation policy

Figure 5-15: Policy Editor Window — VDI Broker - Installat  ion Policy

Under Connections , select and right-click VDI Broker to open a menu.

On the menu, click Installation Policy... to open the Installation Policy Properties
dialog box.
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5. Inthe Installation Policy Properties  dialog box, perform the following:
5.1. Select Enabled
[Installation Policy Properties K]
Settings | Er:plaini Supported Elientsi
iﬁ Thiz third-party Plug-in offers connectivity ta wirtual serverds.
7 Wit Configured Erey
Hest
Operation Type m
File Placing
[ Frohibit Flask Lsags
Downloading optionz IW
I Frohibit Fan-File usage
I Prohibit On-Line file obtainment
Add application icon to
¥ Desktop [ Start Menu
[ Settings Menu [~ Syster Tray
Startup optiohs
I Run plug-n on startup Fiur Order m
Ok I Cancel I Apply |
Figure 5-16: Installation Policy Properties Dialog Box
5.2. Optional: Select Run plug-in on startup to automatically launch a VDI session
when the thin client starts up.
5.3. Click OK to return to the Policy Editor window.
6. Inthe Policy Editor window, on the File menu, click Exit to return to the
<OU> Properties dialog box.
7. Inthe <OU> Properties dialog box, click Close to complete the procedure and return
to the Xcalibur Global Management Console.
3 Process Outcome:
B Xcalibur Global now has a policy that will install the VDI Broker plug-in.
B The policy is linked to the OU that was selected.
B The policy will affect all devices within the OU and any child OUs (as long a there are

no restrictions on policy inheritance).
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Appe

ndix C  How to Launch a Virtual Desktop Session

This appendix describes the procedure for launching a virtual desktop session from the thin
client. The following flowchart offers a general illustration of the opening of a Desktop
Session:

Thin (1) RequestaVD | ¢ |(2 SearchforaVvD |\
Client End Pool
Server
(4) Assign a VD A (3) VD Found| VD

\ 4

(5) Open RDP session to VD

Figure 5-17: Opening Desktop Session Flowchart

1. On the Desktop, click on the My Virtual desktop connection icon to launch the Virtual

Desktop session.

95tart EEdLaam B

Figure 5-18: Window's Desktop — My Virtual Desktop Connection Icon
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The following events will follow:

1.1. The VDI Launcher dialog box appears with the Waiting for VDI reply...
message. This indicates that the thin client has requested a VD assignment from

the server and is now waiting for a reply.

VDI Launcher

Virtual Infrastructure Client

Waiting for WDI reply...

[ dose ] [ More Info>>

Figure 5-19: VDI Launcher Dialog Box - Waiting for VDI rep ly...

1.2. The VDI Launcher dialog box message changes to Starting VDI session...
after receiving a VD assignment from the server and initiating a VDI session.

VOI Launcher

i
Virtual Infrastructure Client L

Starting WDI session..,

] l More Info=> ]

Figure 5-20: VDI Launcher Dialog Box - Starting VDI sessio  n...

1.1 The Connecting dialog box appears indicating that the thin client has now
initiated an RDP connection to the assigned VD.

-"_i-‘;-'; Connecting to 192.168.8.176..,

Figure 5-21: Connecting Dialog Box
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2.

1.3. The Log On to Windows dialog box appears indicating that the RDP connection
has been successfully established.

User name:

Password:

... Windows*?

.. Professional

3

Log On to Windows

Options == [

Figure 5-22: Log On to Windows Dialog Box

Enter user credentials to log on to the Virtual Desktop.
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Appendix D  Creating VDI Broker Compatible Accounts
via Script
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