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Chapter 1

Preface

This chapter provides general information about the document.

Intended Audience

Scope

Objectives

This document is targeted at the following professionals:
B Xtreme Certified Administrators
B Thin-client experts

B IT managers with adequate knowledge of Microsoft Active Directory
architecture

Caution Only professionals with MCSA 2003 or equivalent knowledge
should attempt to implement the instructions in this document.

Important It is recommended that this entire document be read prior to
starting to configure Xcalibur Global.

This document applies to the following product:
B Xcalibur Global version 1.1 rev. 2

This document describes the fundamental configuration procedures that are
required to activate an Xcalibur Global installation. Following the procedures

described in this document will result with a basic configuration but fully
operative and online Xcalibur Global environment.

Reference Materials

Prerequisites

Chapter 1 - Preface

Xcalibur Global Installation Guide, version 1.0 (Ref. G0O01U-1.0)

Prior to implementing the procedures described in this document, all
necessary installation procedures must be performed as described in the
Xcalibur Global Installation Guide.

Xcalibur Global - Quick Configuration Guide
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Document Features

Conventions

Bold formatting is used to indicate a product name, required selection or
screen text entries.

Notes

Caution Text marked Caution contains warnings about possible loss of

data.

Important Text marked Important contains information that is essential to

completing a task.

Note Text marked Note contains supplemental information.

Chapter Overview

This document is divided into the following chapters:

Chapter 1 Preface provides general information about the document.

Chapter 2 Getting Started provides preliminary information before
proceeding with Xcalibur Global configuration.

Chapter 3 Xcalibur Farm Manager Tasks provides step-by-step procedures
for installing licenses, configuring the discovery service, creating a new
site, configuring authentication settings, configuring installation services,
creating a new IP scope, and starting the Xcalibur Global Front End Server
service.

Chapter 4 Xcalibur Directory Manager Tasks provides step-by-step
procedures to create a communication policy from an Xcalibur template.

Chapter 5 Connecting Devices provides step-by-step procedures for
performing a network scan, viewing scan results, and viewing details about
connected devices.

Chapter 6 Policy-Based Management provides step-by-step procedures for
using an Xcalibur Policy to install an RDP plug-in and create an RDP
connection on the client device.

Chapter 1 - Preface

Xcalibur Global - Quick Configuration Guide
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Chapter 2 Getting Started

Read the Setup Guide

Xcalibur Global is designed to operate in a Windows 2000/3 Active Directory
Environment. Before starting to configure Xcalibur Global ensure that you
have performed all the required installation instructions as detailed in the
Xcalibur Global Installation Guide.

This document assumes that:

B You have performed all necessary installation instructions described in the
Xcalibur Global Installation Guide.

B All software packages (plug-ins) were installed during the database
installation process (default option).

B All policy templates were installed during the database installation process
(default option).

B You have obtained the required Xcalibur Global server and client
licenses.

Note For best results, you are recommended to work with a thin client device

during the initial steps to observe real-time effects while configuring
Xcalibur Global.

Important The procedures described in the following sections allow the user
to name objects according to his/her criteria. However, for
improved support and documentation purposes, it is strongly
recommended that the names used in this document are adopted
and applied in the installed environment.

Chapter 2 - Getting Started
Xcalibur Global - Quick Configuration Guide 7
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Chapter 3

Introduction

Licensing

Xcalibur Farm Manager Tasks

This chapter provides step-by-step procedures to perform the following tasks:

Install licenses

Configure the Discovery Service at the Farm level
Create a new site

Configure authentication settings

Configure installation services

Create a new IP scope

Start the Xcalibur Global Front End Server service

In order to run Xcalibur Global, server and client licenses both need to be
installed into the system. The following tables detail the most common licenses
that are required for initial use.

Most Common Licenses

Server Licenses

Server License License File Name “

Xcalibur Global Server XGLicense Required to start the

License Front End Server
service

Domain Authentication DALicense Optional to enable the
Domain Logon proxy

Client Licenses

Client License License File Name “

Xcalibur Global Client XCAL4 Required to manage

License thin clients

Domain Authentication AUTHD Optional to provide

Agent License Domain Logon support
on the client

Additional Licenses
Additional licenses may be required to achieve full functionality.

Chapter 3 - Xcalibur Farm Manager Tasks

Xcalibur Global - Quick Configuration Guide 9
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Installing Licenses

To complete this procedure you must have valid Xcalibur Global license files.
Ensure that the license files are available on the Xcalibur Global server or
through the network.

Proceed as follows to install licenses into the Xcalibur Global database:

1) Log on with an Xcalibur administrative account to the computer where
Xcalibur Global Management Console is installed.

2) From the Start button select Programs, Xcalibur Global (1.1),
Management Console to launch Xcalibur Global Management Console,
as illustrated.

i Xealibur - [Console Root] l=] E3 I
'ﬁ] Flle Action ‘\iew Favorkes ‘Window Help .Ailii
= EE |G| 22
on oot Hame I
* ,}5 Healibur Directory Manager 4 Hcalibur Direckory Manager
4 (34 vicalibur Farm Manager Gl ¥calbur Farm Manager Q

3) Inthe left pane, select and expand Xcalibur Farm Manager.

Chapter 3 - Xcalibur Farm Manager Tasks
10 Xcalibur Global - Quick Configuration Guide
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4) Select and expand Administrative Suite to display the full directory tree,
as illustrated.

'Hi %calibur - [Console Root] =]
i%] File  Action Mew Favorites Window  Help | = |5’ |£]
e mB 2

'5_3 Console Rook Marme |

324 wealibur Directory Manager ¢ sicalibur Directary Manager

El@ #calibur Farm Manager &5 %calibur Farm Manager

=1} Administrative Suite
- [d Database

- g Farm Front End Servers
----- & site Assigned Servers
----- 8 Certificates

----- i Software Repository
-1 Licensing

(37 Backed up Sites

----- Wi Unassigned Clients

----- I Unlicensed Clients
-8 Find

-1 Sites

=+
=

5) Inthe Administrative Suite tree, select and highlight Licensing then from
the right-click menu select Install License... to display the Welcome to
the License Installation Wizard window, as illustrated.

License Installation Wizard E I

:':] “Welcome to the License Installation \Wizard

s

This wizard helps vou install licenses into the Xealibur
Database.

License Files may include server, or, client side licenses ar
bioth,

To continue, click Mext.

< Back Firishi | Cancel |

6) The Welcome to the License Installation Wizard window enables you to
install both server and client licenses. Click Next to continue and display
the License to Install window.

Chapter 3 - Xcalibur Farm Manager Tasks
Xcalibur Global - Quick Configuration Guide 11
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7) Inthe License to Install window, as illustrated, click Browse... to display
a standard Windows Open (file selection) window.

License Installation Wizard E

License to Instal

Specify the license that vou want to install, click Brawse

Press Cancel to abort the wizard,

File name:

= Back | [Hexk = | Finish | Cancel |

8) Inthe Windows Open window, as illustrated, in the Look in dropdown box,
click the dropdown arrow to browse to the directory where the required
license file is located.

1]
Lock in: [ 12 JackPC | «@®m e
[ AUTHD. xcl
BMPSS, el
=] PERTE  xcl
YNCPLxcl
WALl
File: name: I j Open I
Files of twpe: | Chip PC Licenses ["xcl =l Cancel /|
4

9) Select the pertinent license file then click Open to complete the file
selection process and return to the License to Install window.

Chapter 3 - Xcalibur Farm Manager Tasks
12 Xcalibur Global - Quick Configuration Guide
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10) The selected path and file name are displayed in the License to Install
window, in the section File name, as illustrated.

License Installation Wizard

Licensa ko Instal

Specify the license that you want o install, chick Browse
To conbinue, dick Mext,

Press Cancel to abort the wizard,

~File name:

Criicalibur Global 1.1 Licenses|Server Lice  groyce | |

Click Next to continue to the Ready to Install the Package window.

11) In the Ready to Install the Package window, as illustrated, click Install to
install the selected license file.

License Installation Wizard

Ready to Install the package

License:  cabbur Global 1.1 Server License

The wizard is ready toinstall the selected license,

Click Install to begin the installation.

TF yows weant ko review or changes the installation settings,
chick Back.

Press Cancel bo abort this wizard.

Ble:  C\¥calibur Global 1.1 Licenses\Server licensesixGlicens

<Back ges | Fsh | caed |

Chapter 3 - Xcalibur Farm Manager Tasks
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12) After the license file is installed successfully, the Completing the License
Installation Wizard window displays, as illustrated, informing you that the
license is installed. Click Finish to exit the wizard and return to the
Xcalibur Global Management Console window.

License Installation Wizard

Completing the License Instalstion Wizard

License:  Weakbur Global 1.1 Server License

The license was installed successfuly,
Click Finish o exit the wizard.

Properties |

13) In the Xcalibur Global Management Console window, in the left pane,
select and highlight Licensing then from the right-click menu select
Refresh to verify that the newly-added license appears in the Licensing
directory tree. (All added licenses can also be viewed in the right pane
when Licensing is selected.)

14) Repeat this procedure for each license required to be installed.

15) After installing all required licenses, continue to the next procedure
Configuring the Farm Manager Discovery Service.

Chapter 3 - Xcalibur Farm Manager Tasks

14

Xcalibur Global - Quick Configuration Guide



www.chippc.com
Making IT a Complete Solution Ref: DG023U-1.0

=ChipPC| 5 B

Technologies

Configuring the Farm Manager Discovery Service

Proceed as follows to configure the Farm Manager Discovery Service:

1) Inthe Xcalibur Global Management Console window, from the left pane
select and highlight Xcalibur Farm Manager.

2) From the right-click menu select Properties to display the Farm
Properties window, then click the Discovery service tab to display the
Discovery service settings tab page, as illustrated.

Farm Properties B

Plugins Service ] Pratocol Sektings | Cammunication Parameters |
Notes | PoleyUpdster | SteSymch | RTLInterval
IPScopes | Authentication Properties | Recovery service |
Upgrade Service | Hotfix Service Discavery service

$ Discovesy service setbings

~Server settings I InhesitFrom Parent 5
pscovery sarver: [TERNRGG— -] © |
Working on [Marual control x| # I

~ Server table o send to dients: I Inherikfrap Parert 5

i

In the Server settings section, Discovery server dropdown box, click the
dropdown arrow and select the server name from the displayed list; the
selected server will execute the Discovery Service.

Note The selected server will be responsible for discovering thin client
devices via network scans. Ensure that this server has access to all IP
address ranges wherever thin clients may reside.

Chapter 3 - Xcalibur Farm Manager Tasks
Xcalibur Global - Quick Configuration Guide 15
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3) Click the Advanced settings ﬂ button for the selected server to display,
the Advanced settings window, as illustrated, and check the option
Enable Xcalibur Agent on discovered devices.

Advanced settings | x| I

% Advarced discovery service settings

SHMP Coemunity name: I xcaliburd
Scan every (sech: ! 600

¥ Enable Xcalbur Agent on discovered devices:

el

4) In the Advanced settings window click OK to save your changes and
return to the Discovery service settings tab page.

5) Inthe Discovery service settings tab page, click the Add Server to

Table = button and select the server to add to the table in the section
Server table to send to clients, as illustrated.

Farm Properties ﬂ m

Plugins Service ] Pratocol Settings I Communication Parameters |
Motes | PoleyUpdater | SkeSymech | RIInterval |
1P Scopes [ Authentication Properties | Recovery service ]

Upprade Service | Hotfix Service Discavery service

$ Discovery service setbings

—Setversettingg —————— Ittt from Parent =

Discovery server:  [DVSQLMATOS xcalburd chippe ¥ Ol

Woeking on : IManud conkral ;] ﬂ

—Server table to send ko dients;

DASOLMATOS xcaliburd, chippo

£l o=

0K ‘ Canicel ‘

Note The table lists details of Front End servers that the thin client device will
attempt to connect to according to the displayed order (top to bottom).

Chapter 3 - Xcalibur Farm Manager Tasks
16 Xcalibur Global - Quick Configuration Guide
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6) Click Apply to save your settings then click OK to close the Farm
Properties window.

7) Continue to the next procedure, Creating a New Site.

Creating a New Site

Proceed as follows to configure a new LAN site:

1) Inthe Xcalibur Global Management Console window, from the left pane
select and highlight Sites.

2) From the right-click menu select New, Site..., as illustrated, to display the
New Site window.

H‘lm [l'nninlp Rnnl xl’:‘illhlll Farm I“hnagPr Arlmrnﬁlrill ive §|J|h= q |rPnslng}

3 5_ Farm Front End Sarvers
& site Assigned Servers
W CertFicates

i1 Scftware Repositary

1 ] calbur Global 1,1 Serve
i Bh Domain Authertication L
% Acalibur Global Client Lice
0 Backed up Sites
iy Unassigned clierts

& Undicensed Chents
+ {;_ Find
= II
I w | Inherit from Parent...

'% Eﬁa achan ‘ﬂew Favmhes ﬂﬂd\:vw ﬂelp =12 ﬁil
s 0@ BB 8 & |
1 Console Rook Licerse Mame | Licerse Type | wersion Infa | Installed By
[#-¢ xcalbur Direckary Manager | Weafibur Global 1.1 Server License Server Licenses i Adminiskrabor@xzcalk
= Q X_t‘!lb'-" Farm Manager & Dornain Authentication License Package Server Licenses 1 Administratordcalt
- Administrative Site S weslibur Globsl Client License TC Licenses 1 Administrator@calt
4 Database

Meve Window from Here
Refresh
Help
J | sl ]
Creste New Site

3) Inthe New Site window, as illustrated, complete the following fields:

Site Name Enter a suitable name
(e.g. LAN Site, as illustrated)
Site Description Enter a suitable description
New Site
II% Enter the site name and description,
Site Mame: IL.C\N Site

Site Description: | LAM Site Description

Zancel

Chapter 3 - Xcalibur Farm Manager Tasks

Xcalibur Global - Quick Configuration Guide 17
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4) Click OK to save your entries and add the new site to the Sites directory.
5) Continue to the next procedure, Configuring Authentication Settings.

Configuring Authentication Settings

Proceed as follows to configure site authentication settings for the new site
defined in the previous procedure:

1) Select the newly-added site, LAN Site, in the Sites directory and from the
right-click menu select Properties to display the LAN Site window.

2) Inthe LAN Site window, click the Authentication Properties tab to
display the Authentication Properties tab page, as illustrated.

s @E|

Haotfix Service | Discovery service I Flugins Service i Protocol Settings

Communication Parameters | Motes I Policy Lpdater | Sike Synch

General | Authentication Properties I Recovery service I Upgrade Service

ﬁ Define thin client Device and User authentication settings

¥ Inherit settings from parent -

™| Require secure channe] (5513

i~ Device Behavior

Determine the thin client's behavior in case of authentication success |
failure,

Failure... I SUCCESS... |

~Device Authentication Provider

Ackive: Diefaulk Device Authentication Prsvinj Properties. .. |

~User Authentication Provider

Ackive: Default User Authentication Provide _vJ Froperties. .. |
Ok I Cancel | Apply |

Chapter 3 - Xcalibur Farm Manager Tasks
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Hosfix Service | Discavery service | Plugins Service | Protocol Settings |
Commanicabion Paramekers l Notes ] Policy Updater I Site Synich ]
General  Authentication Properties | Recovery service | Upgrade Service |

LAN Site

a Define thin chent Device and User authentication settings

™ Inkerk settings from parent
™ Requirs sacure channel (S5L)

Device Bahavior
Determine the thin client's behavior in case of authentication success |
fabure,
Failure. .. I SUCCEsS, .. |
Device Authertication Provider
Active:  |Default Device Authentication Provie ¥ | |{Propertie

[~ User Authentication Provider

Active: Default User Authentication vaidej Froperties. . I

3) Inthe Authentication Properties tab page uncheck the option Inherit
settings from parent, as illustrated.

ok | cacet | aoply

|

4) Inthe Device Authentication Provider section, click Properties to display

the Default Device Authentication Provider Properties window.

5) Select the option Automatically accept and register new devices into

the following OU, then click Browse... to display the Browse for OU

window, as illustrated.

Default Device Authentication Provider Properties

Define authentication behavior

" Do not accept unauthenticated devices.

' automatically accept and register new devices into the
fFollowing OU:

Flease. select the destination folder for d
authentication

Browse for OU EHE I

efault device

=] @ netd

B-{&] Domain Controllers
E-{&] Healibur Global
EREAR T hin Clisnts Demo

o]

Cancel

Chapter 3 - Xcalibur Farm Manager Tasks
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6) Select and highlight the OU that will be used to contain the authenticated
device clients (e.g., Thin Clients Demo appearing in the previous
illustration). Click OK to save the destination OU path in the Default
Device Authentication Provider Properties window.

7) Inthe Default Device Authentication Provider Properties window click
OK to save your changes and return to the LAN Site window.

8) Inthe LAN Site window click Apply to save your changes.

9) Inthe User Authentication Provider section, click Properties to display
the Default User Authentication Provider Properties window, as
illustrated, then click Browse... to display the Select User window.

Default User Authentication Provider Properties

@ Defing authentication behavior

Automatically use this account as the default user;

Bdvanced, |

Select User
Select thiz object type:
[User Object Types..
Erom this locabion:
|Hca§bur4.cﬁppc Locations...
Enter the object name to select [examples} %

= ‘.-.f-,

10) In the Select User window, in the text field Enter the object name to
select, enter defaultuser then click Check Names to verify the user
name; a valid name is underlined automatically.

Chapter 3 - Xcalibur Farm Manager Tasks

20

Xcalibur Global - Quick Configuration Guide



= Chip PC

Technologies

g?ﬁg § www.chippc.com
HQ,; Making IT a Complete Solution Ref: DG023U-1.0

1) Click OK to save your entry and return to the Default User Authentication

Provider Properties window - the entered user name is displayed, as
illustrated.

Default User Authentication Provider Properties E

E-] Define authentication behavior

Automatically use this account as the default user:

defaultuser

OK | Cancel |

12) In the Default User Authentication Provider Properties window click OK

to save your changes and return to the LAN Site window.

13) In the LAN Site window click OK to save your changes and close the

window.

14) Continue to the next procedure, Configuring Installation Services.
Note It is possible at any stage to revert to the default Authentication

Properties settings by checking the option Inherit settings from
parent.

Note To reset all of the site settings to default, select the site name and then

from the right-click menu select Inherit from Parent....

Chapter 3 - Xcalibur Farm Manager Tasks
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Configuring Installation Services

Upgrade Service

Proceed as follows to configure the upgrade service for the new site:

1) Select the newly-added site, LAN Site, in the Sites directory and from the
right-click menu select Properties to display the LAN Site window.

2) Inthe LAN Site window click the Upgrade Service tab to display the
Upgrade Service tab page.

3) Inthe Upgrade Service tab page, modify the following options, as
illustrated:

Inherit from Parent Uncheck this option
Working on: From the dropdown list select Always

LAN Site BHE

Huotfex Service l Discovery sarvice | Phugins Service | Pratocol Settings |
Communicabion Parameker s I Mokes | Policy Updater l Site Synch |
General | Authentication Properties | Recovery service  Upgrade Service

Er '5 Upgrade service settings for scopes
A

[~ Inberk From Parent

Maxirmum conneckions: | 10 ﬂ

Bardwidth, khps | | Uiss protocal settings |

g [ — |

(o ] _con |_wis |

4) Click Apply to save your changes.
5) Continue to the next procedure, Plugins Service.

Chapter 3 - Xcalibur Farm Manager Tasks
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Plugins Service

Proceed as follows to configure the Plugins Service for the new site:

1) Inthe LAN Site window click the Plugins Service tab to display the
Plugins Service tab page.

2) Inthe Plugins Service tab page modify the following options, as
illustrated:

Inherit from Parent Uncheck this option
Working on: From the dropdown list select Always
LAN Site HE

Communication Parameters ] Motes | Palicy Updater I Site Synch |
General | Aukhentication Properties I Recovery service | Upgrads Service |
Hisk Fie Servica I Discovery sarvice  Pluging Service ] Pratocal Sattings |

(J’q Fhugins service settings for scopes

[ Inherk From Parent

Maxdirmum connections: | 10 :I

Bandwickh, kbps : | Usa pratocel settngs |

‘Warking on: m ﬂ

[ ok | comce | apw |

3) Click Apply to save your changes.
4) Continue to the next procedure, Hotfix Service.
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Hotfix Service

Proceed as follows to configure the Hotfix Service for the new site:

1) Inthe LAN Site window click the Hotifx Service tab to display the Hotfix
Service tab page.

2) In the Hotfix Service tab page modify the following options, as illustrated:
Inherit from Parent Uncheck this option

Working on: From the dropdown list select Always
LAN Site HE
Communication Parameters J Hotes | Palicy Updater I Site Synch |
Generdl | Authentication Propertiss I Recovery sarvice l Upgrads Service |
Hetfix Service | Discovery service | Plugis Service | Protocol Settings |
i Halfix service settings f
\w‘r‘ 1X SErVICE 56 S For scopes
I Inherit Fram Parent
Bazdrmum conneckions: | 10 :I
Bandwidth, kbps ; | Usa pratocal settngs |
Working cn ra— |
ok | caes | aopiy |

3) Click Apply to save your changes then click OK to close the LAN Site
window and return to the Xcalibur Global Management Console window.

4) Continue to the next procedure, Creating a New IP Scope.
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Creating a New IP Scope

Proceed as follows to configure a new IP scope range:
1) Inthe Sites directory select and expand LAN Site.

2) Select and highlight IP Scopes then from the right-click menu select New,
Scope... to display the Define new IP scope window.

3) Inthe Define new IP scope window complete the following fields defining
the network where the thin clients reside, as illustrated:

Start Address Enter the scope start IP address
End Address Enter the scope end IP address
Net Mask Enter the scope net mask
Display Name Enter a suitable display name for the scope
(e.g., Net 1, as shown in the illustration)

Enabled Check this option to activate the scope

"h} I;rm?;g:ddress range, Subnet Mask and scope

Start IP Address | End IP Addvess | hetmask | pispl

192.168.7 40 192.168.7.50 255,255.255.0 Nek

« ]

Start Address | |

End Address : |

[t Mask ; |

Disolay Name: |

I™ Erabled
T -

4) Click Add to add the IP scope to the system; the selected scope is
automatically listed in the upper columns.

5) Click Close to close the window and return to the Xcalibur Global
Management Console window.

6) Continue to the next procedure, Starting the Xcalibur Front End Server.
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Starting the Xcalibur Front End Server
Proceed as follows to start the Xcalibur Front End Server service:

1) Inthe Xcalibur Global Management Console window, from the left pane
select and expand the Farm Front End Servers.

2) From the Farm Front End Servers tree select the pertinent server then
from the right-click menu select All Tasks, Start, as illustrated.

:m Rralihm {rl‘ll‘lil‘llP Rnnl: k‘r alihur Farm M'!nr‘ll]Fi" Administrative Suite’Licensing]

'ﬁ Eile  Action bew Favgrlhas ﬂndow Uulp | =7 ﬂ.
e~ BEPB 2| & |
1 Console Rook License [Mame | License Type | version Info I Installed By
[#-2¢ Xcalibur Directory Manager |2 sicaibur Global 1.1 Server License Server Licensas 1 Administraton@calé
= \'; ncalibur Farm Manager &1 Domain Authentication License Package Server Licenses 1 Adminiskrabor@xcal

-5 Administrative Suite P xcalibur Global Client License TC Licenses 1 Administrabor@cal
4 Database

=& Farm Fn:nt Erld Ser\-'ers

I'\lsw window from Here

Delete Move To...
Refresh
Peoperties
W =Z IF Scopes
@& Front End Servers
i~ Clients
LB Users
4] | AIES ]
I!MLWWF&W c [ |

A window displays the server’s initialization connection sequence and
progress, as illustrated. (This process may continue for several minutes.)

DYSOQLMATOS. xcalibur4.chippc
Oper ation: Sartng Server

Skabus: Initiating Service DataBase Connechion Sequence. ..
[EEVETTETEN

3) Inthe left pane of the Xcalibur Global Management Console window
select Xcalibur Farm Manager and from the right-click menu select
Refresh to refresh the Xcalibur Global Management Console window.
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4) From the Farm Front End Servers tree select the pertinent server then
from the right-click menu select Properties to display the
Administrative Suite\[Server Name] window, as illustrated.

Administrative Suite ', D¥SQLMATOS xcalibur4.chippc

General |C|errunicatim Parameters | Nates l

Hame l Yalue
Server Id 1
Server GUID {0845F3AE-BECA-CE
Server Name DVSQOLMATOS, wcaliby
IP Address 192.168.7.25
Description DWSQLMATCS, xcaliby
Propriekary SEate Oneline
S Status Code SERVICE_RUMMNING
Last Synchronization Date & Time with Active Direct,.,
Last successful botal rebuild operation 6412006 4:14:26 Pi
Last bokal rebuld operation attempt 6/4/2006 4:14:26 PM
Result of last botal rebuild operation athempt [0] The operation cor
Last successful Incremental update operation Urlkrsoiar
Last tokal increment sl update attempt Urkrown

Result of last incremental update operation attempt  [0] The operation cor

Verify that the server is running as indicated by the values for the following

names:
Property State On-line
SCM Status Code SERVICE_RUNNING

5) After verifying the correct values click OK to close the window and return to
the Xcalibur Global Management Console window.

6) Continue to the next procedure, Xcalibur Directory Manager Tasks.

Chapter 3 - Xcalibur Farm Manager Tasks
Xcalibur Global - Quick Configuration Guide 27




hi P‘ =R L www.chippc.com
p &l . .
Technol ogi es =2 Making IT a Complete Solution Ref: DG023U-1.0

This page is left blank intentionally.

Chapter 3 - Xcalibur Farm Manager Tasks

28 Xcalibur Global - Quick Configuration Guide



www.chippc.com
Making IT a Complete Solution Ref: DG023U-1.0

Chapter 4 Xcalibur Directory Manager Tasks

Introduction
This section provides step-by-step procedures to perform the following task:
B Create a communication policy (from a template)

Communication Policy

This section takes you through the procedure to create a communication policy

from a template.

1) In the Xcalibur Global Management Console window, in the left pane
select and expand Xcalibur Directory Manager to display the full directory
tree.

2) Select and highlight the pertinent OU and from the right-click menu select
Properties to display the OU window (e.g., Thin Clients Properties
window as shown below).

3) Inthe Thin Clients Properties window click the Xcalibur Policy tab to
display the Xcalibur Policy tab page, as illustrated.

Thin Clients Properties B u

Gemesdl Managed By *calibur Policy | Sa:uityl

j - Current ¥ecalibur Policy Dlbject Lirks for Thin Clients

Fealibur Policy Object Links No Owernde Disabled |

Koalibur Poliey Objects highet in the list have the bighest priarity

o (R | @ | v |

[~ Block Policy inhesitance

oK I Cancel i Anphy |
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In the Xcalibur Policy tab page click New then select Create from
template... from the popup menu to display the Create Policy from
Template window, as illustrated.

Create Policy from Template [ x|
Pokey types:
[ & TC Policy Templates -

TE - Device - Communication Pofcy for
& TEMPLATE - Device - Communication Polty for |
& TEMPLATE - Device - Connection - ICA 9,04 (Ch
+ TEMPLATE - Device - Connection - IC& 9,04 Aul
& TEMPLATE - Device - Connection - ICA 9,04 wit
& TEMPLATE - Device - Cornection - Intemet Exp
% TEMPLATE - Device - Connection - Intsrnet Exp
% TEMPLATE - Device - Connection - Internst Exp
% TEMPLATE - Device - Connection - RDP 5,2 {Ch.
& TEMPLATE - Device - Connection - RDP 5.2 Auti
£ TEMPLATE - Device - Connection - RDP 5,2 witk

- 4% TEMPLATE - Device - Display Settings Policy fiﬂ

3

=]

Cancel |

In the Create Policy from Template window expand TC Policy
Templates then select and highlight TEMPLATE - Device —
Communication Policy for LAN Evaluation Environments.

Select OK to save your selection and display the OU properties window
(e.g., Thin Clients Properties window as shown below).

The newly-created policy is now listed in the Xcalibur Policy tab. Select
and highlight the policy and then from the right-click menu select Rename
to edit the name of the selected policy, as illustrated. Rename the policy to
Device — Communication Policy for LAN Evaluation Environments.

Thin Clients Properties 2 x]
Genesdl Managed By Rcalibu Poicy | Se-cuityl
J: 3 Current Xealbur Policy Object Lirks for Thin Clents
v
Mealiu Policy ObjectLoks | NoOvernds | Disabled |
Bo Override
Disablad
Mewe b
fidd ..,
Edit
Delete
Heslibur Policy 0 m_ beghisst praity.
Properties
Mew Shaw Policy Histary... J g |
Qotions . | Delete . | Properies | Do |
[™ Block Poficy inhesitance

In the Xcalibur Policy tab select and highlight the renamed policy and
then click Edit to display the Policy Editor window.

In the Policy Editor window’s left pane expand the policy name Device —
Communication Policy for LAN Environments.
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10) Expand Device Configuration, Network and Communication, Protocols
then select and highlight Custom Protocol to display its contents in the
right pane, as illustrated.

','m PolicyEditor - [Console Root'\Device - Communication Policy for LAN Evaluation Enviranments' Device Configuration'Network an... !B B

R o Yo MR by L
= EaE B 2 &
1 Consoke Rook
= :J ?_”“ Configuration | Select an lkem ko view its description. Nasrie: | status
=3 Netwoark and Communication [ Customrotoce! settings Enable
;2 :F_'E:tucnls ) Ik Enabilé #Eoming Compression Disable and
| ¥oe lacator “mc; #k Enable Oikgoing Compression Disable and
: t’ Snf; ;r;t:::d (% Enable alive event pariod Enable
e L__] ds peatocol [5 Set synchronous policy Hmeout Enable
SR <o Frctocol 121 Enabile bandwidth contral Nt Configu
| @] Clierx Behavior
@] Events
: H-{_] Recovery
+ [ Metvwark Behiayviar
. {1 User Level Options
. ] Operating Systems
[#{_] Peripheral Settings
¢ B[] Windows Companents
| [-4g) 05 Hotfix and Upgrades
(2] Printing Saltion
- ] Installable Software Modules
[#+{_] User Canfiguration
4 | i
1 | N estended £ Standard /

11) In the right pane double-click Custom protocol settings to display the
Custom protocol settings window, as illustrated.
Custom protocol settings ﬂ | x}
Settings | Explain | Supported Cients |

3 ., Custom pretocol seltings
("

" Mot Corfigured Frev

% Enabled

 Digabled et |

Press 'Sarver List' button in cider to retrieve Xcalbur server list friom the

database:

1P Address: | 3 ; 5 =} |
IP Address Part §SL Weight

Mormal
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12) In the Custom protocol settings window, Settings tab page, select and
highlight the server record with IP address 192.168.7.25 then click the

Remove Server button, as illustrated, to delete the server from the list.

Custom protocol settings ﬂ ﬁ
Settings I Expla'n] Supported Clents I

= . Custom protocol seftings
L

" Mot Configured Brev

+ Enabled

 Digabled Het

Press Server List' button in crder to retrieve Xcalbur server list from the

databazs:

IP Address: | A ) . =5 |
IF Address Part S5L MWeight

13) Click the Add Server =21 putton and from the popup menu select your
server’s IP address to add the selected server to the server list, as

illustrated.
fcustom protocolsettmgs )

Settings | Explain | Supported Cents |

a%‘ Cuztom protocol settings

£ Mot Configured Erew |
% Enabled

" Digabled —,H'mt
Press ‘Server List' button in order to retrieve Kealbur server list from the

database:

P ddress: l

LMATOS, xoalibuord, chippc ¥

IP eldress | Port | ssL

(] |

0k | Caced | tooy |

14) In the Custom protocol settings window, click Apply to save your
changes then click OK to close the window and return to the Policy Editor
window.
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15) In the Policy Editor window from the main menu select File, Close to
close the window and return to the Thin Clients Properties window.

16) In the Thin Clients Properties window click Apply to save your changes
then click Close to close the window.

17) Continue to the next procedure, Connecting Devices.
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Chapter 5 Connecting Devices

This chapter describes how to perform the following procedures:
B Initiate a network scan using the Discovery Service
B View scan results

B View details about a connected device in real time via the IP Scope view
Prerequisites

The procedures described in this chapter are dependent on having completed
the following:

B All the procedures described in the previous chapters.
B At least one Chip PC thin client is running firmware version 6.5.3 or higher.
B The thin client is turned ON, connected to the network and its IP address is
within the range defined for Net 1 in Chapter 3, IP Scope Settings.
Initiate a Network Scan
The network scan is performed using the Discovery Service process which
scans a selected IP address range in search of connected thin client devices.

Note For best results, you are recommended to view a thin client device

during these initial steps in order to observe real-time effects while
performing this procedure.

Proceed as follows to initiate a network scan:

1) In the Xcalibur Global Management Console window, in the left pane,
select and expand Xcalibur Farm Manager, Sites, LAN Site, IP Scopes.

2) From IP Scopes select and highlight Net 1 then from the right-click menu
select Start Discovery... to display the Start Discovery window.
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3) Inthe Start Discovery window, as illustrated, select the following options:
B Full Range

B Force reconnect discovered devices

ortoncey

Specify the IF Address range to scan during
discovery. Select Full Range to scan the entire 1P
Scope, or, Custom Range bo scan a specific range.

Discovery Server:  DVSQLMATOS xcalburd, chippe

% Ful Range

- Custom Range

&tartIP:I 192, 168 . 7 =

Erd IP ¢ I 192, 168 BT

[ Clear all Xealbur Agent settings
{use with caution! disconnects devices from
Realibur)

¥V Force reconnect discovered devices!

I R§K | Cancel |

Verify that the IP address range covers the network where your thin clients
reside.

4) Click OK to save your changes, close the window and start the Discovery
process. The Xcalibur Farm Manager information window displays, as
illustrated, informing you that Discovery started successfully and that you
can now view the scan results.

Xcalibur Farm Manager [ X] I

-
ll) Discowery started, view the scan results under the Scope Properties Client Discowery

Note Discovered devices reboot after they have been scanned, then the
device connects to Xcalibur Global automatically.

Additional reboots may occur due to policy applications.

5) In the Xcalibur Farm Manager information window click OK to close the

window and continue to the next procedure, Viewing the Scanned
Results.
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Viewing the Scan Results

Proceed as follows to view the Discovery Service scan results:

1) Inthe Xcalibur Global Management Console window, in the left pane,
select and expand Xcalibur Farm Manager, Sites, LAN Site, IP Scopes.

2) From IP Scopes select and highlight Net 1 then from the right-click menu
select Properties to display the LAN Site\Net 1 properties window.

3) Inthe LAN Site\Net 1 properties window click the Client Discovery tab to
display the Client Discovery tab page, as illustrated.

LA&N Site ', Met 1

Protocol Settings | Motes | eolicyupdater |
Generd | Authentication Properties | Recovery service | Upgrade Service ]
Hotfix Service | Plugng Service Cliert Diszovery

| Date and Time | Extended Task Status |

£/4/2006 4:41:53 PM Replying diert [P 192,168.7.49, Ok,
6/4/2006 4:41:53 PM__ Replying client IP 192.168.7.50, Ok.
65/4/2006 4:41:53 PM _ Replying cliert IP 192.168.7.45, Ok,
£/4/2008 4:41:53 PM  Replying diert IP 192.168.7.46. Ok,
6/4/2006 4:41:53 PM  Replying client IP 192.168.7.47, Ok,
£/4/2006 4:41:53 PM  Replying dlient IP 192.165.7.44. Ok.
6/4/2006 4:41:53PM  Replying cliert 1P 152.168.7.43, Ok,
/4/2006 4:41:53 PM  Replying diert IP 192.165.7.42, Ok,
£/4/2006 4:41:53 M Replying cliert IP 192.166.7.41. Ok.
6/4/2006 4:41:53 PM  Discovery procedure completed.
6/4/2006 4:41:53 FM  Discovery procedure progress: 100%.
&/4/2006 4:41:53 PM  Discovery procedure progress: 90%.
6/4[2006 4:41:53 PM  Discovery procedure progress: 80%.
6/4/2006 4:41:53 PM  Discovery procedure progress: 70%.
6/4{2006 4:41:53 PM  Discovery procedurs progress: 60%.
6/4/2006 4:41:53 PM  Discovery procedure progress: S0%s.
6/4/2006 4:41:53 PM  Discovery procedure progress: 40%.
6/4/2006 4:41:53 PM  Discovery procedure progress: 30%.
6[4[Z006 4:41:53 FM  Discovery procedure progress: 20%.
6/4[2006 4:41:53 PM  Discovery procedure progress: 10%.

Show: | 20 ¥ | events from: 33 E“ glil iJ
,Tl Canicel ] Aoply

[N R N ST R

=

D O ow O N e o P

ra
=

The Client Discovery tab in the LAN Site\Net 1 properties window
provides information regarding the progress and results of the Discovery
procedure.

Review the scan results that include information of the discovery progress
and a report of replying clients. After reviewing the scan results click OK to
close the window.

4) Continue to the next procedure, IP Scope View.
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This procedure enables you to view details about a connected device in real
time.
1) In the Xcalibur Global Management Console window, click the Refresh

button in the toolbar to refresh the screen and display all connected
devices in the right pane, as illustrated.

;Nrnlihilr [I'nninlp Rnnl Kralihur Farm HananPr' Sites' LAN Site\IP Scopes'\Net 1]

'%j Eie aclx\n £|ew Fenrgﬂbes md\:\w ﬂelp =21 ]
¢=*|.|Eﬂ x@_@f'@"’é%’@"‘*“w@"ii'@ﬂﬂ |
JConsdeRuot Device MAC | P address T | sw Matform | server1p | User mame | Last state
- Xralbur Directory Manager & 000535018821 192.168.7.50 6.5.3Build 120... 192.168.7.25 DefaultUser@...  Alive
- 31 vcalbur Farm Manager & ooos3snisass 192,168,749 65.3Bukd120.., 192.168.7.25 Defaultiisar@x... Alve
B Administrative Suite & onosasoisein 192,168,746 6.5.3Buid 120,,, 192,168.7.25 DefaultUser@e.,.  Alive
-1 Sites & 00053501850F 192,168,745 6.5.36uld 120, 192,168.7.25 Defaultilser@s...  Alive
B ;g Default Site B 000535018685 192,168,744 §.5.30ukd 120, 192168725  Defaultiser@c.. Alve
= ;MTS:L & 000535018903 192,168,743 6.5.36uld 120.,, 192,168.7.25 Defaultilser@y...  Alive
iR & oo0s3sn13164 192,168,742 6.5.3BuM 120, 192,163.7.25 Defaultser@...  Alive
T & onosssnisert 192,168,741 6.5.36uld 120.,, 192,168.7.25 DefaultUser@x... Alve
G- & Frork End Servers
Wi Clierts
B Users
| | |
152,168,740 - 192,168,750 _hle: i Total: 8 TC

2) Select and highlight a device in the right pane and from the right-click
menu select Properties to browse and view information in the various tab
pages.

Note Clients that fall into the scan range will connect to Xcalibur Global,
obtain policies then reboot.

It may take several minutes until new clients appear in the Xcalibur
Global Management Console window.

Important Clients that do not have an Xcalibur Global Client License will not
appear in the IP Scope view. These clients can be found in
Xcalibur Farm Manager, Administrative Suite, Unlicensed
Clients.
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Chapter 6

General

Policy-Based Management

This chapter describes how use an Xcalibur policy to perform the following
tasks:

B Install an RDP plug-in
B Create an RDP connection

Xcalibur Policy is used to fully administer thin client devices in the
organization. All thin client management aspects, from software installation to
user environment management are dealt with by Xcalibur Policies.

An Xcalibur policy is a set of rules defining client device settings based on the
device's location in the Active Directory tree and the location of the account of
the user logged on at the device. By using Xcalibur Policies you can define
client and user settings once and then rely on Xcalibur Global to constantly
enforce your policy settings throughout the network.

When linking policies to an OU that contains thin clients, the policies apply on
the thin clients approximately two minutes after being assigned. Therefore,
after linking a policy to an OU you can expect the device to reboot after two
minutes or less (indicating that policy changes have been applied).

To simplify software distribution, preinstalled Xcalibur Policy Templates can be
used for installing software plug-ins such as RDP/ICA/Internet Explorer/Other
on the thin client devices.

Installing an RDP Plug-in via an Xcalibur Policy

This procedure shows how to install an RDP plug-in by using a policy
template.

Note For best results, you are recommended to view a thin client device
during these initial steps in order to observe real-time effects while
performing this procedure.

1) Inthe Xcalibur Global Management Console window, in the left pane,
select and expand Xcalibur Directory Manager.

2) Select and expand the domain name to display the full directory tree, select
and highlight the pertinent OU then from the right-click menu select
Properties to display the OU window (e.g., Thin Clients Properties
window as shown below).
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3) Inthe Thin Clients Properties window click the Xcalibur Policy tab to
display the Xcalibur Policy tab page, as illustrated.

Thin Clients Propetties HE I
Genadl Managed By calibur Pﬁo}' l Sacuilyl
._f,; Current ¥calbur Policy Object Links for Thin Clents
Realow Policy Objeet Links. | MoOverde | Disabled |

W Device - Cammiunication Palicy for .

Hesibur Paliey Objects bighet in the list have the baghest praty.

[~ Block Policy inheritance

0K I Cancel [ Sppli

4) In the Xcalibur Policy tab page click New then select Create from
template... from the popup menu to display the Create Policy from

Template window.

5) In the Create Policy from Template window expand TC Policy
Templates, scroll down the list then select TEMPLATE - Device - RDP 5.2

- Install, as illustrated.

Policy types:

& TEMPLATE - Device - Input Local, German - Gerﬂ
-4 TEMPLATE - Device - Input Local, German (3t .
& TEMPLATE - Device - Internet Explorer 8 1CA 9
"f; TEMPLATE - Device - Inkernet Explorer & ICA 9
4 TEMPLATE - Device - Internet Explover 6.0 for b
4 TEMPLATE - Device - Internet Explorer 6,0 For \__J
& TEMPLATE - Device - Inkernat Explorer 6.0 for
L TEMPLATE - Device - Inkernat Explover 6.0 for b
4 TEMPLATE - Device - Pericom Terminal Emulatiol
- 4% TEMPLATE - Device - Pericom Terminal Emulation
evice - ROP 5.2 - Install
% TEMPLATE - Device = 'k' 5.2 = Irstall. Allow L=
% TEMPLATE - Device - RDP 5.7 - Install. Hide De: ¥
1 b

ok | cocel |

6) Select OK to save your selection and display the OU window (e.g., Thin

Clients Properties window).

7) The selected policy is now listed in the Thin Clients Properties window.
Select and highlight the selected policy then from the right-click menu
select Rename to modify the policy name. Rename the policy to Device -

RDP 5.2 - Install.

Note After policy updates occur, RDP will be installed automatically on the
thin clients, after which the clients will reboot.

8) Continue to the next procedure, Creating an RDP Connection by Policy.
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Creating an RDP Connection via an Xcalibur Policy

This procedure enables you to create an RDP connection via an Xcalibur
policy.

1)

2)

In the Xcalibur Policy tab page click New then select Create from
template... from the popup menu to display the Create Policy from
Template window.

In the Create Policy from Template window expand TC Policy
Templates. Scroll down the list and select TEMPLATE - Device -
Connection RDP 5.2 with Desktop Shortcut, as illustrated, then select
OK to save your selection and display the Thin Clients Properties
window.

Create Policy from Template [ X] l

Policy types:
= & TC Policy Templates -~
+ TEMPLATE - Device - Communication Polcy For |
4 TEMPLATE - Device - Comunication Pobey far |
&, TEMPLATE - Device - Cornection - 1CA 9,04 (Ct
g TEMPLATE - Device - Connection - ICA 9,04 Aul
w5 TEMPLATE - Device - Connection - ICA 9,04 wit
\'g TEMPLATE - Device - Connection - Inkernet Exp
% TEMPLATE - Device - Connection - Inbernet Exp
4 TEMPLATE - Device - Connection - Inbarnet Exp
4% TEMPLATE - Device - Connection - RDP 5.2 (Ch.
& TEMPLATE - Desvice - Connection -

RDP 5.2 AUt

& TEMPLATE - Device - Display S

Bl TEMPLATE = Device - Connect
e - Device - D :h-. gsPuIlq.r X
¢f | 3
Ok I

Cancel |

The selected policy is now listed in the Xcalibur Policy tab page. Select
and highlight the selected policy from the Xcalibur Policy Object Links
column then from the right-click menu select Rename to modify the name
of the selected policy, as illustrated. Rename the policy to Device -
Connection RDP 5.2 with Desktop Shortcut.

Thin Clients Properties

Gemeudl Managed By #calibus Policy fSacuityI

\"J?Lfii

Current #catbur Policy Object Links for Thin Clents

NoOvemde | Disabled |

b’«“ Davice - Em—ummucaﬂm Palicy for
ISk TEMPLATE - Device -RDP 5.2 -1

[ TEMPLATE - Device - Cpeaseton
uucwmda
Disabled
Hewy 3
Add...
Kealibur Policy Objects highe ~ Edit ty.
Delete
oo ETCEN |
Dptions ... elete ., Properties [lear |

— 1 Show Policy History:

[ Block Policy inhesitance

Chapter 6 - Policy-Based Management

Xcalibur Global - Quick Configuration Guide

41



www.chippc.com
Making IT a Complete Solution Ref: DG023U-1.0

E Technolog|es
4)
5)
6)
7)

In the Xcalibur Policy tab page select and highlight the renamed policy
then click Edit to display the Policy Editor window.

In the Policy Editor window’s left pane expand the policy name Device -
Connection RDP 5.2 with Desktop Shortcut.

Expand Device Configuration, Installable Software Modules,
Connections then select and highlight Remote Desktop Connection to
display its contents in the right pane, as illustrated.

f1 Ele dcbon  Wiew Window Help =181
= = | @@ B & %
_j Curvsqle Rook
= !’.; Dewce fnmw_thn RDP 5 2 witﬁ[
__J Dlelvice: canﬂguglnn
¢ -] Netwark and Communication
| B Operating Systems
'f' (] Peripheral Settings
- -] Windows Companents
+ 458 05 Hotflx and Uporades
| [ Printing Sokitian
o 2+ Installable Software Module:
={] Connections
i B3 Seltlngs

i B i
[ rj Cuskafin ICA 5,0401
& 2| PhAgent 9.0401
i 8 Microsoft Internet £
| B Pericom Conrection
i E Remote Conneckian
= (@ e
4B Customized System Scre
#-{_] Deployment Settings
[#-{_] User Configuration

! Remote Desktop Tonnection

Name | Managed H

Select an item o view ibs description. 5
1/RDP Desktop Remaote

= I\ Estended 4 Standard /

In the right pane double-click RDP Desktop to display the Remote
Desktop Connection window.
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8) Inthe Remote Desktop Connection window, Settings tab page, enter the
name or IP address of your RDP terminal server, as illustrated.

Remote Desktop Connection EE
Settings | Explain | Supported Cients |
i/ This third party plug-in offers connectivity to servers
N

=]

Hext

Connection Mame  RDP Desktop

Connection to |@_1 68.7.21 Zl

Diescrption

I
This third partSlug-n offers connectivity to servers.

0K | Cancd | sopy |

9) Inthe Remote Desktop Connection window click Apply to save your
changes then click OK to close the window and return to the Policy Editor
window.

10) In the Policy Editor window from the main menu select File, Close to
close the window and return to the Thin Clients Properties window.

11) In the Thin Clients Properties window click Apply to save your changes
then click OK to close the window.

Note After policy updates occur, an RDP Connection will be created and a
shortcut will be placed on the thin client's Desktop.
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