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Chapter 1

Preface

The purpose of this manual is to understand Image 6.5.X, familiarize users
with the various options of the Windows Desktop Interface, and provide them
with the knowledge of how to configure different device’s settings and
connections locally.

Intended Audience

Scope

Objectives

Prerequisites

This manual is aimed at Administrators and end users who want/need to
perform management tasks on Chip PC Thin-Client devices without a
centralized management system (Xcalibur Global).

Image 6.5.X for Chip PC Thin-Clients

After reading this manual you should be able to:

Understand Chip PC technology advantages embedded into this image
Manage access to selected WBT Setup areas

Implement authentication scenarios

Configure and customize the Desktop environment

Take advantage of the 'My Connections Manager' features

Implement advanced RDP and ICA options

Use recovery options

N/A

Reference Materials

N/A

Document Features

Chapter 1 - Preface

Conventions

B Bold formatting is used to indicate a product name, required selection or
screen text entries.

Notes

B Notes marked Caution contains warnings about possible loss of data.

B Notes marked Important contain information that is essential to completing
a task.

B Notes marked Tip contain explanations of possible results or alternative
methods for performing tasks.

User Manual for Image 6.5.X (Chip PC Thin-Clients) 8
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Chapter 2

General

Plug-ins

Introduction to Image 6.5.X

Chip PC firmware version 6.5.x image brings a whole new standard to the thin
client world, including a wide range of new possibilities integrated into Chip PC
thin clients.

A Chip PC firmware image is built of two main layers:

Windows CE Kernel:

Chip PC is using the OS kernel of Microsoft and developed all other
components (desktop, plug-ins) in house.

Plug-ins:

Modular software add-ons, which can be added and removed from the device
according to customer needs.

Plug-ins are software components that can be integrated into your Thin Client
device in order to enable extra functions.

In order to address specific customer needs, Chip PC offers the integration of
customized in-house and third party software Plug-ins to Chip PC thin clients.

The Plug-ins are either preinstalled on device or added on the run, according
to customer changing needs.

Advantages to Using Plug-ins

Security:

Each plug-in is signed with a digital signature making it impossible to run
unsigned software on the device, resulting in full Virus immunity.

Stability:

Using the plug-in module Chip PC does not change the kernel when installing
a new plug-in making it safe to update the operating system.

Bandwidth:

When changing a specific function in the OS (new ICA version) administrators
does not need to send an entire OS image which might be extremely
demanding on the organization's network.

Chapter 2 - Introduction to Image 6.5.X
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Image 6.5 Boot Sequence
The following events should happen during Image 6.5 boot sequence

Power on
Buses and peripheral initialization

Check the stand-by / safe mode button state and entering into following
possible state :

= Reset registry and loading system in Safe Mode: minimal configuration,
no plug-in, no Explorer /Shell, no advanced driver

= Enter into Manual Recovering Mode: search for nearest Xcalibur server
and wait for Image Recovery command

= | oad the system in ordinary mode

Initiate the OS

Check available storage for disk / flash error

Check “copy protection”

Activate available licenses

Activate network stack : wait for valid IP address ( DHCP / Static )
Activate Xcalibur connection ( if needed : local setting / DHCP/policy)
Waite for connection established

Waite for Device Policy /Empty Policy

Activate available plug-ins

Enter into user mode ( local/ remote /auto-logon ) (notify Xcalibur )
Notify Xcalibur about connected user

Waite for user policies (notify Xcalibur )

Apply user policy (notify Xcalibur )

Enter into desktop mode (notify Xcalibur )

Search / run auto-started connection (notify Xcalibur)

Chapter 2 - Introduction to Image 6.5.X
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Chapter 3

Objectives

General

Desktop Interface Features

This chapter, " Desktop Interface Features" introduces the Desktop
environment supported by Chip PC thin clients.

The chapter discusses the technical and user-experience differences between
the Desktop, PC-Like environment mode and the Legacy Connection Manager
mode used previously, as well as going through each feature of the desktop
interface with an in-depth explanation and a 'How To' step by step guide.

Chip PC has released a Desktop interface supported by firmware version
6.5.X. Devices running this firmware display a PC-Like Windows desktop
interface.

The desktop interface was designed to answer both friendliness and
management needs by being fully customizable. Administrators can easily
tailor its looks to fit all their demands combining a PC-Like look & fill
environment, with the highest security and manageability offered by Chip PC
thin clients.

Chapter 3 - Desktop Interface Features

User Manual for Image 6.5.X (Chip PC Thin-Clients) 11
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Desktop Interface Features

The following key features make the desktop interface a perfect solution for
those seeking the combination of a Windows Desktop feel & view environment
applied on a thin client device.

& Internet Explorer
© odka Player
4 Remate Des:top Connections

' My Connections

O gettings :
€ tietworing *
ag'ut dowr,,

7 start

1) True PC-Like Windows interface and behavior

2) Real Windows Taskbar area

4) Fully customizable Start Menu

(1)
(2)
(3) Dynamic System Tray area
(4)
(5)

Changeable connection-icons

Built-in desktop shortcuts support
Built-in toggling windows support
Built-in resizable windows support
Auto-start multiple connections at once

Changeable Desktop Background Picture

Chapter 3 - Desktop Interface Features

(6) New Network Connections tool for network connection management.

Making IT a Complete Solution Ref: DM019U-1.0

5) New My Connections Manager tool for session management includes
various advanced features such as the 'Secured Portal Viewer'.

User Manual for Image 6.5.X (Chip PC Thin-Clients)
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Desktop Interface Advantages

User Friendliness and Familiarity

The Start Menu, Taskbar and System Tray interfaces, are all part of the
Desktop GUI which now looks closer to an MS Windows Desktop than ever,
thus providing users with a ‘PC-Like’ feel & view similar to that of a Windows
Desktop and allowing for a seamless transfer to a TC environment.

Interactive Interface

In contrary to the previously used 'Legacy Connection Manager' where users
were unaware of the device status, e.g. whether it is connected to the
network? Is the externally connected storage actually recognized? Is the IP
Printer mapped correctly? What is the device's local time? And so on.

The Desktop interface is interactive and friendly using various System Tray
indications notifying users about device status.

System Tray Indicators:

The System Tray is a dynamic notification area displayed only when working in
Windows Desktop mode. Icons displayed in the System Tray indicate users
about various system events making their ‘work experience’ more PC-Like and
user friendly.

Administrators can control which icons are displayed inside the System Tray
area by selecting the Add Icon to Taskbar Notification Area checkbox.

System Tray Indicator Examples:

B Network Link Status: Network Link Status icon in the System Tray
provides real-time network indication including TCP/IP properties and
network link status (Connected / Disconnected).

MNetwork Link Status

B Storage Manager: Storage Manager Status icon in the System Tray
provides real-time indication for external storage presence, including
external storage state, size, file system etc’.

Sturage
‘Manager

Chapter 3 - Desktop Interface Features

User Manual for Image 6.5.X (Chip PC Thin-Clients) 13
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B Local Time: Local time Clock icon displayed in the System Tray provides
device time properties.

Local Time

Easy ‘Windows Navigation’

Users will find navigating between Start Menu items, Connections and Taskbar
as easy as they are used to, making for an easy transition from PC to TC.

B Seamless Session Window: Open ‘seamless window’ connections and
switch between them by ALT+TAB.

B Desktop Taskbar: Users can minimize different connection windows onto
the Taskbar.

B Advanced Security: Avoid Published Desktops via terminal servers to
increase security and server performance.

Toggle between
opened $2ssi0Ns via
ALTHTAB key
combination. ]

T [ Add Network lace.

() Microsat Word Hely

ey e

e
‘iew Connection
icons in taskhar

-—
$rotat | Doutonk | Pretariame x0...| bty correcti... | lEwcsl [@wee LR BT ]|

Chapter 3 - Desktop Interface Features
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Fully Customizable

The desktop has a fully customizable interface, ideal for multilevel security
environments.

B Customizable Desktop Icons: Place Connections icons on the Desktop
and change Connections icons to reflect corresponding application.

H Controllable Start Menu: All Start Menu items are controllable. Each
user’s view is a combination of specific menus approved for use of this
user by the system manager.

B Reveal Only Selected WBT Setup Menus: Allow users to access only
necessary WBT Setup menus for their convenient work definitions, while
maintaining high security. Decide which menus should be revealed and
easily hide all others.

Chapter 3 - Desktop Interface Features
User Manual for Image 6.5.X (Chip PC Thin-Clients) 15
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Desktop Properties

The Settings Menu:

The Settings menu is the doorway to various device menus, in the
Start 2 Settings (GUI menu), there are five submenus:

‘{‘f My Connections

ﬂ-, Metworking r

,j] Device...
= Printers. ..

di] Plugins...

Bl sceibur...

[ Desktop...

In

Device: This shortcut provides access to the full WBT Setup interface
which can be considered as the device control panel

Printers: This shortcut provides direct access to the Printers & USB
Printers tabs of the WBT dialog.

Plug-ins: This shortcut provides direct access to the Plug-in & Licensing
tabs of the WBT dialog.

Xcalibur: This shortcut provide access to different configuration
parameters relating to Chip PC Xcalibur Global (see note)

Desktop: This shortcut provides access to the device's desktop
configuration parameters

order to prevent unauthorized users from accessing the default shortcuts

you can either password protect the WBT Setup (using the Security Tab) or
dim-out any of these shortcuts using the Desktop Interface Taskbar Tab
options.

Note: Xcalibur Global is Chip PC management software designed for Thin-
Client management in large scale environments.

Chapter 3 - Desktop Interface Features

User Manual for Image 6.5.X (Chip PC Thin-Clients) 16
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Desktop Configuration Options

The Desktop Properties Dialog allows for customization of the desktop
interface for Chip PC devices. The following describes the customization
options which are accessible via the Desktop Properties Dialog.

In order to open the dialog, go to Start 2 Settings - Desktop

o My WET Setup...

'{,‘g My Connections

,j] Device. .,
iz Printers...

Jﬁ Flugins...

Va xcalibur...
[} Desktop...

ﬂ;, Metworking

Shut dower. ..

Shell & Desktop Tab

Through the Shell & Desktop tab the clients’ desktop and connection settings
can be customized.

TDesktup Properties __-—ﬂl

This tab allows configuring the Desktop Interface behavior and
appearance,

Shell & Deskiop | Taskbar ] Aukastart Opkions

Select the template wou would like to use:

ICustu:um

|:| Disable connections configuration

|:| Hide "My Connections' icon From Deskkop

|:| Hide 'Metwaork Connections' icon Fram Deskkop

|:| Hide all conmection shartcuts Fram Deskbop

I:l Map CTRL+ALTH+INSERT ko CTRL4-ALTH+DEL in sessian
|:| Set koggling key combination ko CTRLHALTHUPDOMWN,
|:| Hide 'CE Media Player' icon From Deskkop

|:| After user logged of f from all sessions, perform device Log-OFf

(8] 4 l ’ Cancel

Chapter 3 - Desktop Interface Features

User Manual for Image 6.5.X (Chip PC Thin-Clients) 17
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Select the template you would like to use:

Use predefined desktop configurations for ease of management. Scroll down
the combo box and selecting one of the following options:

B None: Clears all the Desktop options.

B Custom: Once changing any of the Desktop Plug-in properties the
Template status is automatically set to Custom.

B Legacy WBT: Loads predefined Desktop Plug-in options that provide the
most simplified working interface. Displaying only the My Connections
Manager on the screen.

The Legacy WBT template selects the following Desktop Properties Dialog

settings:
Auto Start Options Tab Taskbar Tab Shell %_gjesktop
Auto Start My Hide My

Always Hide Taskbar Connections icon

connections Manager from Desktop

Hide Network
Connections icon
from desktop

Disable connection configuration:

Once marked, modifying or deleting existing connections or creating new ones
becomes impossible. Select this option whenever you want to prohibit users
from altering connection settings.

Hide My Connections icon from desktop:

The My Connections manager tool is used to view, modify and delete all the
application connections (RDP / ICA...etc) available on a device as well as
create new connections.

By hiding the My Connections icon from desktop, only connections which have
corresponding desktop shortcuts become available to use. Thus users are
limited to only see and use connections that already have desktop shortcuts.

Note: The My Connections tool may also be accessible via the Start menu
unless set to be hidden from there as described further.

Chapter 3 - Desktop Interface Features
User Manual for Image 6.5.X (Chip PC Thin-Clients) 18
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Hide Network Connections icon from desktop:

Through the Network Manager tool, users are able to view, modify and delete
all the network connections (Dial-up / VPN etc’) available on a device as well
as create new connections. By hiding the Network Connections icon from
desktop, only connections which have corresponding desktop or start menu
shortcuts become available for use. Thus users are limited to only see and use
connections that have either desktop or start menu shortcuts.

Note: Network Manager Tool may also be accessible via the Start menu
unless set to be hidden from there as described further).

Hide all connection shortcuts from desktop:

Remove all session connections from desktop, denying users the ability to
start sessions on their own.

Map CTR+ALT+INSERT to CTRL+ALT+DEL in session:

Defines the key combination to be used during a session, in oppose to the
combination used on the local machine.

Set toggling key combination to CTRL+ALT+UP/DOWN:

Define the key combination to be used during a session to differ from the
combination used to toggle between sessions.

Hide ‘CE Media Player’ icon from Desktop:

Remove the media player icon from the desktop disallowing the user the use
of media player.

After user logged off from all sessions, perform device Log-Off:
Once the user logs-off all sessions the machine will perform a reboot.

Chapter 3 - Desktop Interface Features

User Manual for Image 6.5.X (Chip PC Thin-Clients) 19
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Customize all Start menu and Taskbar items via the Taskbar Tab found under

the Desktop Properties Dialog.

Desktop Properties a

This tab allows configuring the Deskkop Inkerface behavior and
appearance.

Shell & Deskkop | Taskbat | Autoskart Options

Auto-hide Taskbar INl:une
|:| Taskbar alwaws on top
Shiow 'Syskem Tray!

|:| Hide 'Settings' item from Start Menu
|:| Hide 'Device’ ikem from Setkings menu
|:| Hide 'Brinters item from Setkings menu
|:| Hide 'Plugins' item From Settings menu
|:| Hide "scalibur’ item from Settings menu
|:| Hide 'Deskkop’ ikem from Settings menu

[ ] Hide 'Metworking' item from Start Menu

|:| Hide all customized menu items

|:| Hide "My Connections' ikem From Skart Menu

|:| Hide 'Metwaork. Managet' ikemn Fram Metwarking menu

Hide Taskbar Options:

Scroll down the combo box and select one of the following options:

B Auto Hide: Hides the taskbar.

To redisplay the taskbar, point to the area where the taskbar is located. To

make sure the taskbar is always visible when pointing to it, select the

Taskbar always on top option.

B Always Hide: Permanently hides the taskbar.
In this mode, in order to logoff or reboot the device, open the My
Connections Manager 2 File menu and select the Exit option.

B None: This option will display the Taskbar as default.

Taskbar always on top:

Ensures that the taskbar is always visible, even when running a program in a

maximized (full-screen) window.

Chapter 3 - Desktop Interface Features

User Manual for Image 6.5.X (Chip PC Thin-Clients)
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Show System Tray:
Enable the System Tray area.

In order to view notification items in the System Tray select the Show System
Tray option. In addition mark the Add Icon to Taskbar Notification Area
checkbox (found under various WBT Setup tabs) to view those in the System
Tray.

Hide My Connections icon from Start Menu:
Hide the My Connections item from the Start menu.
Denying users the ability to view the connections defined for the client.

Note: My Connections tool may also be accessible via the Desktop menu
unless set to be hidden from there as previously described.

Hide Settings item from Start Menu:

This option hides the Settings item from the Start menu. The Settings item is
an entry point to ALL device menus. Hiding this item prevents local access to
any device configuration menus! One must take under consideration that once
this option is enabled, device settings become changeable only remotely.

B Hide 'Device' item from Settings menu: Dims-out the 'Device..." access
shortcut and prevents access to the full WBT Setup environment.

B Hide 'Printers' item from Settings menu: Dims-out the 'Printers...' access
shortcut. Prevents direct access to the Printers & USB Printers Tabs.

B Hide 'Plug-ins' item from Settings menu: Dims-out the 'Plug-ins..." access
shortcut. Prevents direct access to the Plug-ins & Licensing Tabs.

Hide 'Networking' item from Start Menu:

The Network Manager Tool and shortcuts to network connections reside within
the Networking item.

B Hide Network Manage'item from Networking menu - Hides the Network
Manager item from within the Networking menu.

Note: 'Network Manager' tool may also be accessible via the Desktop menu
unless set to be hidden from there as previously described.

Chapter 3 - Desktop Interface Features
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Hide all customized menu items:

This option hides the 'Start' menu application list and all access shortcuts at
once. This option overrides all shortcut options allowing administrators to
simplify the ‘Start' menu appearance in a single click.

Note: Hiding the Settings item and/or dimming-out the Device... shortcut
may prevent access to all local device configuration menus!
Therefore making the device highly secured thus device settings
become changeable only remotely.

Auto-Start Options Tab

The Auto-start Options Tab specifies whether the My Connections Manager
and/or the Network Manager tools will be opened automatically at the end of
the device boot.

Chapter 3 - Desktop Interface Features
User Manual for Image 6.5.X (Chip PC Thin-Clients) 22
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Task Manager Tool

The Task Manager tool displays details about active connections and
applications running on the device. In addition, it provides indications about
device performance and allows users to switch between open applications and
to end programs.

Task Manager, E]

E Press 'Switch To' to bring the selected window on top.
—| Press'End Task to terminate the selected application |
connection,

Applications

Media Player

Metwork Connections

My Connections Manager
SupporkiG

| Switch To | | End Task | | Desktop

“How To” Navigate the Task Manager

Open Task Manager:
The Task Manager can be accessed in two ways.

B Press the CTRL+ALT+DEL key combination (Using the Shell & Desktop
tab of the Desktop properties tool it is possible to map the above key
combination to CTRL+ALT+Insert)

B Double Click the Task Manager System tray icon.

Switch between running connections / applications:

Select a connection name from the Connections Tab or an application name
from the Application Tab and press the Switch To button.

Stop a running connection / application:

Select a connection name from the Connections Tab or an application name
from the Application Tab and pressing the End Task button.

Minimizing all windows to desktop:

Press the Desktop button.

Chapter 3 - Desktop Interface Features
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View device load indication:

Device load factor is hardware model dependent. General device strength is
often measured by the number of simultaneous sessions it can carry.

The Task Manager tool provides a graphical indication of device loads by
changing the system tray icon color incase of resource loss. The default Task
Manager System Tray icon color is green. Incase of device resource loss the
Task Manager System tray icon color turns red indicating low system
resources. To free resources, close any unused applications / connections.

Chapter 3 - Desktop Interface Features
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Using the WBT Dialog

This section explains the various options of the WBT Setup interface, which

can be seen as the control panel for the Thin Client device.

Ref: DM019U-1.0

To change any of the device settings locally open the WBT Dialog by clicking
on Start > Settings 2 Device.

e}: Metwiorking

‘ff [y Connections

iz Printers...

J:ﬂ Plugirs. ..

Shut down...

H xealibur, .,
(2} Desktop...

My WET Setup...

The WBT dialog box consists of various tabs each controls a different aspect
of the device's configuration.

The following properties Tabs are used to control device properties:

WRBT, Configuration E]

General | Input ] Display I Prinkters I USE Prinkters I USE Devices I Networi I s

OEM Mame :
‘Website :

Product ID :
MAC Address:

Model :

Product Mame :

QEM Software Version

Microsoft Windows CE :

- U=ze this page to wiew swskem information and restore dewice
31&5 Factory-default settings.

Chip PC Inc.

wwwy, chippc.com

xktreme PC
cdB82FFd7-be9f-4d14-a563-00053501 e3ac
00053501E3AC

6.5.3 Build : FTP.120Z05RL0O
4,20 Professional

67 xx

Press 'Make. ..' button to create Swstem Restore

Malw=, ..
Press 'Reset, .. to restore Factory-default settings

oK ] [ e ] [ o

Note: Variation in hardware may result in slight variation is the WBT Dialogs
some tabs may appear only with supporting hardware.
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General Tab

This interface provides general device information such as product ID, MAC
address OEM software version etc’. Using this tab you will also be able to

Create System restore and Reset to device to factory defaults.

WBT Configuration

General |In|:n_|t ] Display ] Prinkers ] USE Prinkers ] USE Devices ] Netwu:ur' I r

fFactory-default settings.

Microsoft Windows CE ; 4,20 Professional
Mode| ; 67

- a IJse this page ko view system information and restore device

QEM Mame ; Chip PC Inc,

Website : v, chippc, com

Product Mame : Zkreme PC

Product ID cd82ffd7-be2f-4d14-a563-00053501e3ac
MAC Address: 000S3501E3AC

QEM Software Version f.,5,3 Build : FTP.120205R.L0

Press 'Make...' button ko create System Restore Make. ..
Press 'Reset, ..’ to restore Factory-defaulk sektings Reset, .,
o4 | | Cancel | | apply
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Advanced

Click on the ‘Advanced’ button to view in-depth hardware details.

Advanced Info E]

IJse this page to view adwvanced system information and software
@ ve[)\{an infio

CPU/Bus Speed (MHz): 396,195
SDRAM Size (MB): o
Flash Size {MB): 32
Wideo Memory Size (KB 4095

Disable 'Skand-by Mode', enable auko-book Remove TSCAL

Wersion Info:

BIPO ver, : 2

CLIO ver, 1 19

Kernel ver, i RLO, 120205

Kernel fix wer, 1 RLO, 120205
Multimedia chain ver, :; RLO, 120205
S 00, Qecd000, Qwec?4000, Q4000

B Remove TSCAL: Remove licenses from the client. This option will remove
the license from the client while leaving all other settings in place.

B Viewable hardware parameters:
= CPU/Bus Speed (MHz)
= SDRAM Size (MB)
= Flash Size (MB)
= Video Memory-Chip Size (KB)

Chapter 4 - Using the WBT Dialog
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Make

The Make option enables users to create a full or partial system restore image
that can be used as backup or to configure other units.

Users can define which parts of the image to save and the location of the
saved image.

Unique information (such as: MAC address, CPU number etc.) is saved
dynamically making it possible to load a system restore image from one device
to another.

Using System Restore is also supported through the Upgrade tab of the WBT
dialog enabling users to upgrade their device using a system restore image.

Create System Restore... k

¥ou are about ko create Swstem Restore including device registry and
-#ﬁ fak file swstem For future deployvment, Once this process has started,
i wou must lek it complete or risk obtaining corrupted System Restore
files.

Swystem Restore Options

|:| Include Device Reqistry: |:| Include splash screen bitmap
|:| Include Device EAT |:| Include system partition
Create System Restore in .

the Following directory II"HE'rd Disk}

Current Skatus :

Ackion Press 'Create...' button to start the process,

Progress : |

Create. .. | | Close

System Restore Options:

B Include Device Registry

B Include Device FAT

B Include splash screen bitmap
B Include System Partition

Note: Always select all checkboxes in order to create a full system restore
image. Leaving one or more checkbox unmarked means that a
partial image will be created. Partial image should only be made
under directions from a member of Chip PC staff.

Chapter 4 - Using the WBT Dialog
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System Restore target directory:

Users can define the target location of the system restore image. The default
path: \Hard Disk\ is used to save the image on a DiskOnKey. If you want to
use a shared location define it as below:

\\computer name\shared folder

Note: Creating a System Restore removes all licenses installed on the
device. Make sure all license for the source device are either saved in
the Xcalibur Global DB or locally.

Note: Using a shared location or a USB flash storage device is only possible
after enabling these options under the Network ID and USB devices
tabs.

Reset

For a complete explanation on Reset options (including Resetto Factory
Defaults under General tab) refer to Chapter 8 of this document.

Input Tab - Keyboard & Mouse Properties

Set keyboard settings including language, and mouse properties.

WET, Configuration E]

[General | Input |Displa';.f ]F'rinters ]USB Frinters ]LISB Devices ]Netwnri I r

@ IJse this page to change vour kevboard and mouse
propetties,

Input Languages : Mouse:

Character Repeak

Repeat Delay

@ Long \_)" Short

Repeat Rate !

Slaw | Fast

v

Click. here and hold down a key to test the Repeat Rate:

QK | | Cancel | | apply

Chapter 4 - Using the WBT Dialog
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Input Languages

Ref: DM019U-1.0

Chip PC image 6.5.2 (and up), has a built in support for German and French

system dialogs, this means that application icons can appear in those
languages by changing the default input local to either language.

It is also possible to switch between different input local using different key

combinations.

Input L&anguages E]

Ta view ar change the lanquages and methads wou can use ko enker

@ Lext

Select default input languages ;

Select installed input languages ko use

nglish (LS}

Language
|__|Belgian Dutch
|__|Belgian French

Canadian Eng
Canadian French
Zzech

Danish

Dutkch

Enalish (LK)

Hot kews faor input locales

5

[l

witch between input locales

Enable indicakar on Task Bar

MumLack an boaok

Prefix Zode Page ”
ML 1252
FR. 1252
EM 1252
FR. 12562
5 1252
Da 1252
ML 1252
EM 1252 b
CTRL4+5HIFT w
(8] | | Cancel

To change default language:

Click the Details button to open the input language window.

In the Select default input language, choose English, German or French.

In the Select installed input Languages to use select the input languages to
be used by marking the appropriate checkboxes.

In the Hot Keys for input locals Dropdown menu choose which combination
will be used to switch between input locals.

The Enable indicator on Task Bar will add an icon to the task bar. Mark the

checkbox to add an icon indicating with language is currently in use.
NumLock on Boot mark this checkbox for the keyboard to activate

NumLock automatically following a system boot.
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B Reboot Client in order for changes to take effect.

Note: Changing the default input language to any other language will not

change the image itself (which means that the application icons and
system dialogs will remain in English).

Mouse Properties

Under the Mouse section of the Input tab click on Settings, the Mouse
Properties dialog will appear.

Mouse Properties E]

J Ilse this page to change wour Mouse properties,

Mause Configuration

Right-handed

D Left-handed

Double-click Speed

Slow ;] Fast
1 1 1 1 1 1 1 1 1 1
Paoinker Acceleration
%—L;_ Nore \_j High
= . .
Painter Speed
%__; Slow \_)1 Fast
- [ T T T T T T T T (N T T | 1
| (o4 | | Cancel

Hide Curser: Mark to replace the mouse curser with a dot in order to make
it invisible to users.

Choose the Radio Button Left handed or Right handed to choose which
button you will use on your mouse for double-clicking. The default is Right-
handed.

Double Click Speed: Define the rate of your mouse double click.

Pointer Acceleration Slider: Use to adjust the acceleration rate of the
mouse.
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B Pointer Speed Slider: Use to adjust the speed of the mouse cursor
movement on the screen.

B Click OK'to returns to the Input tab and saves changes.
B Click Cancelto returns to the Input tab, without saving the changes.

Keyboard Properties

The Character Repeat frame is used to set the keyboard character repeat
parameters:

B Repeat Delay Slider: Adjusts the repeat delay of keyboard characters. The
Repeat Delay slider determines how quickly the same character will appear
on screen when typed more than once.

B Repeat Rate Slider: Adjusts the repeat rate of a keyboard character.
Repeat Rate determines how quickly the same character will appear on
screen when the associated key is held down.

Dual Screen tab

The Dual Screen tab enables users to configure different Dual Screen related
parameters on Chip PC devices.

Additional configuration is done on a per connection bases.

Note: Only devices that support dual screen functionality (EFI-6900, EX-
65XX, 66XX) will have this tab.

Primary Screen

The primary screen is the screen that by default all system dialog including
task bar and log-in screen will be opened on. The primary screen should be
positioned on the left in order to ensure smooth mouse operation.

Monitor settings

Use this option to configure image appearance on the devices monitors.
B Single Monitor: Only CRT monitor can be used

B Single Monitor (cross): Only DVI screen can be used

® Dual Monitor: Two screens are connected and the CRT screen is the
primary screen

B Dual Monitor (cross): The DVI screen is the primary screen
m Clone mode: Both screen show the same image

B Horizontal Span: Wide display, the two screens are transformed into one
wide screen.

Reposition dialog boxes on:

Use this drop down menu to reposition system dialog boxes when using
horizontal span. By default system's dialog boxes will be opened in the center
of the "wide screen" meaning the first half will be in the primary screen and the
second half will be in the secondary screen.

Chapter 4 - Using the WBT Dialog

User Manual for Image 6.5.X (Chip PC Thin-Clients) 33



= Chip PC

Technologies

www.chippc.com
Making IT a Complete Solution Ref: DM019U-1.0

Reposition dialog Mo Repositioning
boxeson: 000 L
o R Lioning
Move ko primary
Move ko secondary

B Move to primary: All system dialog boxes will be opened on the primary
screen.

B Move to secondary: All system dialog boxes will be moved to the
secondary screen.

Connections Settings

In order to enable the use of Dual screen mode certain settings needed to be
configure on each connection or plug-in.

RDP / IE Settings
When a new RDP / IE Connection is created, users can define where to open
this connection (primary, secondary) through the Open on drop down menu.

m RDP

Experience |

Display Properties

Colors: I 65535 Colors P
=
) idbb: 50 Heighk: 420

Cpen on IF'rimar';.-'

Display connection bar
Open conneckion in 'Full Screen’ Eit session viewport bo window

m IE

Internet Explorer Wizard E]

@ welcome to Internet Explorer connection setup.

Title: |

Skark Page: Ihttp:,l',l’www.chippc.com

Open on IF'rirnar'\,.-'

Open IE in Full screen mode

ICA configuration for Dual Screen:

Under the Plug-ins tab, select the Citrix ICA Connection, and click on the
Configure button.

Under the Misc tab go to the option "Maximize application in Dual Screen
Mode To:" (as shown below).
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Citrix. ICA Connection Plug-in a

This third-party Plug-in offers connectivicy to Citrix server)'s, { ver,
9,0402)

Setkings | Misc

|:| TransportReconnectEnabled
TransportSilentDisconneck

TransportReconnectDelay (msec): |12':":":'
T 2stopratchscale: I 5 W
Printer ThreadPriority I 1 L

Maximize applications in Dual Screen Mode To
Span
Prirnar

Secondary

|:| Il=e user credentials for pass-through authenticatio

Iz nizer rradentbialz Foocanneck Fo PRILAAERE crrwer

At the moment (7.2006), only Span and Primary are supported due to Citrix
issues.

Note: Dual screen is supported only in ICA plug-in version 9.0402 or later.
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Ref: DM019U-1.0

Display Tab - Setting the Display Properties

The Display tab is used to set display and screen saver properties.

1NBT Configuration

- IJse this page to change your display properties,

Display Properties

Colors: |65535 Colors "
Screen Area: IE-4III:<4EIIZI Pixels w
Refresh Erequency: IE-IZI Hz v

Press 'Test' button to check whether monitor
and video card support the changes made ko
display properties. i

Energy Saving Scheme

Enable Screen Saver Waik IIU E Min,

|:| On resume, password prokect

Turn OFf Manitar Wait |15 mins w

Input | Display |F'rinters ]LISB Printers ]LISB Devices ]Netwu:ur' I r

Display Properties

B Colors: Choose the colors resolution you wish to set for your display. The

default is 256 colors.

B Screen Area: Choose desktop resolution. The default is 640x480 pixels.
B Refresh Frequency: Choose refresh frequency fit for your screen. The

default is 60 Hz.

Test

Provides a preview of the settings chosen, and allows user to retreat to
previous settings if needed.

Click on the Test button to begin testing, a Testing Mode message will

appear.
Click OKto accept and start testing mode.

Click either on Yes or NO to accept or reject changes to the display

settings.
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Screen Saver Properties

Energy Saving Scheme

Enable Screen Saver Wy ait IlU E Min.

|:| On resume, password prokect

Turn CFF Manitar Wait |15 mins w

B Enable Screen Saver: Mark the checkbox to activate the screen saver. By
default it is activated. The Wait option adjusts the amount of time (in
minutes) that elapses before the energy saver starts. By default the
amount of time for activating the screen saver is set to 5 minutes.

B On resume, password protect: Mark the checkbox to prompt the user for
credentials as he resumes work with the device. This option is only
functional when used in Domain Authentication mode applicable through
Xcalibur Global.

B Turn off Monitor: Mark this checkbox to activate the power-saving feature
of turning off the monitor when the mouse and keyboard are not activated
for a specified period of time. By default it is activated. The Wait option
adjusts the amount of time (in minutes) that elapses before the turn off
monitor starts. By default the amount of time for turning off the screen is
set to 10 minutes after the mouse and keyboard are not activated.
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Printers tab: Setting Connections to local/network Printers

The Printers Tab provides an interface from which locally/network attached
printers are configured and managed.

Note: In order to map any printer to a session both connection and server side
settings are required.

[ izeneral ] Input ] Display | Printers | LISB Printers ]LISB Cievices INetwnr' I r

; g =& this page ko manage connections ko lacal prinkers,

Available Printers and Ports :

Port Marme Type Default
BLPTL:
™ comi:

2 5MEL:

2 5MB2;

ELPRI:

B LPRZ:

Port Settings. .. add/Change... | | Delete

Print Test Page

|

(o4 | | Cancel | | Apply

Defining Local/Network Printers

B Press Add/Change and Delete buttons to add/edit and delete printers
connected to the COM1, LPT1, SMB1, SMB2, LPR1 and LPR2 ports of the

device.
B Choose port type to which you wish to connect the local printer to.

B Pressing Add/Change button will open the screen for defining printer
properties.
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Add Printer h ﬂ
Printer on Port ILF‘Tl:

Eriendly Name I

Driver Mame : I

|:| Make this the default printer

Standard Prinker

Manufacturers Prinkers :

AGFA-ACCuSel w32, 3 e
AGFA-AccuSetSE w52, 3

AGFA-ACcuSelt S00

AGFA-AccuSel S005F w523
AiaFA-Accusel S005F w2013, 108
AiaFA-AcouSel 1000

ATET AiaFA-AccuSel 10005F w52.3
Brother " AGFA-Aroudet 10005F w20135.108 ..
(=1 | ACEA AemoTAR 100

(o4 | | Cancel

B Printer on Port Displays the port on which the printer is set.

B Friendly Name Choose\ Edit a name for the printer which will be easy for
the user to locate on the network.

B Driver Name Provide a name manually for the driver. (this will be done
when a printer is a non-standard printer and does not show in the list box)

B Make this the default printer Mark this checkbox to define a printer as
default.

B Standard Printer In case the printer is a standard printer, choose it from the
Predefined List Boxes according to Manufacturer and Printer Model.

B Click on OK/Cancel to accept the new printer or Cancel to return to
previous screen without saving changes.

Note:  For a non-standard printer to be recognized by the Chip PC thin-
clients the printer drivers should be installed on the server and the
printer manufacturer and model defined.
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Port Settings

In order to control the Port Settings:
B Select the port you wish to configure
B Press Port Settings

LPT Ports

Port Parameters ﬂ

- Il=e this paoe ko, define orinter port parameters

P

Local Port Mame: LPT1:

|:| Allowe using this printer port!

|:| Allow mapping this printer part inta the sessions

()4 | | Cancel

B Allow using this port: By checking this checkbox user allow printers to
connect to this port

B Allow mapping this port into the sessions: By checking this checkbox user
allow to map printers from this port to a session

Chapter 4 - Using the WBT Dialog
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COM Ports

COM ports are often used by serial printers / barcode readers and various
other serial devices which can be mapped into a terminal session. Controlling
port speeds and bound rates provide improved connectivity with locally
attached serial devices which may require unique settings for fluent
communication.

For COM port definitions select the port and click on Port Settings.

Advancad Info ﬂ

"F Lse this page to define the default port communication parameters

Port Marme: |COM1:

|:| Allow using this port:

|:| Allow mapping this printer port the sessions

Bits Per Second: |95|:u:| bit "

Data Bits: |a bits v

Parity: INu:une LV

Stop Bits: |1 bits N

Elow Control: Ir'-.h:une W
| o4 | | Cancel

B Allow using this port: Mark this checkbox to allow printer connection to this
port

B Allow mapping this port into the sessions: Mark this checkbox to allow
users to map printers from this port to a session

B Port Name: Indicates the name of the port in use.

B Allow using this port: Mark checkbox to allow printers to connect to this
port.

B Allow mapping this printer port the session: Mark checkbox to allow
connection from this port to session.

B Bits per Second: Define the maximal bandwidth allocated for the print job.
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Data Bits: Changes the number of data bits you want to use for each
character that is transmitted and received. The computer or device you are
communicating with must have the same setting that you choose here.
Most characters are transmitted in seven or eight data bits.

Parity: Define whether to use parity as a mechanism to validate the data
transfer

Stop Bits: Change the time that passes between each character being
transmitted (where time is measured in bits per second).

Flow Control: Changes how the flow of data is controlled. Xon/Xoff,
sometimes called software handshaking, is the standard software method
of controlling data flow between two modems. Hardware flow control,
sometimes called hardware handshaking, is the standard method of
controlling data flow between a computer and a serial device.

SMB Ports

Add Printer k E]

i Printer an Parkt ISMBI:

Eriendly Mame ; I

Driver Mame : I

|:| Make this the default printer

Standard Printer

Manufacturers ; Printers :
AGFA-AccuSet v52.3 e
AGFA-AccuSetSF w52.3
Apollo AGFA-Accuset 800
Apple AiGFA-AccuSel S00SF +52.3
AP S-P5 AGFA-AccuSet S00SF v2013,105
asT AGEFA-AccuSet 1000
ATAT AGFA-AccuSet 10005F w523
Brother " AGFA-Accuset 10005F »2013.108 W
[= || ACEA A~~aS~AF AEAN
(0] | | Cancel

m Allow using this printer port: Mark checkbox to allow printers to connect to

this port

B Allow mapping this port into the sessions: Mark checkbox to allow

mapping printers from this port to a session
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B Network Printer Share: Enter your computer and printer name (Only
computer name not IP address will be accepted).

LPR Ports

Port Parameters E]

e =g this page ko define printer port parameters

P

Local Port Mame: LPTax:

|:| Allow using this printer port!

|:| Allow mapping this printer part into the sessions

Printer IP Address ID.EI.EI.EI
Part : |515
Queue Mame IF‘rinter

| (o4 | | Cancel

B Local Port Name: Indicates the name of the port in use.

B Allow using this port: By checking this checkbox user allow printers to
connect to this port

B Allow mapping this port into the sessions: By checking this checkbox user
allow to map printers from this port to a session.

B Printer IP Address: Type the Printers IP address
Port: Port number in use

B Queue Name: The name of the queue.
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Print Test Page

In order to verify the accuracy of settings applied on a locally attached printer
as well as testing the physical communication between that printer and the
device, pressing the Print Test Page button triggers a test page to be printed
directly from the device to the printer attached to it. Successful print, suggests
device-printer settings are correct.

This feature is ideal for troubleshooting terminal server printer mapping cases,
since it immediately indicates whether a printing problem origin is server or
client related.

[General ]Input IDispIay | Printers |LISB Printers ] IJSE Devices ] Netwnri I r |

-E . IJse this page ko manage connections to local prinkers,

Available Printers and Ports

Port Mame Type Default
ELPTL:
198 comi:

ESMB1:

I SMB2:

HLPRIL:

ELPR2:

4 b

Port Setkings. .. |.ﬁ.dd,l'change... | | Delete
Prink Tesk Page \

Note: The Print Test Page option is also available under USB Printers Tab. \
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USB Printers Tab

The USB Printers tab controls the recognition and settings of local USB
printers connected directly to the device.

The Available USB Printers list box displays a list of local USB printers, which
are connected to the device.

WBT Configuration E]

[ zenetal lInput ] Display ] Printers | USB Printers | LISB Devices ]Netwur' I 2

; : IUse this page to manage connections ta local USE printers

Bvailable USB Brinters :

Port Mame Type Default

4 *
Print Test Page |
04 | | Cancel | | apply

Note: The device’s USB ports are Plug & Play ports. Therefore the device
detects the USB printer automatically when connected to the port.

Connect a New USB Printer:

B Connect the printer to one of the USB ports. Make sure that the printer is
“On”. It is preferable that the USB printer will be connected to the device
prior to turning the device On, In this case the USB printer will be
recognized automatically and mapped to session.

B In case the printer is connected once the device is already on, the USB
printer will be recognized but the device will have to be restarted to enable
mapping of the printer to sessions.

B The printer name will be displayed in the Available USB Printers List. If it is
not presented, press the Refresh button.
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Change USB Printer Properties

WBT Configuration

[ zenetal lInput ] Display ] Printers | USB Printers | LISB Devices ]Netwur' I 2

_g' . IUse this page to manage connections ta local USE printers

Bvailable USB Brinters :

Port Mame Type Default

£ | >

Print Test Page |

B Select the printer from the Available USB Printers list and click the Change

button. This will open the selected printer's properties window.
B The printers Friendly Name and Driver Name will appear and can be

modified.

B The selected USB printer can be also defined as the default printer.
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USB Devices Tab

USB Devices tab is dedicated for USB devices management allowing users to
define general device behavior regarding USB Storage and other HID devices.

[General lInput ]Displaw;.-' ]F'rinters ]LISB Printers | USE Devices | Metworl I r

i IUse this page to manage conneckions ko USE devices

Port powet limit () s00 w
IUSE Skorage

Enable connection to USE Flash Devices

Storage Info
|:| Enable connection to USE CD-R.OM Devices

|:| Enable connection to USE Eloppy Devices
#dd Icon ko Taskbar Motification Srea

USB InfOut

|:| Enable connection to USE Printing Devices
|:| Prohibit connections to LSE input devices
|:| Enable connections ko USE Serial devices

|:| Cancel redundant 'Print Screen’ commands For USB-PS[2 adapker

| Ik | | Cancel | | apply

Note: The Prohibit connections to USB input Devices checkbox will block all
use of USB devices. DO NOT mark this check box since this will
prohibit users use of USB keyboard and mouse.

Power Limit

In some cases USB devices connected to the thin client require more power
than the default. Use this drop down menu to define the USB port power limit
(it is also possible to type the required power).

| Note: It is not recommended to use more than 750 mA as the power limit.
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USB Storage
Since connecting local USB storage might become a security hazard, by

default all USB storage devices (e.g. USB Floppy / Disk-On-Key / Memory

Reader...etc) are not recognized.
By using the checkboxes in this section of the dialog you can enable usage of

different USB storage devices.
Add Icon to Taskbar Notification Area:

B Mark the checkbox to view a Storage Icon that is dynamically displayed in
the System Tray once an external USB Storage device is connected and
recognized by the device.

USB In/Out
Use the check boxes to enable or disable other USB devices.

Note: By marking this checkbox you will make all USB input devices
including mouse and keyboard unusable.

Storage Info

The Storage Manger utility provides general storage details regarding an
externally connected USB storage device. Total storage size, file system type
and amount of free space information are displayed by pressing the Storage
Info button in the USB Devices Tab.

Storage Properties @] E]

Storage Manager ]

Store Info:
P
Capacity: 0.008

Unallocated: 0.00B
Sectar Size: 0,008

Partitions:
Size (free):

File System:
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Connecting a USB storage device
B Connect the USB Storage device to one of the free USB ports.
B The USB storage device is mounted automatically to the local file system.

B |tis preferable that the USB device will be connected to the device prior to
turning the device on; in this case the USB Storage device will be
recognized automatically.

B In case the USB device is connected once the device is already on, the
device will have to be restarted to enable recognition of USB device

Storage Mapping

Storage Mapping enables to map a local storage into ICA or RDP session and

mount it as additional drive letter.

To Enable Storage Mapping:

B Enable the appropriate storage device from the USB Storage section of the
USB Devices dialog.

B The RDP or ICA protocols at the client side must be configured to support
Storage Mapping (for details see below).

B The Citrix or Terminal Servers must be configured to support storage
mapping.
Enable Storage Mapping in RDP Session

B From the My Connections dialog choose the RDP connection name, right
click and press Properties.

Choose the Local Resources tab from the RDP Connection Setup windows
Check the Local Storage check box.

Press OK.

Enable Storage Mapping in the Windows Terminal Server configuration.

Local devices

Connect automatically to these local devices when
.E logged on ko the remote computer:

|:| Frinters Local Storage
|:| Serial ports |:| Smart Card

|:| Don't warn me before cannecking local devicels) to server

Note: RDP Storage mapping functionality is supported only in Windows
2003 Terminal Server; it is not supported in Windows 2000 Terminal
Server.
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Enable Storage Mapping in ICA Session

From WBT Setup choose the Plug-ins Tab. Configure the Citrix ICA
Connection plug-in properties by choosing the plug-in and pressing
Configure button.

Storage mapping requires both server and client side configuration. On the
client, the appropriate storage device from the USB Storage section of the
USB Devices dialog should be enabled.

Check the Enable connection to USB Storage devices
Click the OK button
Enable storage mapping support in the Citrix Server.

Citrix. ICA Connection Plug-in

This third-party Plug-in offers connectivity ko Citrix serverfs, { ver.
9,0402)

Settinéé%isc
|:| Enable connection ko USE storage devices
Carche. ..

MountPaint | I'l,hard disk.

Criveletter : IK:

Enable Connection ko PCISC smart card
|:| Enable Connection to COM Ports

Enable Printing Support

Enable Sound

|:| Enable Mulki-Media Acceleration
Enable Seamless Window

|:| Enable Full Screen Window Behind Taskbar
[ ] GAuseAlernate 16BitMods

(] 4 | | Cancel
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Network Tab - Setting the Network Connections

The Network Tab provides an interface for TCP/IP property settings. The
Network tab is used to set network settings such as IP address and name-
servers definitions (DNS & WINS) and to define terminal name.

UISE Devices | Metwork | wirsless | onjsTBY | Security | Certificate | Time 4] »

Use this page ko obtain network settings From DHCP server or
0 il define themn manually,

VBT configuration

|:| Disable Metwark Interface (For Dialup users)
add Metwork Icon ko Taskbar Naotification Area
|:| Prohibit DNS resolver cache

Terminal Mame : IKR_DDDSBSDIEQEQ

Metwork Speed ; I.ﬁ.utu:u Deteck "

Obtain IP address From DHCP server Metwark Infa...

() Use the Fallowing IP address DNS/WINS
IF Address ; I

Subnet Mask ; I

Defaulk Gateway : I

| (0] | | Cancel | | Apply

Disable Network Interface (for dialup users):

This option eliminates network interface for Dialup users for whom all
connection parameters are defined through the Dial up connection properties.
Add Network Icon to Taskbar Notification area:

Marking this checkbox results in a Network Icon displayed in the System Tray
indicating the network link status (connected / not connected).

|
=

Double clicking the Network Icon will prompt the IP Information dialog,
displaying general TCP/IP properties.
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Local Area Connection Speed: 100.0 Mbps FD @] E]
IP Inforrnation

Internet Protocol (TCPfIP)
Address Type: DHCRP

IP Address: 172.16.0.51
Subnet Mask: 255,255,255.0

Default Gateway:

B Renew: Triggers an IP renewal.

Making IT a Complete Solution Ref: DM019U-1.0

B Details: View advanced TCP/IP properties (e.g. MAC Address / DNS Info /

WINS Info...etc).

Prohibit DNS Resolver cache:

By default information received from DNS is cashed on the device. Enable this

option to prevent cashing of that information on the device. In some cases

System administrators balance the load on their servers by listing several IP
addresses under the same name, in order to enable this option you have to

mark this checkbox.

B Terminal Name: Define a NetBIOS name in the text box. The Terminal

Name is the name to be used to identify the device.

B Network Speed: Using the Network Speed combo box select the
appropriate network. LAN interface speed settings (Auto / 100 Half
Duplex...etc).

Obtain IP address from DHCP server / Use the following IP
address:

IP address can be obtained either manually by entering the IP address >
Subnet Mask and Default Gateway. Or dynamically through the DHCP by
selecting the radio button of Obtain IP Address from DHCP.

Network Info:

View the device’s network information, such as MAC address and TCP/IP
settings.

B Release: Released IP Address currently used.
B Renew: Obtains a new address through the DHCP server.

B Prohibit IP Address Renewal: Prohibit Users from manually renewing IP

address.
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B Don’t Show any DHCP massages: In some cases due to slow network
performance the DHCP handshake takes longer than default. As result, an
event is displayed on screen.

Enabling this option, through Network Tab - Network Info prevents the
device from notifying users of any DHCP events. Please note that hiding
DHCP events may impact network troubleshooting outcomes.

Network Info Obtained from DHCP

- The Following information was obtained from DHCP server:
LS

MAC Address:

DHZP Lease
48 Hour(s) Release | | Renew

|:| Praohibit IP Address Renewal

TCPR/IP Settings

IP Address: DMS: WINS:

|1?2. 16.0.51 |Ena|:|e |Ena|:|e
Subnet Mask: DNS Server; WINS Server:
|255.255.255.|:| |1?2.15.n.1 |1?2.15.n.1
Gateway: DMNS Domain:

IIII.III.IZI.EI Imain.suppnrt.n:n:nm

|:| Don't show any DHCP messages

| (0] 4 | | Cancel |
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Manual IP Address:

Once the Radio Button of Use the Following IP Address is marked, you will

need to manually define network properties for the device.

EET Configuration

UISE Devices | Metwork | wireless | on/sTBY | Security | Certificate | Time 4] »

- Lse this page to obtain netbwork settings From DHCP server or
Tl define themn manualky,
—=

[ ] Disable Netwark Interface (For Dislup users)

#dd Metwark Icon to Taskbar Natification Area
|:| Prohibit DMS resolver cache

Terminal Name : IKR_DDEISBEEIIZ?EE‘

Netwark Speed : I.ﬁ.utu:u Detect v

O Lse the Following IP address\

@ Obtain IP address From DHCP server Metwork Infa...

DS WINS
IP Address ; I
Subnet Mask : I
Default Gateway : I
| (] 4 | | Cancel | | Apply

B Specify the IP Address, Subnet Mask and Default Gateway in their

respective Input Fields.

Ref: DM019U-1.0

B Press the DNS/WINS button than mark relevant checkbox and insert the

information to the relevant Input Fields:

= Default domain

= Primary Server IP address (for DNS and WINS)
= Secondary IP address (for DNS and WINS)

= OKto return to the Network Tab with the changes made or Cancel to

return without keeping the changes.
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LNS{WINS Settings

IJ=e this page ko define DNSWINS addresses,
L

Defaul Comain II'I'I-EIiI'I-SLIIZIFIDr't.CDI‘I'I

Primary Server IP Address : I

Secondary Server IP Address I

[ ] Enable wins

Primary Server IP Address : I

Secondary Server IP Address I

| (0] | | Cancel
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Wireless tab

Chip PC supports a wireless USB NIC in image 6.5.3 and later.

WBT Configuration

%JSB Devices | Metwark | Wireless | onysTBY | Security | Certificate | Time 41 ¥

g IJse this page ko configure the wireless netwarking available
on khe device

[ ] Disable Wireless Network InterFace
|:| Place the wireless adapter at the top of the interface list
|:| Add Wireless Icon bo Taskbar Motification Area

Press "wireless, ' button to define wireless wireless. .
conneckion parameters ... =

Obtain IP address from DHCP server Metwork Infa. .,
D Use the Following IP address DINS/WINS
IP Address : I
Subnet Mask I

Default Gateway ; I

Disable Wireless Network Interface:
Disables the wireless NIC.

Place the wireless adapter at the top of the interface list:

Both NICs are active by default (if they're both connected) and the embedded
adapter has priority over the wireless adapter. This option lets you set the

wireless adapter as the default network adapter.
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Add Wireless Icon to Taskbar Notification Area:

The Icon is an image of 2 computers side by side, to view this icon, or any
other icon, the System Tray area must be enabled.

To enable it go to Start -> Settings -> desktop, access the Taskbar tab and
select the option "Show System Tray".

Obtain IP address from DHCP server:

IP address and other parameters can be obtained from a DHCP server.
Click the "Network Info..." button to view that information. Through this
interface you can:

B Release and Renew the IP address
B Prohibit IP Address Renewal

B Refresh the information displayed
|

Prevent DHCP messages from being displayed.

Network Info Obtained from DHCP a

™) The Following information was obtained From DHCP server:
i
MAC Address: N050b3FbEESS
DHCP Lease
7 Dawis) Release l [ Rensw

|:| Prohibit IP Address Renewal

TCRJIP Settings

IP Address: DMS; WINS:

1192. 1656.0.133 IEnable lDisaI:uIe
Subnet Mask: DMS Serwver: WIS Server:
|255.255.255.n I192.158.3.1 |N,|'.ﬁ.
Gakeway: DS Crornain:

[toz.168.0.1 [ehippe com

|:| Don't show any DHCP messages

.
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Use the Following IP address:
Manually set network parameters instead of using a DHCP server.

| EE
i 0®;

Il

T e

The "Wireless" button:

Define the wireless connection parameters.

B /P Information: Provides information regarding the TCP/IP protocol, as
shown in the image above.

Internet Protocol {TCPfIP)
Address Type: OHCP
IP Address: 192,168.0.133
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.0.1

®  Renew: Renew IP address.
®  Details: Provides more details on the network connection.
B Wireless Information:

PRISMAOZ21 @
IP Information | ¥Wireless Information ]

Select a network and press connect or right-click for rmore
options, To add a new network, double-click 'Add Mesw'

Y add Mew...

default (preferred)
1 Movo_Cure e
a» SMARTSIGHT
Configure
Status: Connected to def|  DElEte

Sighal Strenath:  Excellent

’&d\ranced...] [View Log... I

= Select a network connection from the list box and click Connect (items
are automatically detected and added to list box).
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Right-click a connection for more options: Connect, Configure, Delete.
Choosing Configure will open the Wireless Network Properties dialog
(also opens when creating a new connection).

To create a new connection, double-click Add New the Add new
wireless network dialog will open. Enter all the necessary information
(this section is MS standard).

Wireless Network Properties ﬂ

Metwork name (SSI0: I

|:| Thiis is a computer-to-computer (ad hoc) network;
wireless access points are not used

Wireless network key (WEP)
This netwark requires a key for:
Encryption: |WEF‘

[ %

Suthentication: |ng

[ £

Metwork key: |

key index: |1

The key is provided autornatically

IEEE 802.1X Authentication
Erable 302, 1% authentication on this network
E&P type: [TLs v

’ Properties ]

l OK H Cancel l
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= Advanced: Opens the Advanced Wireless Settings dialog, set the
priority of the connections, as shown below.

Advanced Wireless, Settings a

Use Windows to configure my wireless settings

Windows will connect to the following netwiorks
wheneyver they are avalable, Preference will be given
to netwaorks at the top of this list,

Preferred Networks
2 default Up

Down

Delete

|:| Autornatically connect to non-preferred networks

Metworks to access: |4l avalable i

Only access points
Only computer-to-computer

= View Log: Opens the Wireless Networking Log, which provides more
information.

Note: The wireless driver may be compatible with other wireless devices,
such as US Robotics USR805422. However, there is no guarantee

that it will work properly on any other devices not purchased from
Chip PC.
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On/STBY Tab

The ON/STBY tab enables user to define which behavior will apply once the
ON/STBY button is pressed for less then 1 second. If the ON/STBY button is

pressed for more than 1 second the device will be rebooted.

WBT Configuration E

Printers | LISB Printers | USE Devices | Metwark | Wirsless | OnjSTBY | e *I*
i

_j) Use this page to define the behavior of the OMNISTEY button,

The OMN/STEY button fFunckionality varies by to the length of time you press
it, The ONJSTBY button Functionality waries by ko the length of time you
press ik,

Built-in Behaviar: as default, once halding dawn this butkan For 7 secands
the device will rebook,

Selected Behavior: choose which behavior to apply once pressing this button
for less than 1 seconds {Standby | Logoff | Lock Device),

Selected behaviour: lstand-By Made "

(0] | | Cancel | | Apply

Users can select one of four responses:

Stand-By Mode:

Stand-By Mode is a power saving mode that requires the user to restart the
device either by pressing the reset button or by a network command.

Log-off:

Once pressing the ON/STBY button, the device will restart and log-off users
connected to it.

Lock Device:

Lock Device will force users to enter their credentials once the device was
restarted using the ON/STBY button
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N/A:

Standby Mode is a power saving mode into which a device enters as a result
of user command (pressing the ON/STBY button or selecting STBY from the
shutdown menu) or power failure. Devices in Standby Mode can be either
awakened by a network command or by a user command pressing the
ON/STBY button. In scenarios where devices are placed in unreachable
locations (e.g. under tables...etc), disabling the Standby Mode might be
required.

\ Note: Disabling the Standby Mode sets the device status as always-on.

Security Tab

The Security tab is used to protect the device configuration and connections
from changes made by the user.

WRBT Configuration

| wiireless | onysTRY | Security | Certificate | Time | Sound | Authenticatio 4] »

Ilse this page to protect device settings and connections From
:u"" unauthorized changes.

Check the 'Secure Terminal Settings' option and press the 'Passwaord'
button to createchange a password.,

|:| secure Terminal Settings Password

Check the 'Enable My WET Setup’ option and press '"Customize, . ." in order
ko select which WET Setup tabs should become accessible via the "Start
Menu | Settings | My WET Setup...'interface,

|:| Enable My WET Setup Custorize

Enable possibilities to lock device and add option to skark menu

|:| Map Logoff to Rebook

I | | Cancel | | apply

Secure Terminal Settings:
Set a password to secure the entire WBT Setup environment.

Enable My WBT Setup:

Define limited access options to some of the WBT Setup tabs according to
user needs.
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Publishing Device Access Shortcuts:

My WBT Setup can be used to provide a custom “slim” WBT Setup
Environment to users who require access to parts in the WBT other than the
default device shortcuts.

The My WBT Setup item is accessible from the Start = Settings menu as a
custom made WBT Setup interface.

Scenario:

Some users are to be given access only the Input, Display, Printers, Time and
Sound tabs and denied access from all other WBT Setup tabs.

Actions Needed:

B Go to Start 2 Settings = Device

B Through the Security tab mark the Secure Terminal Settings checkbox.
B Press the Password button

WRBT Configuration

| wireless | onysTBY | Security | Certificate | Time | Sound | Authenticatiof 4] *

Use this page to protect device settings and connections From
\u‘" unauthorized changes.,

Check the "Secure Terminal Settings' option and press the 'Password'
button ko create/change a passward,

|:| Secure Terminal Settings Password

Check the 'Enable My WEBT Setup’ option and press 'Customize...' in order
to select which WEBT Setup tabs should become accessible via the 'Start
Menu | Settings | My WEBT Setup...' inkerface,

|:| Enable [y WET Setup sk

Enable possibilities to lock device and add option to skark menu

|:| Map Logoff ko Reboat

o4 | | Cancel | | Apply

B Enter a Password and Verify
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Cnter Password

EL"

Plesse enter your passvard ard confirm it.

Parsword ; |

erify ! |

=

Cancel

Click OK'to finish

Press the Customize button

Check the Enable My WBT Setup checkbox

Select the Input, Display, Printers, Time and Sound tabs
Click OKto close all dialogs and restart the device

Customize 'My, WBT Setup...' view

E Select the TAB Mame wou want ko pulblish inka 'Skart Meno' |

'Setkings' | My WET Setup’

Geral [seaurty
|:| Input |:| Certificate
|:| Display |:| Time
[ ] Dual Screen [ ]5ound
[ ] Printers [ ] Authentication
[ ]UsE Printers [ ] Metwork 1D
|:| IISE Devices |:| IUpgrade
|:| Metwork, |:| Plugins
[ ] wireless [ ] Licenses
|:| onfSTBY Reserved

| O | | Cancel
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Results:

Once the device is restarted go to Start = Setting menu, the Default Device

shortcut has become password protected.

Cnter Password

Plesse enter your pazzvard and confirm it.

@

Pacswcrd @ |

hirify |

| o 4 | I Cancel

The “My WBT Setup’ item is now available.

<ﬁr WET Setup, >

.’_‘_-] Device, .
23 Priniters...
l@ Plugirs. ..
E‘H xealibur, .,
[@' Desktop...

‘ff [y Connections

t:-, Metwiorking

Shut down...

When selected, a custom WBT Setup is displayed showing only the Input,

Display, Printers, Time and Sound tabs.

Chapter 4 - Using the WBT Dialog

Ref: DM019U-1.0

User Manual for Image 6.5.X (Chip PC Thin-Clients)

65



7 Rr | 1 QP
echnolog|es —

www.chippc.com
Making IT a Complete Solution

Ref: DM019U-1.0

WBT Configuration

X

Input | Display ] Printers ] Time ] Sound ]

properties,

@ IJse this page ko change wour kevbaoard and mouse

Input Languages : Mouse:
Settings...
Character Repeat
Repeat Delay :
@ Long ;J"' Short
1 1 1 1 1 1 1 ' 1 1
Repeat Rate :
Sl ;] Fast
g i L e
Click here and hold down a key to test the Repeat Rate:
oK Cancel | | apply
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Certificate Tab

Enable possibility to lock device and add option to start menu:

B By enabling this option users will be able to lock their device, making sure

that only the current user will be able to unlock the device.

license.

Note: This option can only be used with Xcalibur domain authenticator

Map Logoff to reboot:

WHT (_‘qnﬁgurafiun

In order to enable applications that run on startup, each time a
user logs-off the client will reboot.

Use this tab to manage the certificates installed on your device. Define your
certificate authorities and install or remove certificate on the device.

Chip PC devices use SSL encryption for different connections include
connection to Xcalibur Global management software.

| USB Devices | Metwork | wireless | onysTBY | Security | Certificate | Time 4] ¥

a Lse this page ko manage certificates,

lTrusted Authorities "

Lists the certificates trusted by you

Zlazs 2 Public Prirnars Certification Authority

Class 3 Public Primary Certification Autharity

Entrust.net Certification Authority {2048)

Entrust.net Secure Server Certification Authority

Equifax Secure Certificate Autharity

izlobalSign Fook CA

GTE CyberTrust Global Rook -

T ke Tk Flmmk

Import... | | View, ., | | Remove |

Click 'Remave Files..." to delete downloaded
certificates From the storage

04 | | Cancel | | apply
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Time Tab

Import: Import New Certificate.
Click the Import button to open the Import Certificate Window

Import Certificate e = oK X
ETAY

| ] Hard Disk

Mamme: | Type: |Certificate File (*.car) v

B Choose from storage device or enter the name of the directory in which the
certificate is stored on.

B Click the OK button.

View:
View Certificate properties.

Remove:
Click the Remove button to delete a Certificate.

Remove Files:
Click to delete all certificates that are kept in storage.

The Time tab provides the interface for time property settings. Time settings
include two main fields: Time Zone and Real Time Information.

Time Zone

Time Zone settings affect the Session Time which reflects the date and time
displayed to the user through applications during a session.

Session Time is mostly associated with calendar/journal applications (e.g.
Outlook / Lotus notes...etc). Organizations with branches spread over different
countries and time zones prefer users (while in a session) to see and use their
local time zone corresponding to their physical location.

Session Time

Calculation depends on both server and client settings as described by Citrix
knowledgebase document ID CTX303498:

"When Client Time Zone, CTZ, is enabled, the client passes its time zone
information to the server. The server obtains the clients time zone information

Chapter 4 - Using the WBT Dialog

User Manual for Image 6.5.X (Chip PC Thin-Clients) 68



www.chippc.com
Making IT a Complete Solution Ref: DM019U-1.0

?Chip PC ﬁ@l

Technologies

(GMT, daylight saving, etc) and compares it with its own time zone information.
If it is different, the server stores the clients' time zone information in the
registry. A time zone hook is loaded for every application running inside that
client session. Those applications use the clients' time zone instead of the
servers."

WBT Configuration E

| hetwork ] Wireless lCﬁln,l'STB‘lr lﬁecurity I Zertificate | Time |S|:|un|:| I-E 1 | k

'Diake)Time' {relevant only if RTC is installed on this device or

@ IJse this page to define ‘Time Zone’ information and
clock synchronized with ¥ecalibur Server Farm)

Real Time Clock is MOT installed on this madel and time is not syncronized

|:| Synchronize device clock with SNTP server SMTE...

|:| Prohibit device clock synchronization with Xcalibur Server Farm

Current Date: | 93 /2006 E

Current Time: | 4122114 PM i

Select Your 'Time Zone";

II{GMT+EIE:EIEI:| Jerusalem W

add Icon ko Taskbar Matification Area

(0] 4 | | Cancel | | Apply

Note: When Client Time Zone, CTZ, is disabled, the Time Zone used within
a session will be the server’s. In this case the client’'s "Time Zone'
settings will be ignored

B Synchronize Device Clock with SNTP server: synchronize client clock with
SNTP Sever, client’s clock will be adjusted according to SNTP + local time
zone defined in the client.

B Prohibit Device Clock Synchronization with Xcalibur Server Farm: Block
client from synchronizing with Xcalibur, there for the client will show it’s
own time.

B Select your time zone: Choose the time zone the client is in, important for
synchronization with Xcalibur (if client is not in the same time zone).

B SNTP: Click button to define and configure SNTP server synchronization.
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S5NTP Ser¥ice Properties

5

P] Specifies the parameter of SHMTP service,

\L¥)
SMTP Server :
Refresh Period (min] : IS?EuEI
Recovery refresh (min ; I144':'
Threshhold {min) : |144EI

Sound Tab - Setting the Sound Properties

The Sound tab is used to set the sound properties of the device.

Mute Mic:

Mark the Mute Mic checkbox to disable the Microphone connected to the

device

Volume Control Sliders:
Adjust the volume of the Device.

Mute Line Out:

Ref: DM019U-1.0

Mark the Mute Line Out checkbox to mute the sound on the device completely

Volume control sliders:
Control the volume settings of the device

Events:
Mark checkbox to enable events sound
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Application:

Mark checkbox to enable sound from applications

WRBT, Configuration @

[ Metwork ] Wireless ] onfsTRY I Security ICertiFicate ] Time | Sound IM

IJse this page to sef the volume and sound properties of the
kerminal.
Sound Recording
Gain |1':' E Start Test
Mute Mic
Sound Plavback
Left Right
ltrrrornn 1 Irrrrnna 1
Yolume control —a j =
o T .
Mute Line Out
|:| Events (warnings, beeps and syskem events)
|:| Applications (programs-specific and all other sounds)
| K, | | Cancel | | Apply

Authentication Tab — Configure the device authentication settings

The Authentication tab centralizes all authentication settings.

Built-in Authentication

Devices running Image Version 6.5 have built-in user authentication

mechanisms to be used in the following ways:

B Secured device access.

B Obtaining user-based settings from Xcalibur Global Domain Authenticator.

B Transparently access network resources.
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[ Certificate ITime ] Sound | Authentication |Netwu:urk D ] Upgrade IF‘Iugi 1 I r

(s | Ilse this page to define information needed to gain access to
ul' 1] network resources

Set User Authentication behaviar;

@ =g wealibur duthentication (IF ¥calibur not connected disable user
level authentication )

() Prompt For smart card info

Use Xcalibur Authentication:
Rely on authentication by Xcalibur Global.

Prompt for smart card info:

Authenticate local user using smart card before allowing access to the device.

At this moment this option is not functional.
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Network ID Tab

Image version 6.5 has various built-in capabilities of network access. Devices
can access network stores for file / image / Plug-in / license downloads. A
network store can be a predefined Shared Folder, an FTP Directory, a Network
Database, an external USB Storage or other.

User credential provided during logon or predefined under the Network ID tab
are used in order to obtain access privileges to the path specified in the
Network ID tab.

WRHT Configuration ﬂ

[[secury | Certicata | Time | Sourd | Authentication | Network 10 [upgr <] »

F50,  Usethis page to define information nesded bo gain access to
MELWOrE resources

|:| Enable Access bo Metwork, Shares

Specify Hhe Defaulk I;‘-,-,-! ver_namelshare_name)
Metwaork Share path:

Set Mebwork 1D Authentication behavior:
(@) Use User Log-on Credentisls

r‘-“l r
[} Use Alternate Credentials

User Name: I

Password: {Dﬁ

Domain: |

[] Promet For Credential if Needed {IE orly)
|:| Prompz For Credential If Meeded (Domaln only)

2

] [ Cancel l [ Apply

Enable Access to Network Shares:

Once specifying a UNC path to a network share (\\Servername\Sharename\)
downloading Plug-ins and License files becomes possible by selecting the Use
Network Share option during Plug-ins / License installation. (See Plug-in /
License installation instructions for further details).

The path (either UNC or Local) specified via the Network ID tab is considered
to be the only-default path accessible by the device for license / Plug-in
installations.

Set Network ID Authentication Behavior:

Network ID authentication behavior determines how the device performs user-
level authentication while accessing the Default Shared Folder.

Specify whether the device should use the Logged-On user credentials as set
through the Authentication Tab, or other alternative credentials.
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Prompt for Credentials if Needed (IE Only):

Triggers the devices to prompt for alternate user credentials, this can be useful
for example when connecting through a proxy server, the user might not have
had to log on to a domain controller however the proxy server will need to
receive credentials in order to pass the user through.

Prompt for Credentials if Needed (Domain Only Selecting the):

Triggers the device to prompt for alternate users credentials incase the ones
defined do not match while browsing for a network resource (e.g. Shared
Folder).

Note: In case Prompt for Credentials if needed... options are not
selected. No error message or prompt will be displayed to users in
logon failure events.
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Upgrade Tab - Setting Software Upgrade Properties

The Upgrade tab is used to set and configure the sources for Upgrade/ System
restore / Hot Fix installations.

WBT Configuration EE

Use khis page bo upgradefrestore inkermal firmware or inskall

h‘ﬁ Firmwars hot fixes %
|
|

Use: LISE Storage

::] Use predefined MNetwork, Share

() Use FP Server

USE Directry : Q ||;Had Diisk

Operation Type: [unarade v ver |t =) I

Bandwidth liit: ILDIZIIIII:I Kbit
Press 'Upgrade’ to begin upgrade process 1

There are three possible sources of Upgrades/ System restore / Hot Fix:

USB Storage:

Using this option will enable user to upgrade the device image from a USB
Storage device. In order to use this option you have to check the Enable
Connection to USB Flash Devices on the USB Devices of the WBT dialog (see
USB Devices Tab p. 46).

B Type the location of the file on the USB device starting with \Hard Disk as
root

B From the Operation Type combo select the appropriate Operation
(Upgrade, Hot Fix, System Restore)

B Set the Bandwidth Limit
B Press Upgrade to start the upgrade process
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Predefined Network Share:

Users can use this option to load an upgrade package from a predefined
network share. In order to enable this option you have to check the Enable
Access to Network Shares on the Network ID tab of the WBT dialog (See
Network ID Tab p. 68).

B Type the default network share path in the following manner: \Computer
name\Share name\

B In the Upgrade tab check the Use Predefined Network Share checkbox

B Define the location of the package you wish to install in the Share Path text
box (Folder\Sub-Folder)

B By using the Operation Type combo box define the type of operation you
wish to perform

B Configure the Bandwidth Limit
= Press Upgrade to start the upgrade process

WEBT Funfrgurdrton

| Cerlificate 1 Time I Sound i Authentication l Network ID | Upgrade [Plugi:[,r:l
F. | Use this page bo upgradefrestore internal firmevare or instal
] AJ firmware hok Fices
b Use USE Storage
(&) Lise predefined Network Share!
D Lse FTP Server
Share Rook: II':-'.-'\-| var_nameishare_namel
Share Path: |1Har:| Disk,
Qperation Type: II_\'.jIJrac:haP ~ er, |1 5
Baridwidth fimit: IlDEIElDFJ Khit
Press 'Upgrade’ to beqgin upgrade process
(= J( ew J[ o ]
FTP Server:

Type the FTP Server Name and Directory in the respective Input Boxes.

By using the Operation Type combo box define the type of operation you wish
to perform

B Define access information to FTP server in the FTP USER ID and
Password Input Boxes.

B Configure the Bandwidth Limit
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M Press the Upgrade button to start an upgrade process, following the
instructions to complete it successfully.

WRBT Canfiguration E]

| Certificate | Time | Sound | Authentication | Network 1D | Uparade [piugi 4] ¥ |

|T' Lise this page bo uporadefreskore internal Firmsare o install
ﬁ firrweare hok Foes

b Use LISE Storage

() Use predefined Netwark Share

Server [fame: |T'ﬂ;|e Server Mame Here

Server Directory: |Typa Path Here [%

Operation Type: Uparads el e |1 E
FTP User ID: |Aranymous

Password: i

Barvdwidth lmit: 100000 Khit

Press ‘Upgrade' ko begin upgrade process

L [ one J{ oo ]

Plug-ins Tab

Plug-ins are software add-ons that can be installed on Chip PC thin client
devices.

Chip PC thin clients are scalable to integrate a variety of software components
such as print optimization tools, security related plug-ins, management utilities
etc’.

The Plug-ins tab is used to download, activate and configure different software
Plug-ins to provide your device with extra functionality and customization.

Note: In some cases one must purchase and install a license in order to be
able to use certain plug-ins and manage device with Xcalibur Global
(see section on Licensing Tab).

The Available Plug-ins window provides a display list of the downloaded plug-
ins, their size and software version.
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WEBT Canfiguration

&

[ sound | Authentication | Network 1D | Upgrade | Plugns [Licenses | [4] 1]
Lse this page ko download, ackivate and configure Ehe Plug-
’ ins available For this device,
Avvalable Plug-ins ©
Wame by I Slze I Wersion
;Intemat Explorer Conmeckion 4044 Kb 6£.0005
S WG Server 38 kb 4.0102
=% it ICA Conneckion Z122kb 9,0035
fﬁlﬂ'u:msnﬁ: ROP Connection 676 Kb L0202
£
Description
=T ” Delete || Configure. .. ” Adyanced. ., ]
Lo [ cn J[ ww |

By selecting a plug-in and pressing the Configure button you will be able to

access advanced configuration options on the selected plug-in.

See chapter 9 of this document for an explanation regarding advanced
configuration options of each plug-in.
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Downloading a New Plug-in

To download a new plug-in, click the New button (in the Plug-ins tab) and
follow the instructions in the Plug-ins Installation Wizard. Plug-ins can be
downloaded from FTP Server, Chip PC FTP Server, Network Share and USB
Storage device.

Define the source from which you want to load the new plug-in:

Plug-ins Installation Wizard a

@I Sefect the device/method be used to install phug-ins into
device. Press Mext’ to continue,

(&) se FTP Server
{) Use Chip PC ETP Server
D Use predefined Metwork Share

{ ) Use USB Starage

Use FTP Server:

B Type the FTP server parameters and click on Next

Plug-ins Installation Wizard

= Define settings of the FTP server where Plug-ins are
s stored, Press Rext’ bo continue.

FTP Properties

Server Mame I

Server Directory I

FTP User 1D+ |

Passwiord ; I

Bandwidth limit; |100m0 Kbt
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Select the plug-in you wish to install and click on Next

Plug-ins Installation Wizard E

Browse selected directory and select the Plug-ins bo be

hf-r installed on device.
Awvaisble Plug-ins | W] Show anly uninstalled Plug-ins
Frierdhy Mame Version See

< k

Meeded Space (KBytes) :

»
Cancel '

Free Space (KBytes) ; = b

Mark the Show only uninstalled Plug-ins checkbox to view uninstalled
plug-ins

You can use the Browse button to find the plug-in inside the FTP server
Click on Install and read installation status in the log-file box. When
installation is over, press Finish.

The newly installed Plug-in will appear in the Plug-ins list in Plug-Ins
Tab. mark the checkbox on its left side to activate it.

B Use Chip PC FTP Server:
Use this option to download the XPI directly from the Chip PC FTP server.
In order receive password and user name to access Chip PC FTP server

contact Chip PC support department.
Configure the following dialogs as described on the previous section.

B Network Share Download:

Predefined Shared Folder can be used as a Plug-in installation source.

Once running the Plug-in Installation Wizard, select the Use Predefined
Network Share option to browse the Default Shared Folder for Plug-in
files. This causes the device to display and download Plug-in files
placed under the path (UNC) specified under the Network ID tab.
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Plug-ins. Installation Wizard @

Diefine directory name whers Plug-ing are stored, Press
‘Mext' o cantinoe.

Server Rook: E"-*"'*" reamelshare_name',

advanced Path : [Hard Disk}

= (Click on Next
®  Select the plug-in you wish to install and click on Next

= Mark the Show only uninstalled Plug-ins checkbox to view uninstalled
plug-ins

=  You can use the Browse button to find the plug-in inside the FTP server

®  Press Install and read installation status in the log-file box. When
installation is over, click Finish.

®  The newly installed Plug-in will appear in the Plug-ins list in Plug-Ins
Tab. Mark the checkbox on its left side to activate it.

B Use USB Storage
USB Storage devices can also be used as a source for Plug-in installation.

= Once running the Plug-in Installation Wizard, select the Use USB
Storage option to browse the USB Storage Device for Plug-in files.
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Plug-ins Installation Wizard @

= Define directory name where Plug-ins are stored, Press
i Text' ho continue.

advanced Path ; Fl,Hard Dik)

Cancel

Follow the installation instruction as described in the previous section.

Deleting Plug-in

Select the Plug-in you wish to delete, press Delete and answer Yes to
message.

) You ane about bo defebe the selected Plug-in from your
1 kst

e yyou sure you veank bo delete this Plug-ni

=1 w |

Configuring Plug-in Properties

To configure Plug-in properties, mark the plug-in in the list and click the
Configure button.
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Licensing Tab

A license is required in order to enable the use of a Plug-in, Management
software and specific image functionality. Unless specified, every Plug-in is
license associated. Licenses can be installed before or after the Plug-ins they
correspond to.

Firmware versions previous to version 6.5 support license installation via FTP
only. This means that license files could be downloaded only from a FTP
server onto target devices.

Thanks to the enhanced networking and authentication capabilities embedded
into firmware version 6.5, Default Shared Folder, and locally attached External
Storage can be used as license installation sources.

WRBT Configuration E]

[Su:-unu:l ].ﬁ.uthenticatiun ] Metwork 1D ] Upgrade ] Plugins | Licenses 1 I

gj Idse this page to view and manage license/s installed on device.
Installed Licenses

Name | walid Until
Yo Advanced YRC Dec-2006
Sz Pericom Terminal Emulation Dec-2006
¥ Customized Syskem Screens Dec-2006
" mia Domain Authenticator - Client L., Dec-2006
Y wealibur Global - Client License Dec-2006
Descripkion

| Mew License, .. | | Delete
(0] 4 | | Cancel | | apply

Installed Licenses List

After entering the WBT Setup = Licensing tab, the Installed Licenses List will
be displayed. This list contains the following information:

B License Name: View the names of already installed licenses.
m Valid until: View the date (month and year) each license was installed.
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Installing a New License

B Click the New License button in the Licensing tab. Licenses can be
downloaded from a Network Share or from a USB Storage device.

B /n the Name text box enter your Network Share name and click OK. In
order to define a network share use the Network ID tab of the WBT dialog.

B [f you are using an external USB Storage device enable this option using
the USB devices tab of the WBT dialog.

Download License{s) T | EE oK X
2 \DEPLOYCACH A

arme:

Note: In order to view license files change the Type drop list to (*.License)
All licenses should be created using Chip PC Installer

Deleting a License
Delete button allows the deletion of an installed license.

B Select an installed license from the Installed Licenses List and click Delete.
The license will be uninstalled from device.
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Chapter 5 Image 6.5.X — Connections Management

Connections are divided into two categories: Application and Network.
In image 6.5 connection management is based on the connection type.

Application Connections:

Application connection is a subset of parameters linked to a transport protocol
and its corresponding client application (e.g. ICA/ RDP ...etc). Usually
pointing to a terminal server or server farm or published application (or other),
application connections provide users access to their working environment in
form of a session.

Client applications such as RDP / ICA / I.E / Terminal Emulation etcetera are
included in this category. Application connections are centrally managed via
the My Connections Manager tool.

Network Connections:

Let devices connect to remote physical or logical networks. Network clients
such as Dial-up / VPN / PPPoE etcetera are included in this category. Network
connections are centrally managed via the Network Manager tool.

My Connections

The My Connections tool is an advanced version of the 'Legacy Connection
Manager' through which users are able to view, run, modify, delete and create
new application connections (RDP / ICA...etc’) in a centralized way.

My Connections tool is designed to present connections in two working
modes Connection and Portal. Both offer great flexibility and centralization of
connection management.

In order to open the Connection Manger double click on the My Connection
icon on the device's desktop.

*

Iy

Connection Mode

The Connection mode is a more enhanced and graphical version of the
Legacy Connection Manager containing the following new features:
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Ele view Pportal | & 8 5

Connection Marms Type Status Created By
8 Device ICL, ICA Device
£ Dt ROP RDE Device
& Device Weh Interface WEB Device
& Jwward - Desktap Ica Device

New Features in My Connections Manager

B Connection Icon Association: Change ‘Connection’ icons to reflect the
application the connection points to. By browsing the built-in icon pool,
administrators can replace the default connection icons to better reflect the
application associated with a connection. For example replace the default
RDP icon of a published Microsoft Excel application with the genuine Excel
icon. Connection icons are also displayed by the session window frame
even when minimized to taskbar.

B Connection Shortcuts: Create connection shortcuts on Desktop to simplify
users work. For example, placing an Excel shortcut on desktop will easily
infer any user how to use it. Furthermore, connection shortcuts are un-
editable and therefore provide higher security.

B Connection Source: Since connections may origin from various sources
(e.g. local / Xcalibur / PNAgent / ...etc), for better convenience, it is
possible to specify whether to display connections only from specific origin
or from all sources.

“How To” Use My Connection Manager

B Create new connections: Through the File > New - menu, select the
connection type (RDP /ICA / I.E...etc) you wish to create and follow the
wizard.

My Connections Manager
Lla | E

Portal

= Type Stabus | Created By
Send o » ICA Device
—— ROP Dvice
Connect nterface WEBR Cievice
Disonnect b ICA Device
Delete |
Properties...

Ectvanced. .,

Exit

B Add connection types to the list: The connection types list is composed
of the activated Plug-ins installed on the device. If, for example, the ICA
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option in not available in the connection type list it suggests that the ICA
Plug-in is neither installed nor active. Therefore you need to install the ICA
Plug-in, activate it and restart the device.

B Change connection icon: In order to change a connection's icon, select it
from the connections list, right click, select the 'Change Icon' option and
choose an icon from the built-in icons list displayed in the 'Change Icon'
window.

My Conmections Manager

File View Portal [¢ & 48 5

| Connection Narme | Type | Status | Crested By |
Dea'u:a ICA Device
) ] i Device

Device

Device

Broperties...
Advancad. ..

B Create a desktop shortcut: In order to create a desktop shortcut select the
connections from the connection list, right click it, and from the Send To
menu select either the Desktop (create shortcut) or Desktop (auto-start
shortcut) option. Auto-start shortcuts have the (A) letter added to the
connection icon indicating that these shortcuts launch automatically at the
end of the device boot.

: -
Fle Vview Portal |k & &8 &
Cannection Mame | Tvpe Status | Created By
= Device 104 ICa, Device
C RDP Device
onnect WEB Device
Delete ICa, Deavica
Send To ¥ Decktop (create shortcut)
Change Icon
E ‘ Desktop (autostart shortout)

Properties...
Advanced...

B Edit an existing connection: Select the connection from the connection list,
right click it and select the Properties option.

My Connections Manager

File View Portal |3 & 83 2

| Connection Hame | Type | Status | CreatedBy |
&4 Device ICA e Device
b Device ROE ROP Device
Device
B | word - Da Device

Change Icon...
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B Delete an existing connection: Select the connection from the
connection list, right click it and select the Delete option. Note that the
corresponding desktop shortcut is also deleted.

B View connections by specific origin: From the View \ Options menu,
select the type of connections to be displayed inside the Connection mode
(Xcalibur / PNA / Local / Show All).

My Connecltions Manager

File [FTE0H Portal |k & & F
o] Can@len- Trpe | stais | Createdty |
& 8 ¥eaibur Davica
£ Device
P

.ED& v Connections LN'A] Device
E)we| portal S Diavice

 Show All

Refresh FS =

B Switch between the 'Connection’ and 'Portal’ views: From the View
menu, select Connections to work in connections mode or Portal to work in
the portal mode. A dimmed-out Portal view option indicates this option is
not enabled.

Portal Mode

The Portal mode brings the common working approach of centralized web-
based connection management (e.g. Citrix NFUSE) to be realized on the client
inside a single limited web browser window.

While in the Portal mode, My Connections Manager runs an Internet
Explorer session inside a restricted shell, preventing users from connecting to
URLSs other than the ones predefined in the Portal mode.

Portal Mode Advantages:

B Pre-specify a URL: Limit users web access to a pre-specified URL to
which My Connections Manager connects automatically. Users are neither
able to change the default URL nor specify alternate URL paths since there
is no address bar in the Portal window.

B Highest Web Access Control: Optionally, prevent users from running
web connection other than the 'Portal' connection.

B Centralized Web-based Connection Management: Control and
centralize connections on a per-user base while providing users a single
point of entry to all their applications via the web. Don't bather creating
connections locally, simply point 'My Connections Manager — Portal' to the
website from which you centralize connections (e.g. Xcalibur Portal / Citrix
NFUSE...etc). Once users logon, a connection list is displayed to each
user according to his/her credentials.
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How to Use Portal mode

B Switch between the 'Connection’ and 'Portal’ views: From the View
menu, select Connections to work in connections mode or Portal to work in
the portal mode. A dimmed-out Portal view option indicates this option is
not enabled.

B Enable the 'Portal' mode: Select the Internet Explorer connection from
the My Connection Manager right click and press Advanced tab, select the
'Enable the 'Portal’ option in My Connection Manager application' (license
dependent) option and specify the default URL for the Portal mode to
connect to.

B Prevent users from running other |.E connections: Additional security
is achieved once selecting the Hide IE connections from connection
manager option. This prevents users from running other Internet Explorer
connections and therefore limits their web browsing experience only to the
'Portal™ (see Figure 20.2.3).

B Open as default in 'My Connections Manager': Makes the 'Portal' mode
the default interface of 'My Connection Manager'.

B Enter multiple URLs via the 'Portal’: In case the web page pointed by
the 'Portal' contains URL hyperlinks, those will be opened within the 'Portal’
window once selected. This functionality allows users to browse entire
web sites following the hyperlinks within them. Administrators are able to
control user's browsing by the URL hyperlinks they publish in the 'Portal’
web site.

Note: In order to completely limit web browsing to the 'Portal' clear the
'‘Desktop' and 'Application List' shortcut options under the |.E Plug-in
properties.
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Chapter 6 Network Manager

The Network Manager tool centralizes network connection management.
Through this interface, users are able to view, run, modify, delete and create
new network connections (VPN / Dial-up...etc’).

Network Manager Features

Link between Network and Application connections: As part of the
network connection settings wizard, one can select an application
connection to be launched together with a network connection. This way,
for example, a device can be set to launch an ICA connection together with
the VPN connection that connects it to a remote network.

Connection Shortcuts: Create connection shortcuts on Desktop or Start
menu to simplify users work. For example, placing a Dial-up shortcut on
desktop will easily infer any user how to use it. Furthermore, connection
shortcuts are un-editable and therefore provide higher security.

System Tray indicator: Dynamically put a remote network indicator item
in the System Tray once a connection is active. Active connection details
are viewable via this item, indicating the connection name, line details and
other TCP/IP information.

How to Use Network Manager

Create new connections: Go to File & New and follow the wizard.

Link Network and Application Connections: Go to File > Properties >
Login Info, select the Select the connection to launch with this connection
option. Than choose the application connection from the list

Use the LAN's default gateway while a network connection is active: By
default, once a dial-up or virtual private networking connection is made, the
remote network default gateway becomes the default for all TCP/IP
communication. As result, locations reachable via the original (LAN) default
gateway are no longer reachable. Once clearing the 'Use default gateway
on remote network' (license dependent) option located under the Network
Connection properties \ Connection Properties Tab' the local default
gateway remains valid.

Allow Auto-Reconnection: Selecting the Auto-reconnect... option located
under the Connection Properties tab specifies whether the connection is
redialed if the line is dropped.

Create a (desktop / start menu) shortcut: Select a connection from the
connection list, right click it and from the Send To menu select either the
Start Menu or Desktop (auto-start shortcut option). Auto Start shortcuts
have the (A) letter added to the connection icon indicating these shortcuts
launch automatically at the end of the device boot.

Edit an existing connection: Select the connection from the connection list,
right click it and select the Properties option.

Delete an existing connection: Select the connection from the connection
list, right click it and select the Delete option.
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B View active connection information: Double click the network connection
system tray item.
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Chapter 7 Xcalibur Dialog — Configuring Management
Parameters

The Xcalibur dialog sets different communication parameters associated with
Xcalibur Global management software.

Chip PC thin clients remote management process is based on an independent
protocol that has a built in support for: SSL, Encryption, Compression, Port
number control and more. Different parameters can be changed to enable
communication and the discovery of new devices by Xcalibur Global.

In order to fully understand this chapter it is needed to have at least a basic
understanding of Xcalibur Global and its management concepts.

To access the Xcalibur dialog, go to Start > Settings 2> Xcalibur

-E My WET Setup...
0% My Connactions = =
M Do

G
@ hetworking |2 S

General Tab

B Enable Connection to Xcalibur Server Farm: Mark this checkbox to
allow connection to Xcalibur Global.

B Add Xcalibur Status-lcon to Taskbar Notification Area: Users can add
an icon to their Taskbar to indicating whether they are connected to
Xcalibur Global

B Ping each Server on the Farm before connect: Test connectivity to
Xcalibur Global server before connecting

B Define Xcalibur Communication Failure/Disable Behavior: Users can
define their device behavior If it failed to create a connection to Xcalibur
Global:

= Notify User and apply cashed policies: Xcalibur Global can control all
aspects of device configuration. If the device cannot connect to
Xcalibur some of the settings defined by the administrator might be
changed. In order to prevent that the user can select this option and
apply all the cashed policies on his device.

= Notify User and Don’t apply cashed policies: In some cases the user
might want to change the device settings if it is not connected to
Xcalibur.

= Do not notify user and apply cashed policies
®= Do not notify user and do not apply cashed policies
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DHCP tab

There are several ways for new devices discovery by Xcalibur Global, one of
which is using DHCP to pass Xcalibur server information to the device.

In the DHCP tab users can define different parameters relating to DHCP
discovery.

B Vendor Class ID: Use Vendor Class

B Standard Option ID: Set the different Option IDs as defined on your DHCP
service

B Obtained Info: Press Obtained Info to view information obtained from the
DHCP regarding Xcalibur communication
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Server List

Devices can be connected to several Xcalibur Front End Servers in order to
ensure float tolerance threw Redundancy and Load Balancing.

The list of Xcalibur Front End Servers can be received by the device in several
different ways one of which is to define them locally.

Using the Server List tab users are able to define those servers and set their
priority in the server list.

The device will select a server based on its location on the list unless
otherwise configured based on the server's priority.
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¥calibur Client Setup
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Severs Operations

Add a New Front End Server

Click New
In the Server Address box type the IP address of the Front End Server

From the Server LB Weight select the priority you wish to assign to the
server

Set the TCP Port Number

From the drop down menu Query TTL select the maximal time to wait for a
replay from the server before moving to the next server on the list.

Check Require Secure Channel (SSL) in order to enable SSL
communication

Type the port number you wish to use in the Set SSL port number check
box

Check Enable Fallback to non-secure connection if you wish to enable
non-secure connection if a secure one could not be established

Use the Set Default button to save all current settings as defaults
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Delete a Front End Server

Front End Servers can be deleted by users. In order to delete a FES select the
server you wish to delete form the Server List tab and press Delete.

View Server Settings

Select the Front End Server you wish to view and press Settings.

All the server configuration parameters as defined in the Add New Front End
Server section will be shown.

List Order

Use the arrow on the right to move Front End Servers up on the list of servers'
priority.

Using the Locator tab users can set the different sources of information from
which to obtain Xcalibur servers list and the priority of each source.

As mentioned above it is possible to use several Front End Servers and
several discovery methods and it is important to set the priority for each server
and each source.
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SNMP Tab

Xcalibur Client Setup @

[ General | oHCP | Server List | Locator [ sewp | protocel Param | Softwar <] *]

|
‘E}:‘ LUse this page to define how bo Xcalibur Clent locate a server

Farm
Tgnore DRCP Locator O phion Set Default
Do ok query DNS |-.l'.::l.\_ ibir SRV Record
Ignore Local Ecalibur Server Lisk

Ignore Remote Xcalbur Server List
lgnore cached Xoalbur Serwer Infoemakion
Iqrore infromation obkained by SHNRMP

Erohibit Rourd Rohin

Specify Locabor Service Provider Order:
Provider Mame Description ~
Hiabbur Farameters obtained via Hoaibor Policy
DHCP Parameters ahtained via DHCF
SHMP Parameters sek as result of Hoalbbur Discovery
Dhs Paramekers cbtained via DNS query
Marwal Parameters entered locally ¥

e L e L I

|

Ignore DHCP locator Option: Unmark this checkbox to allow the use of
DHCP as a source for FES list.

Do Not Query DNS for Xcalibur SRV Record

Ignore Local Xcalibur Server List: Mark this checkbox to ignore the list of
servers defined in the Server List tab

Ignore Remote Xcalibur Server List

Ignore cashed Xcalibur Server Information: Server information is
cashed and saved. By marking this checkbox users can choose to ignore
the cashed server information.

Ignore Information obtained by SNMP: By marking this checkbox users
can ignore server information obtained by SNMP.

Prohibit Round Robin: Once a list of servers is received using the locator
service. All devices will connect to the first server on the list. Round Robin
randomly assigns devices to all the servers on the list.

Specify Locator service Provider Order: This checkbox enables users to
change the priority of the locator service. Check the Specify Locator
service Provider Order checkbox, select the service and use the arrow on
the right to change the priority of the locator service.

Another way to discover new devices is to use SNMP.
Use this tab to configure different SNMP parameters manually.
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H Prohibit the Use of SNMP protocol: If marked, discovery using SNMP is
not enabled

B SNMP Community: Define the SNMP community name

B Number of Retries: Set the number of discovery attempts the device will
take.

B Retry Interval (ms): Set the delay between attempts

H Don’t override Settings obtained from DHCP: Check this check box to
give SNMP settings received from DHCP a priority over manual SNMP
settings.

Xcalibur Client Setup.

| Ganeral | DHCP | Server List | Locator | SNMP | protocel Param | Scoftwer <[ ]

[= Use this page bo define SMMP probocols param related to
¥calibur management software.

Brohibit the use SHMP Protocol

SHMP Param

SHMP Community: I'n.' alibur 4

Number of Retries: g

Rebry Inkerval {ms): 2000

Don't overide setting obtained From DHCP Default

QK I [ Cancel | | apply ]

Protocol Parameters

Xcalibur Global uses an independent management protocol. Use the Protocol
Parameters tab to configure different parameters relating to the protocol.

B Enable Incoming/Outgoing Compression: In order to save bandwidth
Xcalibur Independent Management Protocol (XIMP) allows users to
compress all incoming and outgoing communication to the Xcalibur server.

B Time Alive Event (min): In order to enable accurate reporting in the
Xcalibur management console, each device sends a "pulse” to the
Xcalibur server. Use this combo box to set the time interval between
pulses.

B Synchronous wait timeout

B Packet Size: In order to improve bandwidth control users can control the
maximal packet size to be sent to Xcalibur server

B Incoming / Outgoing Data Bandwidth (Kbit/sec): Select the maximal
bandwidth consumption for incoming and outgoing management
information to be sent to and from the device.
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B Set Xcalibur policies transfer mode

B Policy application settings: Use this combo box to decide when will
newly applied policy be received by the device:

= Apply immediately (Forced) — The policy will be applied immediately

Yealibur Client Setup E]

[ General | DHCP | Ssrver List | Locater | St | Protocol Param | softwar_ [ *]
= Use this page ba define paramekers relsted bo Xealbur
cammunicakion pratocols,
Enable Incomming Comgression Defadt
Enable Cutgoing Compression
Time Alive avent pariod {min): | 1
Syrchronous wait Himecut {sech : Ih—
Packet size {bytes): Iﬁ
Ircomming Data Bandwidth (kbitfsec): IHJZ-!—V
Oubgoing Data Bandwidth Kbk fsec: | 1024 »
Jet Kealibur policies transfer mods
Swnchranous ASyNCrOnoUs
Polbcy Application Setting I.ﬂ pply immediateh: (Forced)
Lo J[ cmer [ e

Software Deployment

Plug-ins can be placed by the installation service onto the Flash, Ram File or
Online (runs through the network into the RAM-Memory every time). Users can
define using the Software Deployment tab where to place the plug-ins.

RAM-File Size - A RAM-File specifies the amount of RAM Memory to be used
for Plug-in files storage. Plug-ins installed into RAM-File are retrieved once
(during installation) from the network and than run from the RAM-File until the
next device reboot. If the software installation is controlled by Xcalibur Policy,
once the device is rebooted it will receive the policy again and will have the
plug-in on the RAM-File.

B Prohibit Flash Usage for Plug-in Installation: This option prevents any
Plug-in files from being placed on Flash

B Amount Flash size to use: Define how much space can be used for plug-
in installation.

B Files Location on Flash: Configure the location of the plug-in files on the
device's Flash.

B Prohibit RAM-File Usage for Plug-in installation: This option prevents
any Plug-in files from being placed on RAM.

B Amount RAM size to use: Set the size of RAM to use for software
installation. If the RAM size will be too big it might result in poor
performance when trying to use multiple sessions.
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Prohibit Online File Obtainment: Plug-ins installed as Online retrieved
from the network every time Plug-in files are needed. Online Plug-ins are
run from the RAM Memory. In slow bandwidth networks (WANs) you might
want to prevent this repeatable network download behavior caused by this
mechanism therefore disable it.

Online file Obtainment bandwidth: Set the maximal bandwidth to use for
online file obtainment

Xcalibur Client Setup [x]

| Server List | Locator | SNMP | Protocol Param | Scftware Deploymert | [ 4]

== Lse this page to define parameters related to Xealibur softvare
E deploymers.

Default
[ Prokibit Flash usage For Plug-in installation Clear Cache
Lurnaoant Hash size To use 1“:"] V'
Eiles location in Flash: ]'E O\ DEPLOYCACHEY,

[ Prokibi: RAM-File usage for Plug-n instaliation

Arnouint RAM size to use J100

Profibit Onfine file obtanment

Orfine File obtaimment bandwidth: |1:|§-|_= —_—
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Chapter 8 Recovery and reset Options

Chip PC thin clients are considered to have excellent Hardware, Firmware and
Management therefore recovery process is unusual to occur. However, in
order to recover / prevent unexpected failures, several mechanisms are
available.

Reset to Default

Chip PC device firmware can be reset to default settings as result of a
software or hardware command. A reset to default process results in clearing
all device settings and connections, returning the O.S to its initial mode.

Software Reset

Software reset can be initiated via the WBT \ General tab once pressing the
Reset Now button. As default, all manually (and remotely) applied device
settings and connections are cleared due to this operation. Additionally, all
Plug-in settings are cleared.

Reset Now

y ﬂ Restaring Factory-default settings requires Restart, Check
¢« % belowto clear device settings and remove instalied plg-ins.

Restark mowy

When to use software reset (examples)?

A software reset may be used when clearing all device settings at once is
necessary.

H Moving devices between environments: When moving devices between
environments, running software reset prior to connecting a device to a new
environment is recommended.

B Device & Plug-in conflict: When device and/or Plug-in settings seem to
conflict, a software reset provides a clean start for device configuration.

Hardware Reset & Safe Mode Operation

A hardware reset can be initiated by running a certain action sequence once
pressing the ON/STBY button. As result of this procedure, the device boots
into a safe-mode state.

What is safe mode?

Safe mode is an intermediate state into which the device boots as a result to a
hardware reset. This mode was designed to allow the device to complete its
boot in any scenario. While in safe-mode only basic OS components are
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loaded therefore device settings are unchangeable. Administrators can only
perform firmware or hot fix installation during this mode. To exit the safe mode,
reboot the device.

As in software reset, all manually (and remotely) applied device settings and
connections are cleared due to this operation. Additionally, ALL Plug-in
settings are cleared and Plug-in status is set to deactivated®.

Complete the following in order to perform a hardware reset:

B Take out (disconnect) the power cord connector from the device socket.
B Plug in the power cord back into its device socket.

B One (1) second after the power is connected the ON/STBY lid shortly
blinks (turns on and off), right after this blink, press the ON/STBY button for
one (1) second and than release it.

B Once the ON/STBY lid turn red, press the ON/STBY button for one (1)
second and than release it.

B Once the ON/STBY lid turns green, press the ON/STBY constantly until the
progress bar in the system-splash screen is filled, than release it.

How to do Hardware reset On a Jack PC:

B Use a paperclip (or other thin object) to press and hold SW Button (symbol
"I"on EFI)

B Press the Reset button on the board (symbol 'RST' on EFI)
® Waite for orange light to turn red and release SW Button

=  For Safe Boot press twice and hold SW Button (green led is blinking)
until Safe Mode screen appear

®  For Manual Recovery press and hold SW Button (red light is blinking)
until Recovery screen appear

Please note: This procedure (deliberately) requires timing and accuracy in
order to prevent user activation by mistake. Therefore several retries might be
necessary before successfully entering the safe-mode.

When to use hardware reset (examples)?

A hardware reset should be used whenever software reset is undoable:

B Miss configured display: Miss-configured display settings (e.g. too high
screen refresh frequency rate) may result in a clutter of colorful lines or a
black screen display. This problem might appear when the monitor does
not support the device's screen refresh rate / screen area size defined
under the Display Tab. In this scenario, initiating a software reset becomes
impossible therefore you can either connect the device to a different
monitor or perform a hardware reset.

B Password Locked WBT: Incase the WBT Setup environment is
inaccessible due to password protection, and the password set is forgotten.
A hardware reset clears the password protection making device settings
accessible again.
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Redundant Boot Options

PXE Mode

The following mechanisms are embedded into the device firmware and are
launched automatically upon need.

Error Correction

In addition to the fact that industry standard DiscOnChip (DOC) with a true file
system is used for image storage on the devices. An enhanced error correction
mechanism is used for the highest stability of the boot process. The image
boot files are highly secured and in some cases doubled for highest tolerance
and redundancy.

Disk Surface Check

During boot a disk surface scan process verifies every block in the file system.
This process is designed to prevent the usage of a bad block which may
interfere with the O.S operation.

Once an error is discovered, the scan disk process automatically marks the
block as 'Bad Block' and attempts to replaces it with a new block obtained from
the 'Block Reserve' area which contains approximately 1Mb of free blocks.
'Bad Blocks' are mapped and therefore will never be used again.

Incase a block replacement failure is recognized as a corrupted file system,
the device automatically loads a primal firmware image into the memory and
initiates a remote recovery mode also known as PXE mode.

PXE boot mode is considered to be a poor remote management solution for
image updates.

Chip PC has developed a variety of advanced update, manage and recovery
mechanisms making the PXE use unnecessary and much less functional
compared to these alternatives.

However, in order to provide the highest flexibility and reliability, PXE Boot is
supported by the EX family devices. PXE boot mode is launched automatically
incase of a fatal image crash, allowing the device to obtain a new image from a
PXE Server.

What is PXE Mode?

Pre-Boot Execution Environment allows a device to boot from a server on a
network prior to booting the operating system on the local Disk on Chip (DOC).

How Does PXE Recovery Work?

B PXE boot mode is launched automatically incase of a fatal image crash,
allowing the device to obtain a new image from a PXE Server.

B PXE server connection: The PXE server watches for DHCP Discovery
requests that include a special tag identifying the client as a PXE client. If
the discovery request includes the tag, the PXE server replies to the client
with configuration information, including the name of a boot image file. The

Chapter 8 - Recovery and reset Options

User Manual for Image 6.5.X (Chip PC Thin-Clients) 104



hi PC R L www.chippc.com
p &1 . :
Technol ogies = Making IT a Complete Solution Ref: DM019U-1.0

boot image file is transferred to the client, and this file is then used to boot
the client.
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Chapter 9

Image 6.5 Advanced Plug-ins Configuration

New Internet Explorer Options by Chip PC

Microsoft Internet Explorer 6.x (for CE.NET v4.2) is installable on firmware
version 6.5 devices as a Plug-in. Due to the increasing demand for
customization, security and control of user environment this enhanced Internet
Explorer (I.E) version includes additional features to answer field demands.

New Features in IE

B Fully customizable shell: In addition to all standard I.E settings such as
Home Page, Proxy, Font size etcetera, administrators now have full control
of the Internet Explorer shell. With the option to hide menus and bars you
can limit users' web experience to meet your demands.

B Limit FTP / Cookies and other download options: Users downloading
unfamiliar files from the internet will always be a hazard to IT
environments. Therefore in high security scenarios, some would like to
prohibit all web downloads while others need to compartmentalize safe
downloads from potentially dangerous ones. Enhanced download control
options let you adjust |.E security to any security level

B Platform Identifier selection options: Once connecting to any website
via a web browser, the browser identifies itself and its hosting operating
system to the website. This information can be used by the website to filter
content and security settings on per client web browser and O.S bases.
Internet Explorer Plug-in version 6.0.04 allows changing the default

(Windows CE) platform identification.

B Secured 'Portal’ Viewer: Within two mouse clicks apply the most strict
shell security options by limiting all web access through My Connections

Manager \ Portal view.
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w| fidd guich access b plug-in properties bo “Sektngs” in Start Meru'
Ganmrsl | Memun And Bers | proey | Saourty | Advsnced
[ | e the BB
[ Hide i s
Hade E3f menu
Hide ‘hews e
Hide Farvmiites menu
Hh b Tined Bt
| it 1w Ahitars s -Foat
Hacks thm St B

[ eabobe: conbecet mvesra (sight chckd

trtemmiat Feplorer Comme o Tag-in

a Thes: Phug-in opens & local intemet Explones trowssr

| B ek, accmes bo phug-in proparties bo Setbnge’ i Siart Mery

el | Menus A Raen | Procy | ey | Advanced
| Bk FTF siees

| Support erveronment variables in UL addvess

Ervmeriinad Opkione

Salect Cooldes opbons |'r'_;,;'."'_'.'. o
St gowrinad optiors:

| Erabim Turtal oplior i Ty Corrmctions Manage: ' appi o on
| Hade [E cordwitiorm From Ty Confeclon Mahager

wF | Cigeary i el will i Wy Comhachion Marage”

el K -

ot b B rl-:- | Jemamn chippe_ com

NOTE! 8 URL wircdoss wil be openad in the same window
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How To Customize the IE plug-in

Customize I.E defaults: Through the general tab of the Internet Explorer
Connection Plug-in you can define different parameters regarding IE
defaults: Home Page, Search Page, Cache size, Font Size and more.

Customize I.E shell: Through the Internet Explorer Plug-in \ Configuration
\ Menus and Bars dialog you can decide which I.E menus to hide while
others remain available for use.

Prevent access to FTP sites: By selecting the Block FTP sites option
under the Advanced dialog URL's pointing to FTP sites become
inaccessible.

Control Cookies: Cookies are small text files used for local information
storage by some websites. Through the 'Select Cookies options' combo
box you can choose whether to allow or prevent cookies from being saved
locally. Options other than the 'Block Cookies' specify the amount of local
storage space to be allocated for cookies. Note that if you do not allow
cookies at all, users may not be able to view some web sites or take
advantage of customization features (such as local news and weather, or
stock quotes).

Sort downloads: Download options divide into three alternatives; Allow All
which lets any file type to be downloaded via the web. Prohibit All which
prevents all file downloads, and Allow Connection Only which limits
downloads to application connection files only. Use this option when file
downloads are forbidden but still users need to access Citrix NFUSE /
Xcalibur Portal for running applications. The Allow Connection Only option
allows application connection file downloads (e.g. *.ICA/ *.RDP /
*.per...etc) while preventing all others.

Enable the 'Portal' mode: Through the Internet Explorer \ Configuration \
Advanced dialog, select the Enable the 'Portal' option in 'My Connection
Manager' application (license dependent) option and specify the default
URL for the 'Portal' mode to connect to.

Use environment variables in URL address: Environment variables are
unique identifiers related to client devices. For example, computer name,
MAC, IP....etc. When support for environment variables in URL addresses
is enabled via the Internet Explorer (properties) \ Advanced Tab,
administrators can redirect client devices to specific URLs based on client's
environment variables.

= Example:
If you're a web master of www.chippc.com and you want to

automatically redirect specific devices (e.g. device1 and device2) that
connect to this site to specific web pages. You can create the following
link: http://www.chippc.com/%computername% which points to multiple
html pages -> device1.html / device2.html....etc. By supporting
environment variables, 'device1' will be redirected to
http://www.chippc.com/devicel.html , and 'device2' will be redirected to
http://www.chippc.com/device2.html.

Configure platform identifier options: Through the Internet Explorer
(properties) \ Security Tab, one can choose whether the device be
identified as a Windows CE device (default) or as another O.S version. In
order to change the O.S identification select the 'ldentify My Station as:'
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option and type the O.S version you wish to be identified as. (For Example:
In order to be identified as a Windows NT 4.0 client type: Windows NT 4.0).

B Internet Explorer Proxy Sever: Through the Proxy tab you can define and
configure the use of proxy server to accelerate the use the Internet
Explorer.

Internet Explorer. Gonnection Plug-in E]

@ This Plug-in cpens & local Inkermet Explorer browser.

General | Menus And Bars | Prosy | Security | Advanced

(] Bpen sach LRL in the same vindow

Horme Page: [, chippc com

Search Page: ]www.gmgb.mm

Browser Cache: 1024 | KB
Set fore size: Morfnal a

Urderline hyperlinks: Abays L

(= [ =]

B Security: Through the Security tab you can define different settings
regarding the |E security settings.
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D Use Proxy Server
Address: |
Port: B0E0

D Byvpass Proxy for Local Addvesses
Exceptions
Do pot use proxy server For addresses beginning with:

I

Use semicclons | ; ) bo separate enkries

Note: Modifying the platform identifier settings may cause web browser
instability and website mismatches therefore should be used by
advanced users only. The platform identifier option is supported by
Internet Explorer Plug-in version 6.0.04.

New RDP Features Introduced by Chip PC

Microsoft RDP client version 5.x is installable as a Plug-in on firmware 6.5
devices.

Once installed, it is operational in two working modes, Native and Advanced.

B Native operation mode runs the original, unmodified, Microsoft RDP client
application accessible only through the 'Remote Desktop Connections'
desktop shortcut.

B Advanced operation mode runs an enhanced RDP client including new
features built to improve users' and administrators' experience of RDP
protocol. All connections built by the 'My Connections Manager' use the
advanced RDP version.

New Features:

B RDP Seamless Window

B Pass-through authentication

B RDP Load Balanced Connections
B RDP WAN Optimization

Chapter 9 - Image 6.5 Advanced Plug-ins Configuration
User Manual for Image 6.5.X (Chip PC Thin-Clients) 109




[ ) )
B L www.chippc.com
=ChipPC| 5 .
Technologies \\g Making IT a Complete Solution Ref: DM019U-1.0
RDP Seamless Window

A seamless application session is displayed on the client device in such a
manner so as to mimic or match that of an application that is launched locally.
For example: When launching Internet Explorer seamlessly from a Microsoft
Terminal server and also locally, both windows basically looks and behaves
the same.

RDP Seamless Window option allows running an RDP session in a window
size equal or smaller than the device screen area, where the 'Session Window
Name' and the 'Session Window Icon' reflect the application launched (within
the session).

While minimized, the 'Session Window Name' and the 'Session Window lcon'
are displayed in the taskbar.

With RDP Seamless Window sessions users find navigating between multiple
applications easier while administrators benefit from better server
performance, higher security and lower costs.

JH - Ls

Al o Elw w e w
b urd

Ths agplecalbom rumy inside an ADP seamiless s ession winviow,
|

How to Configure RDP Connection

B Configure RDP Seamless Window Session: Either full desktop or
specific application can be run within an RDP seamless window session.
Configuring an RDP connection to run seamlessly is done via the
Experience tab found under the connection properties.

B Set the session window size: State the size of the remote desktop
session window by specifying the window width and height values.

B Set the session frame: The session frame defines the appearance of the
border line between the session window and the local device. Enabling
the 'Display connection bar' option results in a connection-bar displayed at
the top of the session window. Clearing this option, results in a Window-
Title frame presenting the connection name on top of the session window.

B Open connection in Full Screen: Once selected the connection launches
in full screen mode. Even if the session window size is set to be smaller
than the screen area, once this option is on, the session frame covers all
the screen area. Therefore, clear this option in order to work seamlessly.
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Selecting the Fit session view port to window option allows auto-
adjustment of the session window to the local device screen area settings.

Note: Set the Connection-icon by using the Change Icon... option via the
My Connection Manager as previously explained.

Interret
Expilorer Word (SeamlessROP Example)

.* Il Document 1.doc - Microsoft Word
iy Ble Edit Wew [nsert Format  Took
Connections M= I CRE= Y Pl IR o R A S
B el sy
o -1 -[B]7 U [EE=iE- w|E=d
R T R RO P omoaom

. 3 s

Metwor: [ R
Connections

9~

s
Remote
Desbtop ..,

This application runs inside an RDP seamless session window.

The 'Display connection bar’ option is NOT selected.

&7t |[Word (SeamlesshOP Examol, CE P

Pass-through Authentication

Pass-through authentication: Thanks to the built-in authentication capabilities
embedded into image version 6.x, Chip PC devices are currently the only
WinCE clients capable of supporting single sign-on within RDP sessions.
Logged-on user credentials provided during device logon may be mapped into
RDP sessions while connecting to the server. Therefore users do not have to
supply their logon credentials again.

How To Guide:

B Enable Pass-through authentication in RDP: Configuring an RDP
connection to use the logged-on user credentials is done via the 'General
Tab' found under the connection properties by selecting the 'Use device
log-on information' option.
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WTS Cunn.eu:tiun Setup .

General | Experience ] Local Resources ]

Conneckion
Mame: ILiu:ur_SzaI:u:u
Computer: [192.168.3.254 v

Idse device log-on information

Lser narne: [% I

Passwiord; I

Diomain: I

|:| Start the Following program on conneckion

Full file name:; I

Folder I

|:| Reconneck if connection is dropped

RDP Load Balanced Connections

RDP Load Balanced connections balance session loads across RDP servers
based on a round robin mechanism by grouping multiple servers under one
logical connection name.

In an RDP Load Balanced (RDP-LB) connection setting, one can specify up to
ten server names or IPs to which the connection points to. A weight value
assigned to each server defines the priority preference towards that specific
host.

Once launched, an RDP-LB connection dynamically connects to any group
member whilst server's weight calculation is taken under account. Thus divide
server loads between multiple servers allowing you to optimize server
resources throughout a server array.

Redundancy is also achieved by means of connecting users to multiple
servers which all provide an identical work environment. Therefore servers that
go unpredictably down do not influence users work as long as other group
members are connectable.

The simplicity within the RDP Load Balanced connections mechanism makes it
a firm, efficient and cost saving way of load balancing implementation.
Especially since it is a pure client-side solution, no server side settings or any
software agent installation is needed and no "Middle-Server" is required for
session load balancing.
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Microsoft RDP Application Server Array

-
32.168.0.252 192.166.0.253 192.168.0.25+
(weight 10) (weight 50) (weight 100)

- * -

] -
™ I g
S,

Corwmesctirng to 192 168 0.5 ..
Connacting o 182

Prorae |

“How To” Guide:

B Create RDP Load Balanced Connections Group: To create RDP Load
Balanced Connections:

1. Select the RDP plug-in from the Plug-in tab of the WBT dialog

2. Click Configure

Microsoft RDP Connection Plug-in

- This hird-party Plug-in offers connectivity to ‘Windows Based servers,
{ wer, 5.0202)

Persistence Disk Cache; |N‘:ne ~| KB
BitmapPersistCacheSize: 1 v kB

Minimize inactive RDP session’sfter:
Load Balanced Connections
Load Balanced Connechions group multiple: servers

under a logical name, Conneckians painting to a group
name dynamically connect bo any group mermber thus

divided server loads between multiple servers.

Export
‘Group Properties:
Group Hare Description |
kikk mkerlld;
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3. Click Add
Group Properties E

E Add severs to a boad balanced group while spedifying
&2 server's Name/IP and weight parameters.

Group Mame: l
Diescripbion: ] -
Server Name IW'HEH l
%
T

D Ping befare connecking
Firg Time Out ;200 Milizeconds

.

. Type Group Name, Description

Mark Ping before connecting checkbox if you want to ping each
server before attempting to connect to it

. Define the ping timeout in the Ping Time Out textbox
. Click Add

Server, Properties [x]

Server NamsiIF!% I
Wielght (10-100) Ill:l

= (o=

8. Type the server name/IP in the Sever Name/IP text box
9. Enter the server's weight in the Weight text box.
10. Click OK to close all dialogs and restart

B Assign a Load Balanced Server Group to an RDP connection:

11. Open the My Connections Manager by clicking on the My Connection

icon on your desktop.
12. From the File menu select New

Chapter 9 - Image 6.5 Advanced Plug-ins Configuration

User Manual for Image 6.5.X (Chip PC Thin-Clients)

114



hip PC

Technologies

.??’ )'v = www.chippc.com
\L{. Making IT a Complete Solution

Ref: DM019U-1.0

My Connections Manager

[ vow_torta | £ @ 0
Bewy... 5 | Type | status | Created By |
Send To r 1A Loca

Connect
Disonnect

Delete
Propesrties. ..

Advanced...

13. From the combo box select Microsoft Remote Desktop Client
14. Click OK

New Connection

Select the type of connection bo creake;

15. Type the connection name in the Name text box

16. Type the IP address of the server or the name of the Load Balanced

Server Group

RDP. Connection Wirard

General

x|

Cannection
ﬁa [arme: |
=
Computer; || w

E_j Aubomatic Logon
[:l Use device log-on information

Liser name: I

~
a?

Password: I

Diornain: I

Iy

[ ] Staet the Following program on connection

@ Full Fle nanme: I

Folder I

[ ] Reconnect if connection is dropped

17. Click Next
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18. Use the dialogs to configure all parameters relating to the RDP

connection

RCM Connection Wizard

Experience

Display Froperties

e Cokirs: ECESE Caolors o
.

Display connection bar
Qps=n conrectian in 'Ful Screen’
Eit se=sion viewport ko window

sfidth: Lalili] Haight: EIZIIZI

sakbings, Sarver sathings can override dient sattings,

Parformancs
map | hoose your cannechon speed to aptimize performance,
lﬁ IModem (56 Kbps) P
Rl the Folloring:
l:‘ Deshtop badgroond Bitrnap caching
[ ] Menw and Window arimation Compeession
D Show contents of window while dragoing
Themes

Hote: Final conrecbon oonfigurabon is defined by both dient and serer

19. Click Next

RIP Canrnnge L avary wWirarsl

Local Resorces |

Sound
Remoba compubser sourd

@ I Bring to this compuber

logoed on EB the remobe aomoute:
Printers I:I Lacal Storage
I:l Serial parts Smark Crrd

settings. Server seCdngs can owerrlde cllient setdngs,

Comnect ornatically ko these kbcal devices when

|:| Dar'k warn rme bafare connecing laca davics(s) ko sarvar

Eevboard
Apphk: windows ke combinatdors (for example ALT+TAE)
I < khe local compubsre -
Lacal devices

floks: Final connection configurabon is defred by bath client and ser

ar

20. Click Finished

RDP WAN Optimization

In order to optimize RDP performance towards WANs the following
functionalities were added to the RDP client running on Chip PC image 6.5
devices. These options allow bandwidth saving and better session
performance while establishing RDP sessions in low bandwidth environments.
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Minimized RDP Bandwidth

The Minimized RDP Bandwidth built-in functionality automatically reduces
the amount of data sent via an RDP session once the session window is
minimized to the taskbar. The bandwidth consumption of a minimized-session
(an RDP session that is minimized to the taskbar) gets closer to zero
transferring only 'keep alive' data between the client and the server.

Thanks to the Minimized RDP Bandwidth functionality, scenarios where a
user running multiple RDP sessions over a low bandwidth connection while
consuming bandwidth for only a single session (the one with the active
window) now become possible.

This functionality is built-in to the RDP Client running on image v6.5 devices.
Session windows can be either minimized manually (by the user) or
automatically after a specific idle time. The Minimize inactive RDP session
after ### seconds combo box located under the RDP Plug-in / Configure
allows specifying the amount of idle time after which idle session windows are
automatically minimized to the taskbar. In addition, once the local screen saver
is in action all RDP sessions are minimized in order to save bandwidth.

Disk & RAM Caching

Disk & RAM caching allow preserving local disk cache and RAM cache for
better RDP performance. These settings can be found under the RDP Plug-in /
Configure dialog. Use the Persistence Disk Cache to control the cache size.

Bersisterce Disk Cadhe: [T | o
BitmapPers=Cachegize: i l ¥ | KB
Minimize inadkiee ROP session Sfter: INu:-nc w | Sec

1 o e L L S G LT

Bandwidth Compression

Bandwidth compression is a built-in functionality available in RDP protocol.
Selecting the Compression flag located under any My Connection Manager
- RDP Connection - Properties - Experience Tab - Performance
Section, enables this option. Compressed sessions consume up to 30% less
bandwidth than un-compressed sessions in certain session peaks thus allow
preserving precious network bandwidth in low-bandwidth environments.

Petrormance
[TTH Chaoosa powr connectian speed ba optimize parformance,

bﬁ IM.nu:Iern [56 Kbps) v

Allow the Folowing:

[ ] eskron backaraund Bltpan caching
[ ] Meru and windaw animation ConiatEssion
|:| Shiows conbents af window while draoging

Thamas
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New WinVNC Options Introduced by Chip PC

WinVNC Server is installable as a Plug-in on firmware 6.5 devices.

VNC is a remote control software which allows you to view and interact with a
device (the "server"), using a simple program (the "viewer") on a computer
anywhere on the network.

Privacy Options

As default, prior to shadowing a device via VNC no warning or request is
presented to the user who is working on the device. Thus may interfere with
the user's privacy and confidentiality.

The Notify user of remote control shadowing option found under the
WinVNC Server Plug-in Configure dialog, creates an on screen event notifying
the user his/her device is being remotely controlled. Additionally, the VNC
system tray icon color is changed as long as the remote control operation
continues.

Higher level of privacy may be given to users by selecting the Require user's
permission option. Making a remote control operation is dependent on user's
approval.

WinVNC Server Plug-in @

) YWC Is remate control software that alows you to view and
€ nberack with server using & viewer on another computer
= anywhene on the Intarnet.

(/] ik access to plugein properties b ‘Settings'n ‘Start ered

|+ hccept Socket Connections

ey
Passward ;
Confirm Passworg : [

VNC Shadow Status

(/] cd Jcon to Taskbar Hiotfcation Area

Hotfy usr o rencte conird shadoning

Skakus:

[% IYnur dewice is now being remotely controlled by the administr

Start{Stop the HHC Server i ]

b

Lo [ oo | [ ]

Note: Privacy VNC Options are license dependent.
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Key Citrix ICA 9.x Options Supported by Chip PC

Not only that image version 6.5 supports the standard ICA 9.x client features
such as PNAgent, Smartcard etc. Chip PC supports various additional
capabilities to enhance the ICA experience and make it as close as possible to
the full Win32 ICA client.

Program Neighborhood Agent

Citrix Program Neighborhood Agent (PNAgent) allows users to connect without
using a Web Browser to a server running the Citrix Web Interface and access
all published applications in the server farm.

You do not have to manually configure a connection to each application as you
do locally with the My Connection Manager since the Program Neighborhood
Agent configuration settings are centrally stored on the server in a file called
Config.xml.

After successfully authenticating user credentials, PNAgent client devices read
connection configuration data from the server whilst presenting those as a list
of applications within the My Connection Manager.

Each user's application list differs according to his/her credentials used for the
PNAgent authentication.

New WinCE PNAgent client options supported by Chip
PC:

B Pass-through authentication: Thanks to the built-in authentication
capabilities embedded into image version 6.5, Chip PC devices are
currently the only WinCE clients capable of supporting single sign-on within
ICA & PNAgent sessions. Logged-on user credentials provided during
device logon may be used by the PNAgent while connecting to the server.
Therefore users do not have to supply their logon credentials again not
even during connections launch.

B Application shortcut placement: While publishing an application on a
Citrix server, administrators can specify an Application shortcut to be
created within the desktop and/or 'Start' menu of a Win32 ICA client.
Chip PC devices support application shortcuts creation in either 'Start
Menu' or Desktop as defined by the administrator. This functionality of
Desktop and 'Start Menu' application shortcut placement allows greater
flexibility and control of user's display for the benefit of user friendliness
and remote connection administration.

B Control PNAgent process duration: The process of connection
obtainment via PNAgent occurs during the last stages of the device boot /
user logon. As part of this process connection information is passed
between the Web Interface server and the client device. Since this
procedure is based upon network speed (which can be slow in some
cases) original PNAgent process duration might not be enough for the
operation to complete. Specifying PNAgent process duration which is now
possible allows better adjustment to various networking scenarios.

B Auto-start PNAgent Connections: Connections retrieved via PNAgent
can be set to be launched automatically (auto-start). This added
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functionality allows administrators to configure a published application to
be started immediately once its connection gets to the client device.

Seamless Windows: Citrix Program Neighborhood Agent (PNAgent)
allows users to connect without using a Web browser to a server running
the Citrix Web Interface and access all published applications in the server
farm. There is no need to manually configure a connection to each
application as done locally with Connection Manager, since the Program
Neighborhood Agent configuration settings are centrally stored on the
server in a file called Config.xml. After successfully authenticating user
credentials, PNAgent client devices read the connection configuration data
from the server whilst presenting those as a list of applications within the
Connection Manager. Each user's application list differs according to the
users credentials used for the PNAgent authentication.

Other Features in ICA 9.x Connection settings

Local ICA Connection Icons: By default, all WinCE ICA client
connections can only be assigned with the default ICA icon. Due to the
built-in changeable icon support in image 6.5, ICA connection icons can be
changed to better reflect the application they correspond to. In addition, the
connection icon is displayed in the Taskbar while the session is launched.

Smartcard and Local Storage Mapping: Both smartcard and local
storage mapping can be generally controlled via the ICA Plug-in properties.
This way, administrators can centrally prohibit or allow these object
mappings.

Disc Caching for Improved Performance: Disk caching stores commonly
used graphical objects such as bitmaps in a local cache on the client's disk
on chip (DOC) space. If the connection is bandwidth-limited, using disk
caching increases performance.

Apply Windows Key Combination: Once installing HotFix 2 and ICA
Plug-in version 7.23.24824.1 one can decide whether to apply Windows
key combinations (e.g. ALT+TAB) locally or remotely.

Support for Passing Parameters to Citrix MetaFrame Applications:
Many applications may require startup parameters, to be used for various
purposes, such as user credentials, underlying database specifications,
etc. ICA Plug-in supports passing parameters written under the
'LongCommandLine' field as long as these are written in a single line.

“How To” configure ICA Connection guide:

Configure PNAgent (server-side) settings: PNAgent settings require
both server and client side configuration. Server settings are mainly divided
into two: (1) edit the default (Config.xml) file using the Program
Neighborhood Administration tool (Admin tool), which provides an easy-to-
use graphical interface to the file's parameters. To access the PNAgent
Admin tool, connect to (http://servername/Citrix/PNAgentAdmin/) on your
server running the Web Interface. (2) Set additional parameters such as
Application shortcuts and icon settings under the Applications interface
accessible via the Citrix Farm management. (See Citrix documentation for
further assistance).
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B Configure PNAgent (client-side) URL: For PNAgent to work, client
settings must point to the URL from which the Config.xml file is obtained.
This is done via the ICA Plug-in \ Configure \ Misc tab by pressing the ICA
Global... button, opening the Global ICA Client Settings interface, selecting
the Enable PNAgent checkbox through the Preferences tab and specifying
the URL for the Web Interface server.

B Configure PNAgent (client-side) Authentication: PNAgent
authentication varies into a number of logon methods. Assuming server-
side authentication is set to Prompt User; on the client, by default PNAgent
proprietary 'Logon Details' window pops-up. Once providing credentials, a
connection list is built according to the specified user details. In order to
enable Chip PC's extension for pass-through authentication select the Use
user credentials to connect to PNAgent server option located under the
ICA Plug-in Configure \ Settings Tab

B Configure Pass-through authentication in ICA connections: Once
selecting the Use user credentials for pass-through authentication option
located under the ICA Plug-in \ Configure, the logged-on user credentials
are automatically mapped into all ICA connections.

B Configure PNAgent process duration: After selecting the Enable
PNAgent option, the time period to be used by PNAgent is set through the
Wait for PNAgent process combo box available under the ICA Plug-in \
Configure

B Configure PNAgent application shortcut placement & icon
recognition: Always-on, No client-side settings are needed to activate
these options. Select the Use default ICA icon for PNA connections option
to deactivate the icon recognition extension.

B Auto-start PNAgent Connections: In order to make a connection
retrieved by PNAgent be auto-started perform the following: (1) Open the
'"Applications’ interface accessible via the 'Citrix Farm Management Consol'
and select the published application you wish to auto-start. (2) Under the
'Program Neighborhood Settings' page, in the 'Program Neighborhood
Folder' field type "startup" (without the quotation marks).

B Result: Once the devices retrieve PNAgent connections which are
assigned to the "startup" 'Program Neighborhood Folder' these are
automatically launched.

B Change connection icon: In order to change a connection's icon, select it
from the connections list in the My Connections Manager, right click, select
the Change Icon option and choose an icon from the built-in icons list
displayed in the Change Icon window.

B Enable smartcard mapping: Smartcard mapping require both server and
client side configuration. On the client, settings are accomplished in two
levels: (1) via the ICA Plug-in properties \ Settings tab selecting the Enable
connection to PC/SC smart card allows all ICA connections to use a
smartcard and (2) under the ICA Connection properties \ Logon Tab select
the 'Allow Smart Card logon' option (see Figure 27.1.3).

B Enable storage mapping: Storage mapping require both server and client
side configuration. On the client, make sure that the Enable connection to
USB Storage Devices is enabled both under the USB Devices Tab of the
WBT dialog as well as under the ICA Plug-in properties \ Settings tab
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B Control Disk Caching: Under the ICA Plug-in properties use the Cache
button to define the Cache Size combo box to specify the amount of
storage space (Kbytes) you would like to allocate for caching. Pressing the
Clear Cache button deletes all ICA Cache contents.

B Apply Windows Key Combination: Under the ICA Plug-in properties \
Misc tab use the 'Apply Windows Key Combination on:' combo box to
select whether to apply key combinations (e.g. ALT+TAB) locally or
remotely.
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Cache Settings

11

e The values belows allow optimizing the bandwidth and caching
e utilized by ICA
WindowsCache (KBytes) : v
T2Cachefower : ]22 {4098 KBybas) w
(&) Use RAM-based cache
() Use FLASH-based cache
PersktentCacheSize (Kbytes) : [#194304
PersisteritCachebinitrmap (bytes) : [40rss
SpesdscreenBADecompressedCachesize(kbytes) :  [1024
SpeedScreenBaCompressedCachesae(kbytes) :  [2048

Important Note : Msconfiguring the parameter s above will sigrificanthy

&ffect both clent and server’s sassion performance.

|

| (ol
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